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aiCache End User License Agreement.

THI'S 'S A LEGAL AGREEMENT (AAGREEMEMTHE) (BETWENSOR®)U. ARDEASE READ THI S
CAREFULLY. BY INSTALLING AND/OR USING THIS SOFTWARE, AS A RESULT OF PURCHASE AND/OR TRIAL DOWNLOAD, YOU AGREE,
ON BEHALF OF YOURSELF AND YOUR COMPANY (COLLECTI VELY fiLI CENSEEO), TO BE
OF THIS AGREEMENT. IF YOU DO NOT AGREE TO THESE TERMS AND CONDITIONS, YOU ARE NOT PERMITTED TO USE THE SOFTWARE.

1. License Grant. Licensor grants to Licensee a worldwide, nonexclusive, nontransferable, royalty free license to use the aiCache software (the
ASoftwareodo). Licensee i s p ehe Softwate éodbadkup pumpaskese Exeept asiexpesdsly autharizegt abavé or as permitted by
applicable law, Licensee will not: copy, in whole or in part, Software or any related documentation; modify the Software; reverse compile, reverse
engineer, disassemble or reverse assemble all or any portion of the Software; rent, lease, license, sublicense, distribute, transfer or sell the Software; or
create derivative works of the Software. Licensee obtains no rights in the Software except those given in this limited license.

2. Ownership. The Software, any related documentation and all intellectual property rights therein are owned by Licensor, its affiliates and/or its
suppliers. The Software is licensed, not sold. Copyright laws and international copyright treaties, as well as other intellectual property laws and treaties,
protect the Software. Licensee will not remove, alter or destroy any copyright, proprietary or confidential notices placed on the Software or any related
documentation. Licensee agrees that aspects of the Software, including the specific design and structure of individual programs, constitute trade secrets
and/or copyrighted or patented material of Licensor, its affiliates and/or its suppliers. Licensee agrees not to disclose, provide, or otherwise make
available such trade secrets or material in any form to any third party without the prior written consent of Licensor. Licensee agrees to implement
reasonable security measures to protect such trade secrets and material.

3. NO WARRANTIES. TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE LAW AND SUBJECT TO ANY STATUTORY
WARRANTIES THAT CANNOT BE EXCLUDED, THE SOFTWARE AND ANY RELATED DOCUMENTATION ARE PROVIDED TO LICENSEE "AS
IS." LICENSOR MAKES NO WARRANTIES, EXPRESS OR IMPLIED, AND EXPRESSLY DISCLAIMS AND EXCLUDES TO THE MAXIMUM
EXTENT PERMITTED BY APPLICABLE LAW ALL REPRESENTATIONS, ORAL OR WRITTEN, TERMS, CONDITIONS, AND WARRANTIES,
INCLUDING, WITHOUT LIMITATION, IMPLIED WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE,
SATISFACTORY QUALITY AND NONINFRINGEMENT. WITHOUT LIMITING THE ABOVE, LICENSEE ACCEPTS THAT THE SOFTWARE MAY
NOT MEET LI CENSEE®6S REQUI REMENTS, OPERATE ERROR FREE, OR I DENTI FY ANY OR
ACCURATELY. LICENSEE USES THE SOFTWARE AT HIS/HER OWN RISK. This Agreement does not affect any statutory rights Licensee may
have as a consumer.

4. EXCLUSION OF CONSEQUENTIAL AND OTHER DAMAGES. TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE LAW, IN NO
EVENT WILL LICENSOR, ITS AFFILIATESORITSSUPPLI ERS BE LI ABLE TO LI CENSEE, LI CENSEE®6S CUSTC
damages of any kind including, WITHOUT LIMITATION, DIRECT, CONSEQUENTIAL, SPECIAL, INCIDENTAL, OR INDIRECT DAMAGES OF ANY
KIND ARISING OUT OF THE LICENSE OF, USE OF, OR INABILITY TO USE THE SOFTWARE (INCLUDING, WITHOUT LIMITATION, DATA LOSS
OR CORRUPTION, ECONOMIC LOSS, LOSS OF ACTUAL OR ANTICIPATED PROFITS, LOSS OF CONFIDENTIAL INFORMATION, BUSINESS
INTERUPTION, LOSS OF PRIVACY, FAILURE TO MEET ANY DUTY OF REASONABLE CARE OR NEGLIGENCE) EVEN IN THE EVENT OF THE
FAULT, TORT, STRICT LIABILITY, BREACH OF CONTRACT, BREACH OF STATUTORY DUTY OR BREACH OF WARRANTY OF LICENSOR, ITS
AFFILIATES OR SUPPLIERS AND EVEN IF LICENSOR, ITS AFFILIATES OR ITS SUPPLIERS HAVE BEEN ADVISED OF THE POSSIBILITY OF
SUCH DAMAGES OR SUCH DAMAGES WERE FORESEEABLE. SOME JURISDICTIONS DO NOT ALLOW THE EXCLUSION OR LIMITATION OF
INCIDENTIAL OR CONSEQUENTIAL DAMAGES SO THE ABOVE EXCLUSION OR LIMITATION MAY NOT APPLY.

5. LIMITATION OF LIABILITY. TO THE MAXIMUMEXTENT PERMI TTED BY APPLI CABLE LAW, I'N NO EVENT
LIABILITY EXCEED THE LICENSE FEE PAID BY LICENSEE OR US$5.00, WHICHEVER IS GREATER. THIS LIMITATION OF LIABILITY AND
RISK IS REFLECTED IN THE PRICE OF THE SOFTWARE. NOTWITHSTANDING THE FOREGOING, NOTHING IN THIS AGREEMENT SHALL
EXCLUDE OR LIMIT LI CENSORO6S LI ABILITY TO LI CENSEE FOR ANY LI ABILITY THAT
EXCLUDED OR LIMITED.

6. INDEMNIFICATION. BY ACCEPTING THIS AGREEMENT, LICENSEE AGREES TO INDEMNIFY AND OTHERWISE HOLD HARMLESS
LICENSOR, ITS OFFICERS, EMPLOYEES, AGENTS, SUBSIDIARIES, AFFILIATES, SUPPLIERS AND OTHER PARTNERS FROM ANY DIRECT,
INDIRECT, INCIDENTAL, SPECIAL, CONSEQUENTIAL OR EXEMPLARY DAMAGES ARISING OUT OF, OR RELATING TO, OR RESULTING
FROMLICENSEE6S USE OF THE SOFTWARE OR ANY OTHER MATTER RELATI NG TO THE SOF

7. Termination. Licensor may immediately terminate this Agreement and the license granted hereunder if Licensee fails to comply with
the terms and conditions of this Agreement. Upon such termination, Licensee must immediately cease using the Software, destroy or delete
all copies of the Software and upon the request of Licensor, certify the destruction or deletion of the Software. Licensee may terminate this
Agreement and the license granted hereunder at any time by destroying or deleting all copies of the Software. ALL DISCLAIMERS,




aicacha 5291 sicacnd Get your life bz

UserGuide 15 - .
www.aiCache.com E 2 @@m3aiCache, Inc.

LIMITATIONS OF LIABILITY AND ANY OTHER PROVISIONS INTENDED TO SURVIVE TERMINATION WILL SURVIVE ANY TERMINATION AND
CONTINUE IN FULL FORCE AND EFFECT.

8. International Trade Compliance. The Software and any related technical data is subject to the customs and export control laws and
regulations of the United States ("U.S.") and may also be subject to the customs and export laws and regulations of the country in which it is
installed.

9. Governing Law. The laws of the State of Nevada, United States, without regard to conflicts of laws principles, govern this Agreement.
If applicable law does not permit the parties to agree to the governing law, the laws of the country in which Licensee installs or acquires the
Software govern this Agreement. To the extent permitted by applicable law, any dispute arising under this Agreement or relating to the
Software shall be resolved by a court of proper jurisdiction in Nevada, United States. Licensee and Licensor irrevocably submit to the
jurisdiction of such courts and waive any and all objections to jurisdiction a party may have under applicable law. Notwithstanding the
foregoing, if the Software isinstalledor acquired in the Peopleds Republic of China, any di s
the Software shall be resolved by binding arbitration, held in Las Vegas, Nevada, United States, under the Judicial Arbitration and Mediation
Services (JAMS) International Arbitration Rules.

10. Legal Effect. This Agreement describes certain legal rights. Licensee may have other rights under applicable law. This Agreement
does not change Licenseed6s rights under trepgréemenatbdoso.l aw i f such | aws do n

11. Miscellaneous. Thi s Agreement constitutes the entire agreement between Lice
the Software, superseding any prior agreement between Licensor and Licensee relating to the subject matter hereof. Any change or
modification to this Agreement will only be valid if it is in writing and signed on behalf of Licensor and Licensee. A failure by either party to
enforce its rights under this Agreement is not a waiver of those rights or any other rights it has under this Agreement. The parties disclaim
the application of the United Nations Convention on the International Sale of Goods. The terms of this Agreement are severable. If any term is
unenforceable for any reason, that term will be enforced to the fullest extent possible, and the Agreement will remain in effect. The Software
and any related technical data are provided with restricted rights. Use, duplication, or disclosure by the U.S. Government is subject to the
restrictions as set forth in subparagraph (c)(1)(iii) of DFARS 252.227-7013 (The Rights in Technical Data and Computer Product) or
subparagraphs (c)(1) and (2) of 48 CFR 52.227-19 (Commercial Computer Product i Restricted Rights), as applicable. To the extent permitted
by applicable law, Licensee may not assign this Agreement, and any attempted assignment will be null and void. aiCache, the aiCache logo,
and other aiCache names and logos are the trademarks of aiCache Technology LLC or its affiliates.

12. Contact Information. Any inquiries regarding this Agreement or the Software may be addressed to Licensor contact found on the
website, www.aicache.com.



http://www.aicache.com/

aiCachey 6.291 Gicmendy Get your life bt
16 E

UserGuide ,
www.aiCache.com 2 e@3aiCache, Inc .

Introduction to aiCache.

aiCache is a unique software product that creatbstter user experience by increasing the speed and
availability of your siteaiCache accomplishes this by offloading request processing from the web, applicatio
and database tiers, reducing code complexity and the cost for servers, space, poweingnd coo

Typical web site setup overview.

Before we discuss the numerous benefits and advantages aiCache has to offer, let us spend few g
minutes reviewing typical web site setup and associated challenges.

A typical infrastructure setumf an Internetweb site might contain some/all ofthe following major
components:

- Web Servers - such as Apache, MicrosolfS and similar. When a number of servers are usdiis t
component idrequentlycalledthe web &irm. The reasosifor having a number of these sersarespeed &
availability. Using a fgle web servercreats a single point of failureand a single server igypically not
capable of coping with significaatmount of vebrequestsit is not uncommon to seeebfarms composed of
dozens ofveb serves.

Theweb servesreceive HTTRrequestdrom endu s ewebbsowsers and servdTTP responsesack, in
the form of either static fileobtained from a file system such as images, Javascript, C88 dynamically
generged response Theseweb serversare called origin servershenceforth, as it is where the Web content
originates

- Application or Middleware Servers for example,JBoss App Server, Tomcat Web Contain&EA
WebLogic, IBM Webshere or custemritten softwareThese serverexecutebusinesdogic functions such as
customer profile editingiendering of a blogage product search, shopping cart functionality etc. The reason
for having a number of these servarssimilar to trosef or A f awelmsernvg.0 o f

- Back-end Servers such as Datbase Serverg.MySQL, Oracle,Microsoft SQL Server)This is where
persistent information, such asstomer profiles, product informatiomessage board arc | e s , site
contentmight be storedFrequently the database itselfght be partibned ("sharded") or setup as write master
and a number of read replicagsulting in multiple database serveBmetimes information store is not a
database, but a file system, such as NFS (prevalent in Unix/Linux environments) or CIFS (MFST Window
baed setups).

! Java, Sun, Solaris are registered Trademarks of Sun Microsystems Inc; Weblogic is registered Trademark of BEA Ir
Websphere, AlIX are registered Trademarks of IBM. Apache , Jakarta, Tomcat are registered Trademarks of Apache Softw
Foundatia; Oracle is a registered Trademark of Oracle Inc; 1IS, SQL Server are registered Trademarks of Microsoft Inc;
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- Shared file store such as NFS or CIFS file servers or filers. This is frequently used to share commol
filesi configurationfiles, binariesstaticweb content andackup data.

- Search engines/appliancesuch as GoogleéSphinx Lucene Fast etc . These are used to execute search
requests against site's contérstuch as editorial content, usdogs/posts video/image metadatdc.

Rather frequentlyapplicationserver functionality i$iembedded right into web servers Examples include
Apachelomcat Apache webserver connected to Tonsmt/letJSPcontainervia JK connectgr Apache/PHP
with PHP interpreteembedded into ApacheebserverlIS/ASP (Microsoft ASPandColdFusionvia the web
server connector.

Someweb sitesinclude custombackends. For example, web site dedicated to newsiight rely on
proprietarysystems thaprovide some kind ofiews wiresAPIs, a web site servinignancial quotes might rely
on market data feeds and sa on

There are, of course, much simpleeb siteseups than that, typically consisting of a singteb server
Such webservermight coreside (share hardware) with database software and resulBimdl" setup Such
simplified setups are rarely adequate for sites with any volume of traffic.

We are nommentioning another important infrastructure componéhé network. It typically encompasses
Internetuplinks, routers, firewalls, load balancihgrdwareand network switcheslhis Guideassume that
network capacity and its performance, acrasof the layers/componentss sufficient to support required
volume of traffic.

Common challenges experienced by web sites with heavy traffic.

Whensubjected to heavy user traffigpically manifested by large number of requds$gpically measured
as RPS requests per secondhd simultaneouslient connectionsthecommonweb sitesetupas described in
previous sectiohas a number of associatedues

Enduser experience suffers, especially wilinamically generated contentvhich is often slow to
generake and stressesll or most of components of the infrastructurei from web serves to app serves to
the backend atabases

It is not uncommon to see scenarios where dynamically genesatiegpages take a few seconds to be
generated on the flygach suchaqguestrequiring creatinga new process on web servers, compilation of code
and/or instantiation of hundreds of new objects on app servers and execution of multiple, fairly expensi
queries on DB sideEven when serving static content off a file systdme, resulting disk IO might place heavy
burden on web servetmagine having to serve hundreds of requests per second, each requiring simile
resources and you can easily see why and how web sitesgaigiiow ormelt downoutright

Quite often he majoriy of static anddynamically generated content is the samesignificant percentage
of web sitevisitors, butthere isno way to share it across different users satisfactory and flexible way.

The logic that drives content generatiaften relies on aprocessper-request mode] meaning a new
systemprocesfhreadneeds to be established and maintained for each reduestplaces aheavyburden
across infrastructure, requiring increase in number of servers and associated spend aoplovgrspacand
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maintenanceHigher server CPUloads and increasingmemory utilization, resulting from such dedicated
processperrequest architecture routinely bring even most powerful servers to their knees, resulting in unto
hours of downtime, unhapmsers dedining customer retention, shorter siisits and lost revenues.

Quite frequently the web servers, already busy processing user requests, are also task@d R&th
traffic encryption, a very CPUintensive activity.

Some siteslo not scale horizontally due tobackendor otherlimitations and simply cannot be made to
scalebyaddi ng extra HW, without going through major
or money in budgstto allow for such overhauls.

In order to tackle th@erformanceproblems all too often companies first resotb buying more HW i
more web servers, more application servers, database servers and so on. Often at quite a steep acquisitiot
and at ever increasing expense and run rates resulting from having to neaeaggowing environments,
expand existing or move to new datacenters, acquire more power and cooling capadtlitg egte common
to see situations when existing datacenter or hosting cage capacity is exhausted and then expense grows
ever more out ofcontrol.

Faceal with numerous limitations (spend, space/power/cooling in datacgiterganies frequentlgshare
servers between differentelvsites and applications. It exceedingly hard to control quality of code in the
time of smaller TTM requirements and as a resultfaulty code may bring down a whole number of web
sites and serverslt could be as simpldirect asoverloadingof the serves that the faulty code is running on
(along with all other applications sharing the same servemdirecti by stressing oubackenddatabase
system that is shared with other application.

When t her e 0 ssuckaacomplext shayeavebisatup (it is not uncommon to see hundreds of
servers i n érosdrangdone @ the basieseldites),it is often hard to pinpoint the problem
application due to limited instrumentation available in applications/cotlee simple question ofwhich
application isrunning slowand bringing the site(or whole shared web farngown right noWw" becomesrery
hardto arswer.Re®rting to complete restarts ofelv farms is a common attempt at remediatianly to see
theweb serves go down almost instantly with no easy way to identify just what is ailing the aetupestore
the service

When and ifthe culprit is finally identified, itstill is very hard to isolatedisable the failing application
to let other applicatiosito stay up due to inevitable intelependencies.

It is equallyhard to have up-to-the-second information on current traffic: volume (regests peseond,
bytes in/out, different request types), distribution across web sites (which one is being hit the hardest, wha
the spike ?) and response times for different applications (which one $totirest customerogin, product
search news searcR) . While a limited subset ofthis information can be distilled from log files collected on
web serves, it is a time consumin@ll-handson-deckprocess that iseverreattime.

Heavy traffic sitesoutinelyservemillions of webe que st s a d &neatd veri largdsgdiles a n
that are then processed faarious purposes. Due to the sheer size of these log fibgsfile management
becomes amnpleasant choreand all too often web serves simply run out of disk space and stop serving
requests

It is not uncommon for hackers to targeeb servesn their attacks.Proprietary and wide-ranging
architectures of web sitesmake it much harder to maintain adequate security Security holes are often first
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discovered and exploited by hackers, leavirgdp siteowners to wait for days or weekor security patches to
be issuedy respectivesoftware vend®

aiCache to the rescue.

Let 6 s c papudarndwsweb site Most ofwebpages on such wedites typically containinformation
that is updated (pulshed) quite frequently throughout the dinyorder toguarantee freshness of content, pages
arelikely to be generated dynamically upon request. Tagponseayeneration process is typically slcand
consumesesources on web serveapp anddaabasesenversalike.

Yet even with these seemingly netop changes and breaking news to deliver, it can be showmdisat
pages can be cached for sonpeeriod of time (from few seconds to fewminutes or more), still keeping the
content sufficiently fresh, while geatly enhancing endser experience ardtamatically reducing the load on
overallweb siteinfrastructure.

Same can be saaf most type®f websites on the Internet:

1 Communiy and social networkingites 1T where 95% of access is readnly, such as maing of
message orblog posts browsing of user galleriesr popular profile on a sociaktworking site. Each
view of these items typically requires establishment dfeat connection, spawning of a process on the
web servemland application server,nterpretation and execution of some logiconnection talatabase
server, a number @QL queries often resulting in numerouwdisk 10 andphysical readsyefore the end
result is obtained, processed and send to the requ&¥tole absolutemajority of content
changed since it was requested by a previeesser somemilliseconds ago, it is regenerated anew for
eat and every requestThis type of content is a perfect candidate for cachimgtead of generating
this content anew for each visit

1 BusyE-commercesites where users brovegpopular items before selecting some into a shopping basket
and checking outAgain, most of the activities are readly access to assorted product data obtain
description, picturg, customefeedback andnventory ofdifferent producs. These donot
frequently at and should be cached instgfacgeneratingpageson the fly

1 Mediaweb sites that offer access to popular videosften seeing tens of thousandsviditorstrying to
access a particl ar vi deo when it sifw mifutes, geadraing exactlylthei |
type of traffic capablef melting down evenargest web sitesAgain, the pattern is very commeora
pageis displayed with some basic metadata about a particdlao ynay be along with user commest
and ratings the screen is identical for each and every user that is trying to view the actuallVigeo.
type of content, too, ia perfect candidate for cachingnstead of generating this content anew for each
visitor.

1 News or news aggregatioweb sites, servingeditorial contentjnews wirestories financial market
quotesor blogsto visitors. On a day whera major story breaksvorld sporting records brokenor
financial markets seea major move, such webtess are likely to see a very significant increase in
traffic, as visitos flock to thesite'shome pageread news articleyjiew stock quotes,searchfor news




aiCachey 6.291 e Get your life bt
20 E

UserGuide ,
www.aiCache.com 2 e@3aiCache, Inc .

moving themarketsetc. Being able to cache these typepaijesfor just a few seconds ofteneans a
difference betweea healthy website with brisk response times and a total meltdown.

aiCacheis a web site and web application acceleratigmoduct. It takes these basic ideafscaching
frequently requested conteantd bring them to the next lelze Along with enhancing endiser experience and
dramatically slashingoad on and requiremestto, the web siteinfrastructure,aiCachealso delivers much
richer set of features and functionality that is not available with any other preduetshallexplain these in
great detaillaterin this guide ai Cacheds heritage can be traced b
appearance.

aiCache is placed in front of traditional web servers. As a result of such placement, aiCache is capable
interceping and responding to user requests before they ever hit origin web servers, App or Database serv
helping to solve or mitigate most of the typical issues mentioned previously. In other words, by deployir
aiCache gpu canaddressmost if not allof yourwe b spiolileen$ & a minute fraction of cpsbmpared to
bruteforce buymore HW approach or equally expensive and time consuming code changes and site redesign

The most noticeable benefit that deployment of aiCache offers is the ability tofoegqhently accessed
content, so that the-App8BewbrdiBachan ch istadcesseddis equemly. v e
It results in dramatic improvements in terms of web site performance and tremendous reductiomabkmd
all componerg of your infrastructure.

aiCacheis a Linux applicationcustom writtenin C for maximumperformance and flexibilitylt runson
most popularand ubiquitoud.inux distributions It utilizes theEPOLL mechanism, available only on Linux
that offers unmahed scalability and performance for network IO, translating to ability to serve tens of
thousands of simultaneous clients off a single server (solving the famous C10K dilemma) with \dera@lly
overhead. aiCache is rgght-threadedapplication,utilizing a very limited number of threaqprocesses)
typically well under a dozerto do most of the processinghis is inmarkedcontrast to some other products
that rely ona single process darge pools othousands oprocesses othreads, dedicating thread to each
client request, a design that doesn't seadkk in our opinion.

Test results show that under favorable conditions (fast clients, smaller, cacheable respudficiest
network bandwidth single aiCacheinstance running omntel(tm) Nehalen processor systens capable of
servingmore tharR60,000RPS that'saroundl billion requests per hour!

And lastly aiCachei s devel oped by a t eamof tesigningd buildimge &nd ¢
mai nt ai ni ng s o merwebfsitsi Bneompassing pretysmudh w\sery single imaginable type of

web siteand web technologylt is from this experience that features of the product were conceived, develope
and refined arather distinguishing featuredeed

aiCache features at a glance.
1 Dynamiccaching &sharing ofwebcontent,including GET and POStequests
1 RAM-based caching for unsurpassed response taiéache generates almost no disk 10.

1 Ability to function as HTTPS end point, forwarding decrypted traffic to origin servers.
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Excellent scalability and high performance, tested to exce38300 RPSper server
Flexible document freshness control, includiogokiedriven control.

Cluster support run a centrally managed set of aiCache servers.

Clusteraware m-demandesponsalriven cache expiration

Fallback mode to keep your site up even in case of backend failures
Origin-ServerOf-LastResort feature, to further help server trafficase of backend failures
Selective log suppressi@md decimation.

Automatedime-basedr sizebased log file rotatian

Three different ways to monit@Cache clusterawareCLI, Web and SNMPwith extremely rich set of
statistics available.

Full support for egular expressianfor pattern matching

Feature rich command line interface (ELfull set of statisticsinventory check, document expiration
and remwal, log file rotation anagnuchmore

Load balancing ofequests acrossrau mb e r o fwebfserwesiwgh 3ndifferent load balancing
metrics supported

Monitoring health oforigin serversjncludingcontent matching
Response preload/pfetch.

Comprehensive exurity features, including clusteraware multi-layered defense against Depadi
Service attacks arurotection againgnaliciousrequess .

Flexible Mobile processing

Flexible Geo processing

UserAgentbased redirection

Built-in comprehensive Health Monitor

Configurable orthe-fly compression

Advanced alerting warns you before there's user impact
Extend aiCache with usg@rovided logic via aiCache pltigs.

Inject static (filesystem based) content into accelerated sites
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1 Simply and automate configuration management in distributed setups

1 And many moreaunique features that wahallcover in depth in this document

Document Conventions.

Throughout this document, yaill see examples of operatisgstem commandsiCachecommand line
interface(CLI) commands,snippets from configuration files, and screen captufest and colorchangesare
employedso thatthese couldbe clearly distinguished from the surrounding text.

We usetermsuvisitor, user, and customéo refer to wetlsite visitors. Suclisersvisit websites bydirecting
their web browsers (Internet Explordfirefox, Chrome, Opera Safarietc) toURLs that are hosted by web
Sites.

We use termfiorigin (web) served t o  rwelf serves) tthat are beingcceleraéd by deploying
aiCache

We usetermsfiweb documeidt "response'to refer to files stored gror content generated bgrigin web
serves and subsequently requested bgbs t e 0 s Swdh svébtdacungentsr responsesinclude, but are
not limited to,dynamic pages generated using J&#Vlet PHP, .Net and other technologies, st&titML,
JavaScriptContent style sheets, images in various formats, PDF Flash animationstc.

We usetermiicacheablé r equ e st / r e srpspomseshat cant be cached/skared nadache
Opposite to such requests a€eTTL", "noncacheablé requests/responseshesecannot antbr should note
cached because they contain private data or because caching these doesn't siffaifiaaptbenefits.Yet, as
you shall discoveraiCacheoffers significant benefits even for traffic that cannot be cached. Some of the
benefits include request/response and connection offloatksgpnsepreload/prefetch and readtime traffic
reporting and alerting.
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Key new features in aiCache V6.

Comparedo prior versions, version 6 of aiCache offers following key new features and benefits:

T

Support for HTTPS. Now you can have aiia manage HTTPS traffic, while, optionally,
communicating via HTTP with origin servers, reliayin them from encryption chores and
administration overhead.

Support for customer logic via flexible, yet very easy to code, plugin architecture. Now you cat
have arbitrary number of your own plugins examine incoming requests and tell aiCache to dro
redirect, rewrite, change the TTL of requests or provide complete response bodies. aiCacl
automatically collects and reports all of the plugin statistics, without having to code for it.

Better scalability on mukcore systems with more than 4 CPU cores. di€dtas been tested to
over260,000Keep-Alive client req/sec. While very few sites ever will push this kind of traffic, but
massive scalability is there should you ever need it.

Multiple listen ports, both HTTP and HTTPS, can now be specified. You canligeen port to a
website or still have aiCache tie incoming requests to website via regular logic.

Support for brigin servers of last resor. Now, in addition to regular aiCache failback feature, you
can try filling requests against dedicated conteptica servers, should attempts to obtain responses
from regular origin servers fail.

Increased set of collected statistics, at global, website and pattern levels. As usual, you can see
stats via Web, CLI and SNMP interfaces.

Version 6 supports V5 cdiguration file syntax, so it is a simple drap replacement. A number of V6
specific settings have been added, explained later in this Guide.

Effective Jan 2010 aiCachdd stopsall new feature development for V5 of aiCache and places V5 into
maintenane mode, where weontinue toaddress minor bugsVe recommend all of our customersstaitch to
aiCache V6.
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Example Web Site.

As we discussfeatures and configuration aiCache we shall refer toa fictional web sitesetup, so that
settingscommands rad configuration files refeedto throughout the rest of this document make nserese.

This fictional website is www.acmenews.corh The AcmeNews is in the business of providing news to a
large number of useré\cmeNews prides itself in being first to most stories, entertainment or financial, aiming
to have shortest story publishing tinome content on the site, such as breaking newsectn frontsis
refreshedrather frequentlyi every minute, to stay ufp date. Some other content is more static and is only
refreshed once an hour, once a day and once a week.

AcmeNews suppostcommunity featurg allowing users to comment on aléis. When a page (news wire
story, editorial content etc) is displayedse comments are shown below the actual stéwymeNews prides
itself in allowing its users to enjoy retine discussion thread updateas soon a new topic or a response is
posted, the content updates to reflect the changes.

In addition to dynamic contenthe web contenincludeslarge number oflavascript files, CSS files and
images, with file sizeranging from 50B (for simple ongixel images) to 50KB for someJavascripfiles and
higher qualityimages

Internally the site is composed of a number oigio servers (the web farm), with the names of
www1.acmenews.conwww?2.acmenews.conand so on, to be able to cope with large number of Web hits the
site gets. The exact mechanism used to load balance user requests across origin servers is not impo
Examples include: multiple DNS A records or CNAME aliasing, combined with dynamic DNS service, such &
Dynect or similarloadbalancers such as F5, A10, Netscaler, Alteon, HA Proxy etc.

All of the content served fromww.acmenews.coms deliveredvia HTTP protocol, as opposed to the
secure form of it, HTTPSAt the same time AcmeNews maintains subscriber profiles dersuthat want get
access to paidubscriptions. In order to allow users to signfor these g®ices in a secure fashion, a separate
secureweb serveis setup with the name skcure.acmenews.conThis server usedTTPSto communicate
with the subscribers, encrypting al/l the traffi
informaion is protected while in transit.

Business Development has been busy thinking of more features to add to the site, to attract even
visitors - things like user comments on news articles, dedicated message boards, video section. A dedicz
mobile website is also in works, aimed at attracting mobile clients.

Yet as the popularity of the AcmedWws grows, resulting in more page viewager number ofunique
visitors and longer visits the site finds itsresponse time starting to climb atahd on all oft he si t
infrastructure components increasing. Outages become all too frequent. Environment footprint keeps grow
with more and more servers going into the racks, requiring more expense for HW and SW purchases, additic

2 Any resemblance to real web sites is unintentional.
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space, power and cooling. Bexent hr owi ng money at the problem doe
a feeling that a radically different approach is in order as the current path is not sustainable.

And this exactly when the technology team, after days of reseathrainstormng, comes up with an
i dea andl & a&achesntens the scene.

Prerequisites.

Understanding your Web Setup.

As the product ivery easy to install and configure, chances are you will not need any speciaBasip.
understanding of theveb site setup ishelpful. Typical questions that arise during the installatiormi@fache
include document freshness criterias in what can beached andor how long origin server configuration
(what are theveb serves that run the site and how is userficaflirected at them: DNS, load balanceasd
cookie/sessiomanagement issues.

You might elect to install our product yourself, which requires some fairly basic Linux knowledge.
Alternatively, youcan contacts for a quote on Professional Service engege- a turnkey package aimed at
helping you to get up and running, straight from the soor@me of our many partners worldwide

Server Platform.

You needto have or be ready to obtain6d bit platformi based orintel or AMD CPUs to run our
product on. aiCacherequires Linux OS andimost anyrecent64 bitdistribution will do. 64bit requirement is
there so that you camse more than 4GB of RANper proces$ which in turn provides more memory for
caching of conteniThe exact amount of RAM y&lineed depends on your cache footgrinumber and size of
cache responsethatarestored in the cache.

For exampl eyouwastto@ach@@08 activenaticles that average 50KB in sizich set will
require about 50MB of RAM- a very smallffootprint 100000 pieces of content with same average size will
require 5 GB of RAM still perfectly reasonable siz€o help with keeping the memory footprint under control,
aiCachehas anumber oftricks up its sleeveincluding advancedache cleanelogic. You can configure just
how aggressive you want it to beve shall have more to say about it later in this document.

As you already knowaiCachéis right-threaded, to take adyv andora gystemdifrung o d
as a single multithreadgatocessYou specify number of worker threads you want to have, ideally matching

3 As opposed to singlthreaded (cannot benefit as effectively from multiple CPUs) orgssithreagber-connection designs
(exhausts resources quickly with large number of requests/connections).
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that number to number of available CPU cores (default number of worker threads is 4). As a ballpark guide
single,modern CPWcoreis capable of driving about 20,000 nkeep-alive cacheableRPS. So if you have 4
cores and configure 4 aiCache worker threads, you stexpdct to be able to handle around 80K RPS,
assuming most content is cacheade you don't exhaust your network capacitikewise, 8 threads and 8
CPU coras can get you close to 160K RPS and so on. Very few sites push anywhere close to these kind of R
but the capacity is there should you ever need it.

Being rightthreaded also mearthat no matter the number of connected clients (30 or 30 thousand) or
request/sec ( SGRPSor 250000 RPS y sewviagr yeu will still have only one processinning with
configuredthreads- be ready to be amazed at extremely low CPU utilization that aiCache servers exhibit eve
when under high loads.

aiCacheis capable ofully utilizing gigabit network interfaces, so you are never constraineal@gche
and instead, it itkely thatthe bottlenecks, if any, will be found aplink, firewall, networkand load balancing
level instead

Please notaiCache is lso availabé asreadyto-go Cloud imags, including Amazon AWS image. We
strive to offer aiCache as a Cloud product available with gtbpularCloud provides and integratorssuch as
RightScale, 3Tera and otherplease check thaicache.conweb site for the latt information on aiCache in
the Cloud.

Operating Systems and Software Pre-requisites.

Almost any modern Linux disbutionwill do , as long as iis 64bit kernel, version 2.6.9 or newer. While it
doesn't require any additional software or special driels usuajyou are likely tobenefit by using most uf-
date productionversion of 64bit 2.6+ Linux operating system wits usualthe most recentecommended
security and performance patches appl&@achehas beentestedon Ubuntu8 and 9 Fedoral0, OpenSUSE
11,RedHat 5x andCentOS 5 distributions,all in 64 bit mode.

aiCacherequires reasonably recent Glib shared library (2.16.4 or later), Zlib shared library (any reasonak
recent version will dQ)OpenSSL shared library (v0.9.8anpd PCREshared libraryAll of the libraries that
aiCacherequires are normally piiestalled during OS installation and require no additional action on your part
Libraries are shared, meaning they are not statically compiled in@Glaehebinary but are ingtad resolved
and loaded dynamically during run time.

aiCache distribution carries within itself two different aiCache binanesh and without HTTPS support.
This way, if your server lacks OpenSSL libraries and you don't require HTTPS, you can use-freETPS
aiCache binary.

SNMP integration feature requires NetNMP s er ver software. Agai n,
part of OS install, if not you need to follow installation instructions for your flavor of Linux. We cover SNMP
integration indeph later in this document.
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aiCache is also available smsadyto-go Cloudimages, including Amazon AWS image$Ve strive to offer
aiCache as a Cloud product available with other popular Cloud providers and integrators, such as RightSc
3Tera and othersplease check the aicache.com web site for the latest information on aiCache in the Cloud.

Please note that highaffic sites might to adjust some of the default values for assorted network
parameters/settings, we describe these settings and the recaedmehas elsewhere in this Guide.

Red Hat 5, Fedora 8 & derivatives warning.

Some RedHat and RedHat-deriveddistributions, such as FedoraRed Hat 5.x andCentOS 5.2might
comewith an older versio of GLib libraries and requirdownload, compilatiomnd install of newer GLib. You
can obtainmost recent GLib likary at http://www.gtk.org/downloadinux.html . Please follow standard
practice of runningonfigure, make, make instaDon't worry- the installation of an updated @lLshould not
take longe than few minutes of your timélse a package manager of your choice or download and compile the
GLib by hand.

When manually compiled and installedLib installs into/usr/local/lib . To make suraiCacheloads
these newer librariesjot the default andlder version, you can set.D LIBRARY_PATH to point to
lusr/local/lib before you starhiCache You can create a custom shell wrapperdi@@ache includingthis and
other settings, such atimit etg in it . For example:

# Increase number of allowed f ile descriptors

ulimit - n 124000

# enable core file

ulimit - ¢ 1000000000

# point to directory with GLIB libraries in it

export LD_LIBRARY_PATH /usr/local/lib

# start aicache

{usr/local/aicache/aicache - f aicache.cfg 11234324434.lic

aiCachewon't startunlessproper version of GLib library is installed on the systétell-tale sign of an
outdatel GLib library version is an error message during startup that poiratg té function being not found.
To addresshis pleasénstall newer version of Gh, asper instructions above

Likewise, if you try to start HTTP$8nabled version of aiCache on a server without proper OpenSSL
libraries, it will refuse to startaiCache distribution carries within itself two different aiCache binariggh
and without HTTE support. This way, if your server lacks OpenSSL libraries and you don't require HTTPS
you can use HTTR8ee aiCache binary.
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Installation.

Please note #t aiCache is also available radyto-go Amazon AWS image. We strive to offer aiCache
as a Gbud product available with other Cloud provisleplease check the web site for the latest information on
aiCache in the Cloud. If you choose to with an aiCache Cloud image, you don't have to download aiCac
binary or acquire aiCache licensdssis all taken care of alreadwll you need to do is torder andstart an
official aiCache instance

Network Setup

Assuming you want tanstall aiCacheon dedicated serv@), you must be able to connect th&€ache
server(s) to the network so that taCachecan reach therigin web serves and in turn can be reached by
Internet users. Usually it means that there must be spare ports on your network switches and you have spa
addresses to assign to these agdacheserver(s).

Depending on volume of traffiyou need to handle, you might elect to setup a single network connection
on aiCache servers or mditome them instead. Consider using M&ming if you have redundant network
switches to make aiCache's network connection highly availadier in thisguide we describe a VRRibased
HA setup, with redundanhothotaiCache servers assuring maximum uptime.

If you decide to cdocateaiCachesoftware on the same server whanexistingorigin web serverresides,
then there are no changes required tortatwork setup. You will only need to change the port the asteial
serverlistens on a to a different one, as the original port 80 will now be claimadCiaghe Alternatively, you
can use multiple IP addressggdiases)on the same serviebind youorigin web serverto one of then, and
configure aiCacheo use a different onéow, bothorigin serverandaiCachecan share the same port number.

aiCache distribution file.

The product usually comén the form of asmallLinux tar archivefile that you dtain by direct download
from ourweb siteor receive in the mail on some form of media, such as@idtained within théar archive
are 2 aiCachebinaries: one compiled with HTTPS support and one withoexample configuration file,
README file, SNMP ntegrationscript convenience install scriptilert email scripand Admin Guide in
Adobe PDF formatAlso included is glugin directory- containing plugin header file, plugin build script and
example plugin C source file.

After obtaining the distribudin file, you carun-tar it in a temporary directoryfor example in /tmp.

cd /tmp
tar -xvf aic ache .tar
cd aic ache

aiCache binaries.

The aiCache distribution contains 2 aiCache binaaescheand aicache_https compiled without and
with HTTPS supportrespectivelyOtherwise, both files are identical in their functionality. We provide aiCache
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binary (aicachg compiled without HTTPS support in case your system lacks OpenSSL librariegich case
you won't be able to start the HTTfe8abled aiCachieinary (aicache_http9.

Clearly, if you require HTTPS support, you must run HTIP@bled binary and have OpenSSL libraries
installed. Your license file should also have https option enabled (all Cloud images are enabled for HTTI
support and require naense file).

Installation.

To ease the installatiorgiCachedistribution includes asimple installation script install.sh, that
automates most of the setup steps described beltve script creates user and groaigacheaicache
lusr/local/aiacache ad /var/log/aicachedirectories and copies distribution files/tesr/local/aicache If you
choose to run the installation script to automate the install chores, you can skip to "Production License Fi
section after running thiestall.sh script The indall script normally takes about one second to complete.

Alternatively, you mighelect toperform the required steps manually, if that suits your requirements better.
Please refer to README file in the distribution tar file for stspstep install instrations. For your
convenience theameREADME file is included as an Appendix to this document.

You need to select a locati@m host server's file systemaiCacheinstallation directorywhere to install
the aiCache binary aiCache distribution weighs well under 1MB in size, so you don't need much space to
install it.You might use the sandirectoryor a different one to instafliCacheconfiguration and license files.
You can use any nanifer installationdirectory, but we recommengingstandad name ofusr/local/aicache
To simplify matters to also recommend keeping the configuration and license files inntbedsactory,
possibly undefusr/local/aicachéconf subdirectory.

We recommendbo select a different location (directory) for youglbles, for example/var/log/aicache as
you will most likely exd up with a number of log files and you do not want them to clutter your main
installation directory. We also recommend that you configure logging directory on a drive or partition witl
ampk freespace especially for the sites with heady trafficyou expect to serve 1000RPS please make sure
the disk 10 performance is adequate to write the log files. You can also use selective log suppresdamn
decimationfeatures of aiCacheo dramatically reduce aaurt of log informationaiCachegenerates. Unless you
need tocollect it, consider disablingprocessing andogging of Referrer and Useégent information (see
logging section later in this documenthis too, savesignificant amounof disk space

For convenience purposes, you cemeate asymlink in aiCacheinstallation directory, for example
/usr/local/aicachédlogs pointing to/var/log/aicache - it is rathera common setupSpend some time setting up
automated log file rotatiol’A common practice is to configure aiCache to rotate it's log files, on the fly, just
past every midnite and move the rotated log files to a different location, where they are stored in accorda
with your log file retention policies. See the dedicatédghing” chapter later in this Guide for more
information on aiCache access and error logging capabilities.

Production License File.

The aiCache distribution might include a demode license file, called something liR852352452.demo
This demo licensallows you to testull aiCache functionality for 30 days or €80 not modifythe license file
in any wayasit will render the license invalid.
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Unless you're runningiCacheasaiCaché&s own Amazon AWS imager otherapprovedCloud aiCache
images youwill needto obtain a license file before you can aggachan productionmode To issue a license
file we require theoutput ofifconfig command, executed with the name of yproductionnetwork interface.

For examplewhen you execute

/shin/ ifconfig ethO

you shall see oputsimilar to the one below:

ethO Link encap:Ethernet HWaddr 00:ee:dd:bb:0c:0e

inet addr:192.168.168.8 Bcast:192.168.168.255 Mask:255.255.255.0
inet6 addr: fef0::eee:4ddd:xxx:c0e/64 Scope:Link

UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1

RX packets:51421 errors:0 dropped:0 overruns:0 frame:0

TX packets:85637 errors:0 dropped:0 overruns:0 carrier:0

collisions:0 txqueuelen:1000

To issue a license, avonly require HW (MAC) addessof your production network interface in the
example above it is contained in the first line of the outpiéase note that your HW addswill be different
from the one shown in example. When sending the HWead¢iika MAC address) to upleasesend it ast
appears in the output dtonfig commandgcolons and allpreserve the case add not modify it in any way.

After thelicense is issued,op shall receive a small file, named something 1i887364490.licFeel free to
look inside- it is a simple text fleDo not modifythe license filein any wayasit will render the license

invalid.

Copy the file into the directory where you installei€achebinary and config file- in our case it was
lusr/local/aicache To startaiCache you must specifyboth the name o configurationfile and the license
file, for example:

cd /usr/local/ ai cache
. aic ache -facmenews.cfg -11827364490.lic

aiCachechecls the license fileupon startupShould any problems be encountered, you will see an error

message.Please refer to "RunningiCaché section for more information oraiCache option, testing
configuration file syntax etc.

Feel freeto create a shell wrappscript for aiCachestartup, so that you don't have to specify all of the

parameters every time you stap the serverFor example:

export LD_LIBRARY_PATH /usr/local/lib
ulimit - c¢ 1000000000
unlimit - n 128000
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/usr/local/aicache/aicache - f myconfig.cfg - 1 3245234523454 .lic

When running Amazon AW&iCacheimageor other Cloud aiCache imagdiense file is not required.
All cloud images arepre-enabled for HTTP&nd require no action on your part

The aiCachecloud binaryis pre-enabled and prmstalled byaiCachelLtd and require no license. As
with mostCloudimages, you will be billed per unit oésource (time obytes downloded/uploade) of actual
usage ofaiCache As rates are subject to change, make sure to checkyauthCloud Provideto obtain the
most up to date radeterms and conditions
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Configuring aiCache: look Ma, no XML !

ConfiguringaiCacherequires editing &ingle,simple textbased configuration file with an editor of your
choice The configuration file i® good oldsimple 'hame valuétext file, notan XML file.

aiCacheis extremely rich with features and it is your responsibilitgdofigureaiCacheto benefit your
web sitethe most. You camnseincludedexample configuration filas a starting point (template) for you own
configuration files.In most casesto get up and runningll you need to specifin the configuration filearea
web sitename (suh aswww.acmenews.cgnand IP addresses of tbaee of moreorigin web serves, it is that
simple.

Most admins get heartburn just thinking about having to learn about configuration files. Relax, aiCache
very different. Just to illustrate how simple ander y short ai Cache configur
example and fairly minimalistic, yet fully functional, aiCache configuration file:

server
log_directory /tmp

website

hostname www.acme.com
pattern / simple 10

origin 1.2.3.4

Configuration File Sections.
The configuration directivesn configurationfile must be groupedn certain ordefsectiored). As long
as you follow the provided tgmnl at e y o0 u 0-g¢leakeerefer to the pictuan the next pag visualize
the ordering of the seotns.

aiCacheconfigurationfile must contain, in this order:

1 A requiredsingle global (server) section it is identified/started by aserver' directive. This section
contairs global configuration settingd his section must béllowed by

1 A requiredsinglewebsitesection- it is identified/started by a line containing&bsite’, followed by
1 At leastone (required)or more of hog sections, identified/started by"d&ostname valué directive.
Host section(spontainwebsitespecific configuration setigs Each host sectiomustspecify at least

one origin servert can also contaioptional

1 pattern section containing pattern matching rules
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Pattern sections are optional, but since these are how you configure caching rules, most configurat
files do contain a number of pattern settings.

GLOBAL (SERVER) SECTION

server

listen http * 80

listen https * 443 host.cert host.key AES256-SHA
username aicache

groupname aiache

éé .

WEBSITE SECTION
website

HOST SECTION
hostname www.acmenews.com
origin 1.1.1.1 80
origin static.acme.com 80

PATTERN SECTION
pattern .html simple 2m
pattern .php simple 1m
é ..

HOST SECTION
hostname media.acmenews.com
origin 3.3.3.3 80
origin media.acme.com 80

PATTERN SECTION
pattern .jpg simple 7d
pattern .gif simple 7d
é ..

You might elect to ordewebsitespecificconfiguration settings in some logical order that makes sense to
you. For example, keep origin serwbrectives together, do same for patterns. You might decide to keep origin
server directives at the end of each host section or in the beginning, followingsthamedirective- it is up

to you.
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However, aplace where orderg of configurationsettingsis important isthe patternsectionwhere you
specify URL matching patterngiCacheriesto matchrequest URLs tathesepatternan the order that they are
found in configuration files.When thefirst match isobtained this matching process stopnd gpropriate
actionis taken. It means that yomight wantto placemore common patternneward the top of the pattern list

Likewise, put the leastcommonpatterntowardthe bottom of thepattern list While not a must, this tactic
is likely to improveperformanceExclusiorary, everythingbut patterns, should be placéaforethe patterns
they are intended to override.

Similarly, if you accelerate a number bifisywebsites on aaiCacheserver, place definition of the most
frequently accessed sites tawdhe top of the configuration file.

If you desire to break up your aiCache configuration into a number of smaller configuration files, instead
having one large configuration file, you can do so via one or morenaiide file_namedirectives These
directives can be placed anywhere within configuration file. Upon encountarngclude directive, aiCache
opens the file that it references and continues parsing pratisghe content ofncludedfile. The included
file can, in turn, provide a numbef include directives of its own.

You mightuseinclude directive to break up configuration so tltanfiguration ofeach acceleratesdebsite
is stored in its own configuration file querhapsstore pattersectionsn their ownfiles etc.aiCache allas for
nesting ofinclude directives up to 10 levels deep.

When running aiCache in clustered setup, you'd typically want to have each clustered aiCache server h
same configuration file. This too, can be accomplished inithude directive- simply put ®ttings that makes
each aiCache server unique, into a separate file and themclis#e directive pointing to that file. One setting
that is unique to each clustered aiCache server is the list of peers (on each node, it excludes node's own IP).

Configuration line format.

Eachconfigurationline in aiCacheconfiguration filemust bein the following format:

parameter name [space] param value 1[space] param value2 [space] [#comment] €0

Most parameters take a single valgeme argust flagsand require no alue. Afew take up to/ values
Parametename must be inower case

Some configuratio settings have reasonaldefault values and if you deem these to be right for your
setup, you don't have specifysuch settings the configuration file. Pleasee the configuration settings table
below for what parameters have default values.

Emptylines are abwed in the configuration files, as atedicated commeiihesIf you need aedicated
commentine, start 1t vsymbdl Yoa caf #stadd(a gommenttd configuration setting line
add such comment aftist "#" symbol For example:

# comment line all by itself , preceded by and followed by an empty line
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max_os_ka_reqs 20 # comment added to a configuration setting.

Please note thalhére might be cases where you want to have # (hash gyoansidered as a valid part of
a configuration settingifatch or rewritgoattern etc), as opposed to having it treated the usual asgtart of a
comment.

To accomplish that, terminate the cgnfir at i on | ine with an additic
optional comme nt . symbals&é thev@nfigueatioh line, éxcept lthe lasie#vidl be treated
as valid part of respective configuration setting. In other words, shouldphauftisymbols be discovered in
configuration line, aiCache will treat tHast # as start of comment, all previo#ssymbols (if any) will be
properly treated as parts of respective settings.

For example:

rewrite /topnews.html /news.asp#top
#Theli ne above wonét work, ai Cache will treat #top as |com

# and it will be stripped out

rewrite /topnews.html /news.asp#top # Rewrite to #top
# The |l ine above is proper way to do it, comment starlts

# and #top is properly includ ed into the rewrite pattern

Simple, exact and regular expression patterns.

To configure the caching time (aka TTL or tuwelive) for different URLs on your site, you can use
"exact', "simple" or "regular-expressiori pattern typesWhile regexppatterrs aremuch more powerfulin
their matching abilitiesin mostcasesimplepatternsare all you need.

Exactpatternis a string that is tested fexactmatch against request's UREor example:

pattern / exact 10m |

matches URL that consists of "/" andthing else. You won't be using exact patterns too frequently as they
are very limited in their matching ability. You'd most likely use these as a way to catch a few very specif
URLs that are hard doo expensive t@ccommodatéor with other types of atterns most noticeably the /"

Simplepatternis a string that will be looked for in incoming URLs and if that string is preseywhere
within the request's URL, a matehdeclaredIn other words, a partial match is performed with URL serving as
a"haystack" and simple pattern being a "needle".

For example:
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pattern breakingnews.html simple 10m
pattern /static_content/ simple 7d

declaresall URLs that contairbreakingnews.html to be cacheable and assghTL of 10m It also
specified that responsés any requests with URL containisgtatic_content/are to be cached for 7 days. The
latter pattern would apply to URLs likkstatic_content/images/1x1.gif , /static_content/css/mainstyle.css,
/static_content/js/menu.jsand so on. So if static content gour site uses this or similar type of naming
convention with aommon prefix to URLs, you can matofost of it via a singl@attern directive.

Due to partial nature of matching of simple patternsawarethat asimple pattern &cmé matches
acmenews.htl, acme.php, notacme.asp

Regexmatterngregularexpressios) are used whegou cannot accomplish what you need vaiimpleor
exactpatterns

There is a wealth of information freely available on the Web about regular sixmssnd youcan study
someof it. In most cases you will know enough about thesgexpsby simply looking into the example
configuration files.

A regular expressiopattern can be anchored to the beginning of line by using caret*siffache will
match anything that starts wiffaiCached A dollar sign anchors pattern to the end of lite$ matches any
string thatends withi t or o .

You can see that some symbols have special meaning in regexps. ltatse#mst to match such symbols
literally, one has to escape them. For egame , to match per iig dv@wauld nsé.jd.. o ,
Pretty simple stuff, yet it is much more powerful than that as you will discover if you do read more on th
subject.

A frequently asked question is how to make a regular expression pedgiggninsensitive. To do that,
simply prefix the (required part of) pattern with). As usual, you can use aiCachsinple "pattest” tool to
test your patterns:

$pattest - p '(?i)aaa’ -s AAA
[Success]: Matched.

Pattern: >(?i)aaa<

String: >AAA<

$patte st - p 'aaa’ -s AAA
[Failed]: Not matched.

Pattern: >aaa<

String: >AAA<

Please note that you cannot use jésaSa pattern (regexp type or simple typeas itis likely to match
almost all of the URLs on your siteprobably, not what you want to y@en. For muchmoreinformationon
the PCRE syntax, google for it or visit this link: http://library.gnome.org/devel/glib/stable/glibgex
syntax.htmi
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To ease eationand testingf regular expressiomatchand rewritepatternsaiCachedistribution includes
a small command line toopattest The installation script places it into the same directorgi@achebinary,
but you can move it as you see-fibr example, you can move it tasr/local/bin, a commonly used directory

for assorted binaries

The tool allows bothregexp matchtesting and more complicateggexp rewrite testing. Right at the
command line yoispecify apattern to use for matching, a string to match the pattern against and optiona
rewrite string. We advisese of single quotes to enclose all of parameters, to prevent possible interpretation ar

substitution/expansion g@arameters biinux shell. Here ee some quick examples:

# ./pattest - p Mabc' - s abcdef
[Success]: Matched.

Pattern: >"abc<

String: >abc def<

# .[pattest - p "Mabc' - s zabcdef
[Failed]: Not matched.

Pattern: >"abc<

String: >zabcdef<

# .[pattest - p '(abc).* -sabced -r'zzZ'
[Success]: Rewrote original string:
>abced<
To new string:
>777<
Using pattern:
>(abc).*<
And replacement stri ng:
>777<

# .[pattest - p '(abc).* -sabced -r'zzz= \1'
[Success]: Rewrote original string:
>abced<
To new string:
>777=abc<
Using pattern:
>(abc).*<
And replacement string:
>777=\ 1<

URL match actions.
When a request URL matches a pattere or moref the following actionsiretaken:
1 URL TTL might be assigned (includingrL value of Q declaring request necacheablg

1 URL might be blocked
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1 URL might be redirected

1 URL might be rewritten

1 URL might be rewritten and redirected

1 URL might have "do ndbg" flag set (log suppression)

1 URL might have some/all ofs parameters discarded (URL caching signature parameter busting)
1 URL might have a cookie ant$ value added as part of URL's cache signature

1 URL might have request's UsAgent value added asut of URL's cache signature

1 URL might have request's Us@gent rewritten and added as part of URL's cache signature
1 URL might have request's Accejpanguage value added as part of URL's cache signature
1 URL might havats TTL set to O ifacertain coole is present in the request

1 URL might allow for one or more cookies from origin server response to be cached

1 Configured customeprovided plugin code can be executed

When no match is founfl o r r eJRly thereqoest is declared to be roacheableln other words,
aiCache never caches a response unless it is configured to.

Please note that the action l&iove is not @ompletelist, as we continuouslgnhancethe product with
more features.

Example configuration file.

To reiterate, gu configure W of the aspects adiCachebehavior via singlesimple, text based, nodML
namevalue configuration file. You can name it to your likingut the whatever name you choose must be
passed t@iCachein the command ling-f parameter) An exampleconfigurationfile, calledexample.cfg is
providedin distributionand you can use it as a starting point.

The configuration settings are vesyraightforward andrery few of them are required in most cases,
resulting in configuration files that contains justv lines of settings.However, aiCache prides itself in an
incredible flexibilityand this is why there'r®o manyavailableoptions.

ShouldaiCacheencounteia settingdirective it doesn't understaisdpport an error message is printed out
to the conele and/or error log file pin-pointing the offending configuration line, so you can corrediVihen
such warning is printed out, you either have pro
required arguments or you have specifiednamalid setting name.
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Alternatively, you can stadiCachewith " -t" option, to test your configuration file liAdgy-line. For more
details, please see "Startiaaché section.

If you desire to break up your aiCache configuration into a number ofesroatifiguration files, instead of
having one large configuration file, you can do so via one or morenciide file_namedirectives These
directives can be placed anywhere within configuration file. Upon encounterimglade directive, aiCache
opensthe file that it references and continues parsing process with the content of included file. The includ
file can, in turn, provide a numberioiclude directives of its own.

You might usanclude directive to break up configuration so that configunatdf each accelerated website
is stored in its own configuration file or, perhaps, store pattern sections in their own files etc. aiCache allo
pretty nesting oinclude directives up to 10 levels deep

When running aiCache in clustered setup, yoyxcally want to have each clustered aiCache server have
same configuration file. This too, can be accomplished ttlude directive- simply put settings that makes
each aiCache server unique, into a separate file and theémclgi#e directive pointingto that file. One setting
that is unique to each clustered aiCache server is the list of peers (on each node, it excludes node's own IP).

Just to illustrate how simplend very shorai Cache configuration fande ¢
fairly minimalistic, yet fully functional, aiCacheonfiguration file:

server
log_directory /tmp

website

hostname www.acme.com
pattern / simple 10

origin 1.2.3.4

As you can see, barely a handful of configuration file lines are required to have a working setep. In t
example above, we define log directoryfof tompand we speci fy a single pe¢
URLs are cacheable for 10 seconds. It also declares a single origin ¥enwvaran also see that most of the
configuration settings have rathobvious, easy to remember and-esfblanatory names.

L e tnbwstake a look al more evolvedexample configuration file. Just for illustration purposes, the
example below contaires large number of configuration setting®nce again, most configuran files will be
much simpler than the example below.
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HHHHHHHHHHHHHHHHHH . Server Section #H#HHHHHHHHHHHHHHHHHHHHHH T
server # REQUIRED

#

listen http * 80

listen https * 443 host.cert host. keYAES256 SHA:RC4-MD5 server_port 80
if _name ethO# REQUIRED

server_ nameaiCachebx

admin_ip *

admin_port 111

admin_password secret

username test

groupname test

work_dir /usr/local/aicache

alert_dir /usr/local/aicache/alerts
logdirectory /var/log/aicache# REQUIRED
pid_file /var/run/acme.aicache.pid
log_healthcheck

logtype extended

accesslog access

dump_bad_req

debug _clip 1.2.3.4
stay_up_on_write_error

errorlog error

drop_user_agent

drop_refferer
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hdr_clip X-Forwarded-For
refresh_hdr_clip
max_header_siz€000
max_body_size50000
chunked_resp_size hinB3000
maxkeepalivereql0
maxkeepalivetime 10
maxclientidletime 4
max_os_resp_timed
snmp_stat_interval 4
max_os_ka_connections 2
max_os_ka req 4
max_os_katime 10
max_post_sig_size 128
min_gzip_size4000
compress_json
compress_xml
max_sig_size 512
max_post_sig_size 128
client_linger O

os_linger O

silent_400
cache_cleaner_interval 320

hard_cache_cleaner_interval 7200

max_log_file_size 100000
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logging dedicated
shutdown_grace_wait
refresh_website

logstats

stat_url aiCachestat
keep_http10on

table_stat url aiCacheable
pend_url aiCachepend
alert_email support@a.b.c
alert_bad_req_se0
alert_max_cache_entries0000
alert_client_conn_max30000
alert_client_conn_min5
alert_os_conn_max20
alert_os fails_se@
alert_req_sec_max2500
alert_req_sec_minl0
alert_os_rt2000
Xx_0s_header XaiCacheOS
x_ttl_header X-aiCacheTTL
peer 1.2.3.4

peer 1.2.3.5

peer 1.2.3.6

peer_prefix mysecretpeerprefix

HHHHHHHHHHHH AW e D SECtiONHHH T H HHHHHHHHHHH
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website# REQUIRED

hosthamewww.acmenewssom# REQUIRED

cname bbs.acmenews.com

cname mobile.acmenews.com

wildcard cms

sub_hostname content.acme.com

no_retry

404 redirect_location http://acmenews.com/404grace.html
500 _redirect_location http://acmenews.com/500grace.html
prefetch_url /slowGetAdCal?page=home&area=top 100 gzip
prefetch_http _header User-Agent TestUser Agent V1.0
prefetch_conn_close

min_gzip_size4000

min_gzip_size4000

compress_json

compress_xml

ignore_case

ignore_ims

sig_ua

ua_sig_rewr Browserl1ll bl

fallback

forward_clip

logstats

decimate_log 100

decimate_bad_log 1000
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conn_close
max_os_resp_timed
max_url_length 128
ignore_no_cache
sig_ignore_body
max_os_ka_connections 2
max_os_ka _req4
max_os_katime 10
healthcheck URL HTTP 10 10
alert_email
alert_max_cache_ptries 53451
alert_max_bad_os 3
alert_os_fails_sed
alert_req_sec_max3434
alert_req_sec_min3000
alert_os_rt5000
HHHHHBHHHHH A H R H AR HEED N Servers #HH#HTHHHH AT TR
# At least one must be specified for each defined hostname #
origin 127.00.1 88881
origin 127.0.0.1 8882
origin static.acme.conB0
HHAHHHHAHRHHHH AR Paleth e R AR
pattern .html simple 120 ignore_query

0s_tag 3
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label Pattern matching all of the .html files
param_partial_match
redirect_location http://promo.acme.com
Ottl_cookie customer _id
sig_cookieconnection_type
rewrite images /media/images
rewrite_http_only
max_os_resp_timed
sub_hostname media.acme.com
max_url_length 128

no_retry

post_block

ignoreparam paraml

pattern forumdisplay regexp -120
conn_close

block

drop

request_type both

ignore_case

pattern / exact 1h
sig_ignore_body

dump_req_resp
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Server/global section.

We st a msdrveovak.t'lglobal" settings sectioi such settingare applicable to thetholeserver, as
opposed to thper-websiteparameter sectioliome of the parameters defined in the global sectiomlaeeited
by websitesettings but maybe overridden(set to different values) in the website sedidiebsitelevel setting
always supersedes gloHalel settingLikewise, some globaind/or websitdevel settings maye overridden
(set to different values) in thgatternsections Patterdevel setting always supersedes both gldbatl and
websitelevel setting.

The first configuration setting iaiCacheconfiguration filemust beserverdirective You can begirconfig
file with empty or comment lines, but tfiest directivemust be'server'.

Global (system-wide) settings.

server Starts server (aka global) section of the configurationRigzpired.
Parameters: non®efault: none

if_name ethO Specifies a valid interface name thaCachewill run on. Required.
Parameters: interface nani@efault: none

listen http * 80 IP address, @rt numberand protocothat server listens oi.ou can
speify as many of these as your setup requires. HTTPS port reqy
additional parameterssee dedicated "Listen Ports" section.
Default: any IP address defined on the server, port 80.

admin_ip *

admin_port 2233 IP addressport nunberand passworébr CLI (Admin) server

admin_password secret Default: any IP address defined on the server, 2288 "secret"

usernameaicache Identity to assume after startup. Server will assume the user and

groupnameaicache ID that are provided, to limitstprivilege level.Default: noneaiCache
runs as superuser (roethot recommendedake surespecifieduser
and group exist in /etc/passwd and /etc/group files.

num_files 128000 As an alternative to rummg a "ulimit-n NNNN" commandefore
startingaiCade, you can leaiCacheset it its own limit on max
number of open fileDefault: not set aiCachewarnsif you set this
number lower than 2000

work_dir /usr/local/ aicache SpecifiesaiCache workingdirectory thatiCachechdir()s to after

startup.
Default: whatever directory aicache binary is started from.

alert_dir /usr/local/aicache/alerts Specifies directory that aiCache uses to spool alerts files to (see
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section on Alerting).
Default:/usr/local/aicache/alerts

pid_file /var/run/aicache.pid

When set, aiCache will write it's PID to the specified file, upon
startup. OptionalMake sure aiCache user can write to this file.

cfg_version 0310201@01

When set, aiCache will report this in both Web and CLI statistics
screen, to assist in ascertagivhat version of configuration file is
presently in effect.

logdirectory /var/log/www

Specifies directory where log files reside
Required. Default: noneMore Information here

stay_up_on_write_error

When set, swer will continue to selice requestgven when it runs
out of space in log partitiofdirectory) Default: aiCacheerminates
on write errors .

logtype extended

Specifies access |l og format.
Default:extendedVore Information here

accesslog access

Name of access log fil®efault: access

errorlog error

Name of error log fileDefault: error

log_healthcheck

When specified, health check requests will be logged in atmgss
file. Default: no health check logging

logging dedicated

When specified, each accelerated websits ilow its own, dedicated
access log file, nandeaccesshostnameDefault: all of the website log
into a singleshared access fil&lore Information here

drop_referrer

When specifiedaiCachewill not process and/or log Referrer heade
value. We recommend havingop_referrer configuredit will reduce
the size of the access log fileghersignificantly. If you need to
collect Referrer field for log crunching, do not specify this setting.
Default: Referrer is collected ardgged.

drop_user_agent

When specifiedaiCachewill not process and/or log Us&gent
header value. We recommend havinmihed or it will reduce the
size of the access log files very significanihgefault: UserAgent is
collected andogged

dump_bad req

When specifiedaiCachewrites bodies of bad requests to files naime
/tmp/bad_redID.NNNN. No more that 120 bad request badian be
written out per minutes to avoid resource ewtlization. Can be useq
to troubleshoot bad requesiExfault:bad request bodies are not
written out.

logstats

When specified, global statistics will be written outitdedicated
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statistic lodfile every 5 second®efault: no statistics logging

debug_clip 1.2.3.4 When setaiCachecaptures and writes out both requests and respq
(up to 32KB of) with matching client IRsafter they are sent
to/received from origin server. Can aéelpful troubleshooting tool

maxclientidletime When specified, a valid request header must be obtained from cli
within this many second®&efault:5 seconds

maxclientbodytime When specified, a valid and complete request must be obtained fi
client within this many second§efault: 60 seconds.

max_post_sig_size 128 When specified and/or set to a value and POST caching is enable
only POST bodies smaller than are used as part of response sign
Default:256 bytesSee POST caching section for morsrmation

max_log_file_size 100000000 When specifiedsizebased log file rotations enabledAccess log file
will be auterotated when it grows above this size (byt@stault: no
sizebased log file rotation

maxkeepalivereq 10 When specified, cliet KeepAlive connectioms areallowed to serve
up to this number of requesan be set at both global and WS levg
latter overriding formerDefault: 20

maxkeepalivetime 10 When specified, client Keefllive connectioms areallowed to stay
connectedn idle state up to this number of secoridsally busy web
sites commonly set this at 5 secon@an be set at both global and
WS levels, latter overriding formebRefault: 10

max_os_resp_timed When specifiediesponses from origin servers must corgpleithin
set amount ofseconds Default: 10.

max_os_ka_connections 2 When specifiedenabledHTTPSkeepalive connection$o origin
servers and limits number of such connections tepleeified
number perorigin server Default: OS KA connections ardisabled
Global setting can be overidden at website level.

max_os_ka req 20 When specified, keeglive connections torigin servers are limited
to serving no more thaspecifiednumber of requests before being
closed.Default: 10 . Global setting ca be overidden at website level
Set to O to disable keeglive connections to origin servers.

* It is not a good idea to use Accelerator as femi for large user downloads (say 10MB-k it will consume too much RAM.
60 sec default valus imore than adequate for a typical form data (few tens of KB at most).
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max_os_ka_time 5

When specified, keep alive connectionstigin servers are limited
in to total duration (from open till final use and close) to no niwae
this amount of secondBefault: 5. Global setting can be overidden
website level.

client_linger O

Whenspecified, client connectio®O_LINGERoptionis enabled
and set to the specified numbBefault: client SO_LINGER is
disabledPlease mak sure you understand thiele effectdefore
enabling this option.

os_linger O

When specified, origin server connection SO_LINGER option is
enabled and set to the specified numberfault: origin server
SO_LINGER is disabled?lease make sure you wandtand the side
effects before enabling this optid®ee "Have mercy upon thy origin
servers."

client_tcp_no_delay

When specified, TCP_NODELAY option is set for client
connections. It has effect of turning off Nagle TCP algorithm.
Default: TCP_NODELAY is not applied.

0s_tcp_no_delay

When specified, TCP_NODELAY option is set for origin server
connections. It has effect of turning off Nagle TCP algoritbefault:
TCP_NODELAY is not applied.

shutdown_grace wait 5

When executing graceful shutdovaiCache stops acceptingw
connections for this many seconds, while allonwexgstingrequests
finish processing, and then exiBefault:5

refresh_website

When set, for 2nd and following requests that aiCache obtains frg
keepalive client connectin, it rematches Host: header to obtain
matching website. Used to address broken load balancing setups
Default: off (not specified)

snmp_stat_interval 5

When setaiCachegenerate SNMP statistics file every this many
seconds. Must be set for SNMPdgtation to workDefault: off,
SNMP integration is disable/ENMP _Monitoring.

silent_400

When set, aiCache does not send error respamsesponse to
invalid/malformed/oversized requesisstead itdropssuchclient
connectionsilently and instantlyDefault: off, error responses are
sent in response to malformed/oversized requests.

orig_err_resp

Specifieshow aiCache treats errstatus codes it receivé®m origin

serverdn responséo cacheable requastWhen set, original respons
are delivered, when not set (default), aiCache overwrites all error
responses with status > 400, except 401,404 and 407, with its ow|
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abbreviated version3his is done to preserve network bandwidth.

stat_url aicachestat

table_stat url aicachestattable

Theseare URLSs you use to get access to aiCache'sefedishing web
pages that contains aiCache global or welspeific statistics. You
may set it so that only people that know it can see your statistics.
"Self-refreshing Web monitor" section for more information on this|
feature. Default: accelstattext, accelstattab&elf-refreshing Web
Monitor

pend_url aicachepend

This is URL you use to get access to aiCache'seftshing web
page that contains aiCache global or websitecific pending
requests. You may set it so that only people that know it can see
statistics. See "Setkfreshing Web monitor" section for more
information on this featureDefault: accelgndtexiSelf-refreshing
Web Monitor

alert_email support@a.b.c

When set, automatglobalalerts are generated and sent to this em
address Default: not provided, no global alerts are generated. Pleg
notethat for alerting to work, you must enable statistics logging vis
logstatsdirective.Websites can have their own alerting set, acting
different set of criteria and emailing to different email addresses (
website section)Please seededicated chapter on automated emai
alerting feature oéiCache

alert_bad_req_sec 20

When set, an alert is generated when number oRRz&8Exceeds this
number Default: not set. Please see a dedicated chapter on
autanated email alerting feature of aiCache.

alert_max_cache_entries 20000

When set, an alert is generated when number of cached respons
exceeds this numbebDefault: not set

alert_client_conn_max NNN

When set, an alert is generated when total numbareoit
connections exceeds this numbBrefault: not set

alert_client_conn_min NNN

When set, an alert is generated when total number of client
connections is less than this numbBefault: not set

alert_os_conn_max NNN

When set, an alert is genexdtwhen total number of origin server
connections exceeds this numbBrefault: not set

alert_bad_resp_sec NNN

When set, an alert is generated when total number of failed respag
from origin servers exceeds this numbBefault: not set

alert_req_sec_max NNN

When set, an alert is generated when numbBRS8exceeds this
number Default: not set

alert req_sec_min NNN

When set, an alert is generated when numbBRSis less than this
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number Default: not set

alert_os_rt NNN

When set, an alei$ generated when origin server response time is
more than this number (millisecondg)efault: not set

alert_humane

When specified, no alerts are generated between midnight and 72
local time.

alert_exclude_pat

When specified, current date/timec@mpared to the specified
patterns and if match is found, no alerts are generated.

mail_path (obsolete!!!)

Obsolete! Used for email alerting. Points to mail binaBefault:
/usr/bin/malil

chunked_resp_size hint 33000

When receiving origin serversponses with Transtétncoding:
ChunkedaiCachesetsreceiving buffer to this number of bytes. Itig
done to improve performance at cost of possible memory over
allocation.Default: ~33 000 B (32KB)

x_ttl_header X-aiCacheTTL

When set, aiCache returresponse's TTL to clients via custom HT
header that is specified as the parameteaiGacheTTL in this
example).Value of 0 is returned for nezacheable responses
Default:not set, response's TTL is not inserted into the response
header.

X_0s_leader X-aiCacheOS

When set, aiCache returns origin server IP and port number to cli
via custom HTTP header that is specified as the parameter (X
aiCacheOS in this exampleDefault: not set, origin server IP and
port number are not returned as pdmesponse header.

peer 1.2.3.4

Identifies a peer another aiCache server that accelerates same wg
site. Default: not set, no peers are defin€&@r more information abou
peers pleaseadClustering aiCache

peer_prefix mysecretpeerprefix

Peer command prefi¥or more information about peers pleasad
Clustering aiCachéefault: xaicachepeer

cache_cleaner_intervaN
hard_cache_cleaner_intervaM

Set cleaner run intervals, in seconsise chapter on aiCache Cache
Cleaner Logic.

keep_http10 [on]off]

Set it to enable/disable aiCache from overwriting HTTP/1.0 reque
to HTTP/1.1. When set to "off", aiCache rewrites thiranversion of
HTTP requests which might speed up processing of responses frg
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origin serversDefault:set, HTTP/1.0 is not rewritten as HTTP/1.1

hdr_clip X -Forwarded-For

When set, aiCache will parses forwarded Client IP from request's
HTTP headerrd log it in the access log file . See dedicated sectig
on the subjectDefault: not set, no processing takes place.

refresh_hdr_clip

When set, aiCache-@btains (reparsesout) forwarded Client IP for
each request within a Keggive connection. Seeatlicated section o
parsing of forwarded Client IP for more informati@refault: not set,
assuming aiCache is configured to process forwarded Client IPs,
will only do so for first request within a Kegfdive client connection
and reuse it when loggirspibsequent requests within the same Kegq
Alive client connection.

enable_http10_gzipon|off]
enable_http10 keepalive

These allow to override default treatment of HTTP/1.0 request.
Enabling either one is risky. See dedicated chapter on HTTP/1.0
requests

fallback 4xx

When set, aiCache tries to serve stale cached response, if one is
available, upon receiving response with 4xx error code from Origi
Server. Default: 4xx returned back, instead of falling back to
previously cached response.

count_4xx_as_lad

When set, aiCache counts 4xx responses from origin servers as |
(same way as 5xx responses are counted). This way you can
observe/monitor and alert on 4xx responses. Default: 4xx respong
are nod added to bad response stats.

disable_host_normalizaion

When set, aiCache preserves the original reques't Host header ca
then performs cassensitive match to defindtbstnames, cnames
andwildcards. Default: host matching is casaesensitive.

debug_request_cookie

When set and aiCache running with" command line option,
diagnostic messages are printed out as aiCache parses out requg
cookies. Use it when troubleshooting coeketated issueefault:
off.

debug_response_cookie

When set and aiCache running with" command line option,
diagnastic messages are printed out as aiCache parses out respo
cookies. Use it when troubleshooting coeketated issueefault:
off.

debug_ws_match

When set , ai Cache | ogs reque
matched to any of the defined wébs.Default: off.

max_sig_size

When request's cache signature (minus possigleookieand
sig_ug exceeds this value, request is declaredcamieableDefault:
1024 characters.
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decimate_log 100

When set, aiCache decimates request loggingdgpbkcified factor
(for example, when set to 100, every 100th request is loggethult:
log decimation is disabled, every request is logged

decimate bad log 100

When set, aiCache decimates request logging by the specified fa
(for example, whenet to 100, every 100th request is loggedr
response codes of 400 and high&zfault:log decimation is disabled
every request is logged
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Website-specific settings.

We <cont i websie" seftingssuchisettings are applicable to a particul@bsite, as opposed to the
global settings.Some of the parameters defined in thebsitesection might override thglobal settings of
same nameSome websitéevel settings always, in turn, might be overridden patterntlevel settings of same
name.

website Beginswebsite (as opposed to global) section of the configurati
file. Required. Default: none

hostnamewww.acmenewscom Value of Host: HTTP request header that matches this websit¢
Required at least one hostname section must provibedeult:
none

Please note aiCache matches incoming request's Host header
hostnamein caseinsensitive manner.

logstats When set, pewebsite statistics is collected and written out to a
dedicatedf i | e n a-hostdamé sit mat ls o gefdult:r €
per-website stats gathering is turned. éffease note that for
alertingto work, you must enable statistic logging logstats
directive.

min_gzip_size 4000 When specified, responsesth ContentType oftext/*** and
applcation/xjavascriptand of sizeequal or larger than the specifig
number of bytes are compressadthe-fly.

Default: onthe-fly compression is disabled

Whenset if a refrestof acached response fails, the older
fallback (previous)cachedversion if one is availablejs servedack to the
clients (as opposed s&nding of arrrorresponsg Default:
fallback isdisabled error response is served when refresh f&iée
"Forced fallback" for an alternative solution.

httpheader hdr_name hdr_value These, in addition to original request line, form request headel
httpheader ...... cacheablédTTP/1.1requestsUse example configuration file as
httpheader ..... guidance fowhat headers to configur€he valus might contain

spacesYou can add an arbitrary header to cachesdgjaests this
can be used to pr@uthorize requests when Basic authentication
used, etcOptional

httpheaderOhdr_name hdr_value These, in addition to original request line, form request headel
httpheaderO ...... cacheablddTTP/1.0. requests. Use example configuration file a
httpheaderO...... guidance for what headers to configure. The values might cont

spaces. You can add an arbitrary header to cacheable reqhest
can be used to pr@uthorize requests when Basic authentication
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used, etcOptional

healthcheck url match NN MM

When specified, each origin server for this website is sent dnhe
check request isfmarnt ciherdl d,orr di9

Such HC requests are sent every NN seconds and the respong
be obtained whin MM seconds. In case of error (no response
within MM or response data t
origin server igemporarilydisabled Default: origin server health
checkng is disabled

disable_os_tag_hc

When specified, tagged origin serg are not healtbhecked.
Default:all origin servers health checked when healtcheck_url
defined.

conn_close

When specified, client Keegfllive is disabled for this website.
Default: client keepAlive is enabled.

origin 127.0.0.1 8888 1
origin static.acme.com 80

Specifies an origin server: DNS name or IP address, optional g
number and optional origin server tagequired. Default: none At
least one origin servenustbe specified for each accelerated
website.

max_log_file_size

Enables sizéased log file rotation. Same meaning as in global
section, but applied to this particular websitefault: sizebased
log rotation is disabled.

maxkeepalivereq 10

When specified, client Keefllive connections are allowed to ser
up to this numberfaequests. Can be set at both global and WS
levels, latter overriding formeDefault: 20

decimate_log 100

When set, aiCache decimates request logging for this website
the specified factor (for example, when set to 100, every 100th
request is loggedpefault:log decimation is disabled, every
request is logged

silent_400

When set, aiCache does not send error responses in response
invalid/malformed/oversized requests. Instead it drops such cl
connections silently and instantlyefault: off, error responses areg
sent in response to malformed/oversized requests.

decimate bad_log 100

When set, aiCache decimates request logging for this website
the specified factor (for example, when set to 100, every 100th
request is logged) for respmse codes of 400 and highBefault:
log decimation is disabled, every request is logged
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forward_clip [header name]

When set, aiCache forwards Client IP addresses to origin servg
a request headebefault CLIP is not forwarded

0S_persist

Whenset, aiCache pins/persists clients to origin servers. See a
dedicated section on ClietS-PersistenceDefault: OS
persistence is disabled, request are fanned out across all of
available origin servers in accordance with configured load
balancing metricrad os tags. Not recommended for use with BN
specified origin servers.

no_retry

When set, aiCache doesn't retry failed requést&ault: total of 3
attempts are made to obtain a good response in case of GET
requests, POST requests are not retried

cadche_auth_req

When set, aiCache allows caching of responses to requests wi
Authorization headers. In other words, presence of Authorizatic
header in request doesn't reset TTL t®@fault: such

requests/responses are not cacheable, TTL is always setto O

sig_cookie

When set, aiCache adds value of HTTP request's matching cg
to the signature of cached response. This can be used to cach
serve different responses, for the same URL, based on a cooki
value. You can also set this at pattern Ielagder overriding
former. Multiple sig_cookie could be specifiedhefault: cookies
are not used in cached response's signature.

sig_header

When set, aiCache adds value of HTTP request's matching he
to the signature of cached response. This carsée 10 cache and
serve different responses, for the same URL, based on a head
value. You can also set this at pattern leRelfault: header values
are not used in cached response's signature.

sig_language

When set, aiCache adds value of HTTP requAsteptLanguage
header to the signature of cached respohise.can be used to

cache and serve different responses, for the same URL, based
user's language preferen@efault: AcceptLanguage header is n(
used in cached response's signature.

sig_ua When set, aiCache adds value of HTTP request's Apent
header to the signature of cached responsie.feature can be use
to serve different responses based on browssd by the client
Default: UA header is not used in cached response's signature.

ua_sig rewr When set, aiCache rewrites/reduces value of HTTP request's

Agent string and add it to the signature of cached respohee.
feature can be used to aomoodate for mobile clients/devices
Default: UA is not modified/used in cached response's signatur
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ignore_case

When set, aiCache makes signatures of cached responses for
website cas@nsensitive , conerting them to lower caséefault:
signatures are case sensitive

max_os_resp_time 4

When specified, responses from origin servers must complete
within set amount ofseconds. Overrides global setting of the sal
name Default: 10.

max_url_length NNN

When set, requests with URL length exceeding this limit are
declined (with 414 or silently dropped slilent_400is set) .
Default:no limit is emposed

ignore_no_cache

When specified, Xrocache headers from origin servers are
ignored, requests are netried.

sig_ignore_body

When set, aiCache doesn't append cacheable POST request's
to the request's signature . Applied to all requests to this websi

cname bbs.acmenews.com
chame account.acmenews.com

Defines one or more of alternative namestlfies website as a
convenience measure . Do not abusedmetimes it is better to
create a whole new, different websitas then you'd have better
control over it and better view of its traffic.

Please note aiCache matches incoming request's elagéhto
cnamg(s) in casdansensitive manner.

wildcard media
wildcard images

Defines one or more of wildcard alternative names for this web
- as a convenience measure . Whitames (above) are matched
exactmatch fashionwildcard s are matchedh partial manner . Sg
wildcard of mediawould match media0l.acme.com
mediafarm.acme.com , serverOl.media.acme.com and so on.
Please note aiCache matches incoming request's Host header
wildcard (s) in casdnsensitive manner.

cc_obey ttl When set, &ache wont clear out fresh cached resporizesult:
CC cleans out fresh cached responsewhen there was no acces
since previous cache cleaner run.

cc_disable When set, Cache Cleaner logic is disabled for this website.

Default: CC logic is enabledsubject to cc_obey ttl.

cc_inactivity_interval

Cache cleaner can remove cached responses that saw no acc
this many second®efault: set to same value as cache cleaner
interval

send_cc_no_cache

When set, aiCache sends "Ca&antrol: necache" HTP header
in responses to requests with negative TTLs or when origin sel
response indicates that response should not be cached.
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send_cc_cacher
add_cache_control

When set, aiCache sends "Ca@antrol: maxage=NNN" HTTP
header in responses to regisewith positive TTLs.

404 redirect_location

When set, aiCache redirects to this location when it receives 4
responses from origin servers.

500 _redirect_location

When set, aiCache redirects to this location when it receives 5
responses from oriig servers and/or when aiCache generates it
own 500 response.

ignore_ims

When set, aiCache disregards conditionaMdfdified-Since
header in requests . No 304 responses are gendpatedlt: IMS
Is processed and 304 responses are generated wirepragte.

max_os_ka_connections 2

When specified, enables kealive connections to origin servers
and limits number of such connections to the set number, per ¢
server Default: OS KA connections are disabl€uerrides global
setting .

max_os_lka_req 20

When specified, keeglive connections to origin servers are
limited to serving no more than set number of requests before
closed.Default: 10 . Overrides global settingSet to 0 to disable
keepalive connections to origin servers

max_os_ka_time 5

When specified, keep alive connections to origin servers are
limited in to total duration (from open till final use and close) to
more than this amount of seconB=fault: 5. Overrides global
setting .

prefetch_url
/slowGetAdCall?page-home&area=top
100 gzip

prefetch_http_header AAA BBB
prefetch_conn_close

Prefetch response directive. See a dedicated section on respo
prefetching/preloading later in this guide.

alert_email support@a.b.c

When set, automatic websispecific alerts a& generated and sen|
to this email addresefault: not set, no website alerts are
generated and all the alert setting below have no effect. Pleasq
that for alerting to work, you must enable statistic logging via
logstatswebsitelevel directive.

alert_max_cache_entries 20000

When set, an alert is generated when number of cached respo
exceeds this numbebDefault: not set

alert_bad_resp_sec

When set, an alert is generated when total number of failed
responses from origin servers exceedsrthimber Default:not set
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alert_max_bad _os

When set, an alert is generated when total number of failed ori
servers exceeds this numbé&refault: set to 0 so even failure of a
single OS causes an alert to be generated.

alert_req_sec_max

When set, a alert is generated when number of RPS exceeds t
number Default:not set

alert_req_sec_min

When set, an alert is generated when number of RPS is less th
this number Default:not set

alert_os_rt

When set, an alert is generated when origineseesponse time is
more than this number (millisecondg)efault: not set

alert_client_conn_max NNN

When set, an alert is generated when total number of client
connections exceeds this numbBrefault: not set

alert_client_conn_min NNN

When set, amlert is generated when total number of client
connections is less than this numbBefault: not set

alert_os_conn_max NNN

When set, an alert is generated when total number of origin se
connections exceeds this numbBrefault: not set

alert_humane

When specified, no alerts are generated between midnight and
local time.

alert_exclude_pat

When specified, current date/time is compared to the specifieg
patterns and if match is found, no alerts are generated.

leastconn

When specified, aiGde uses least connections load balancing
metric for this website. Please see a dedicated chapter on avai
load balancing metric (round robin, weighted distribution and leg
connections)

enable_https_os_ka

When set, aiCache enables HTTPS OS {a®e connections. By
default HTTPS OS keeglive connections are disabled, even wh
max_os_ka_connectionglobal settings set. Please test before
enabling in production.

fallback _4xx

When set, aiCache tries to serve stale cached response, if one
available, upon receiving response with 4xx error code from ori
servers. Overrides global setting of same name. Default: 4xx
response is served to the client, instead of falling back to previ
cached response.

count_4xx_as_bad

When set, aiCache countgx responses from origin servers as b
(same way as 5xx responses are counted). This way you can
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observe/monitor and alert on 4xx responses. Overrides global
setting of same name. Default: 4xx responses are nod added t
response stats.

cache_4xx

When specified, 4xx (except 400) responses are cached in
accordance with TTL of matching request patt€afault: 4xx
responses are not cached.

ua_keep_pattern Windows/sXP
[keep|redirect]

ua_pattern Windows/sXP
[keep | redirect]

Requests witlmatching UseAgent string are accepted by aiCac
for regular processing, while ngnatching one are directed. See
section on UAbased redirection for more informatidamefault: no
UA-driven redirection takes place.

ua_ redirect_host

Specifies the hogb redirect normatching UA requests to .
Default:no UA-driven redirection takes place. However this setf
must be provided if ua_keep_pattern is specified.

ua_keep_cookie [cookie name]

Configures aiCache to issue a cookie to streamlinedtiven
redrection processingdefault: cookie name is set to xaikeeperu
Set to "disable" to disable UA cookie processing.

ua_redirect_host_only

Configures aiCache not to send the original URL in the redirect
response Default: original URL is appended.

ua_keep_length

Configures aiCache tkeeprequests whose Uségent headers ar|
shorter than certain length. To configure this, isetkeep_length
value at website leveDefault: disabled.

recheck ua keep cookie

See section on UMased redirection for me information.

Pattern settings.

Within the website section is locatedhe pattern sectigncontaining definitions of what constitutes
cacheable or nenacheable content. We dedicate a separate table to explanation of the parameters in t
section. 8me settings in the pattern section may override both global and wiebgitsettings of same name.

pattern patexact|simple|regexp TTL|l dent i fi es new pgdat ftmeerm : " emgdeicth]
[ignore_query] [no_log] "regexpP matching . TimeTo-Live (caching time) is setto TTL .
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All of the above must be in a single
line.

TTL is specified in seconds or, to simplify, you can end the TTL's
value with "m" for minutes, "h" for hours or "d" for days.

Specify negative TTL to disallow dowtream caching.
When ignore_querys specified, query parameters are ignored whg
forming cached respons@nature(see separate explanation later in

this document).

When no_logis specified, matching responses are not logged in
access log file (loguppression).

Default: query is not ignoreand is used as part of cache signature
requestsesponses are logged

ignoreparam paraml
[ignoreparam param2]

Identified parameter (namgxram) is removed from cached
responseos si gexpanationdaterintheselocsmen
Multiple ignoreparamlines can be provided, each with a different
parameter name.

Default: no parameter is remov&dm request's query string.

param_partial_match

When specifiedignoreparanparameter name matchirgpartial. Use
it with care, but it has potential to speed up matching and remova
ignoreparamsYou can also use it to remove parameter that have
semirandom names with a common prefiefault:ingoreparamsare
matched by exact match.

request_typeboth

Can begebepbshbt aathi. Default:pattern is matched to
GET requests only, POST requests are not matched by default.

Ottl_cookie customer_id

When specified, presence of a cookie with the specified name in ¢
request will disable cachgnof the request, even when pattern matc
indicates nofO TTL. More than one can be specified.

Default: cachingbusting cookies are ignored, TTL is determined by
pattern matching alone.

Ottl_cookie_pat SESS.+=

When specified, presence of a matchingpatte i n r eque
header will disable caching of the request, even when pattern ma
indicates norO TTL. More than one can be specified.

Default: cachingbusting cookie patterns are ignored, TTL is
determined by pattern matching alone.

pass_cookiecookiename
[pass_cookie cookiename?2]

When specified, cookies with the specified names are stored in th
cached response (allowed to pags®ugh from origin server to cachg
responses).

Default:cached responses never containGabkies, these amdways
filtered out, even when origin server responses hav€8ekie
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headers.

redirect_location
http://promo.acme.com

When specified, matching requests receive a 302 redirect respor
with the specified location provided in Location: hea@efault:
redirect is disabled

redirect_5xx

When specified, matching requests that result in 5xx error during
processing, receive a 302 redirect response, with the specified 10(
provided in Location: header. Overrides webtatee| error redirects.
Default:redirect_5xx is disabled

redirect_4xx

When specified, matching requests that result in 4xx error during
processing, receive a 302 redirect response, with the specified 10(
provided in Location: header. Overrides webateel error redirects.
Default: redirect_4xx is disabled

0s_tag tag_number

When specified, matching requests are to be filled only from orig
servers that have matching origin server tagfault: origin server
tagging is disabled, all origin servers are eligible. Tag numbst bau
nonzero. There must be an at least one origin server defined with
matching tag, aiCache does not enforce this check. Tag_number
be less than 254.

decimate os_tag tag_number

When specified, matching requests are to be filled, in decimated
fashion, only from origin servers that have matching origin server
For example, when set to 10, every tenth request will be filled fror
OS with matching OS Tag, all other matching requests will be fille
from fr e Dalaulatagged d@8matiois disabled.

block When specified, matching requests receive a 403 Forbidden resy
Default:block is disabled

label A way to assign a descriptive label to pattern. The label will be
displayed in the pattefievel statistics display and made avhikavia
SNMP.Default:no label

drop When specified, matching requests are silently and immediately

dropped, without any error response being sent to requesting clie
Default:drop is disabled

ua_redirect Windows/sCE
http://mobile.acmenews.com

UserAgentbased redirection rules. When the regexp pattern matc
UserAgent HTTP header, client browser is redirected to
http://mobile.acmenews.com

The match pattern must be in regular expression format (this is d
to accommodate for possible spaces setJAgent strings).

fallback

When specified, matching requests are served stale cached resp
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(if one is available) when refresh of a cached responseaifault:
aiCache serves error response when refresh Pddase see "forced
fallback mode'for an alternative way to serve content when origin
servers are down.

match_http_only

Pattern wonot match unl ess cl

match_https_only

Pattern wonot match unl ess cl

match_min_url_length

Pat t er ntchwales® WRL laragth at least this lobgefault: not
set.

match_max_url_length

Pattern wonot match unl ess UR
Default: not set.

add_body_url_length

Length of requestdéds body, @af
purpose of matching tmatch_min_url_length and
match_max_url_length. Default: not set request body is not
accounted for in comparing to min and max URL length

rewrite from_pattern to_string

When specified, matching requests will have their URgitten
and possibly redirectetom_pattern is regexp basedo_string can
usebackreferencessee dedicated section on URL rewriting and
redirection for more information.

rewrite_http_only
rewrite_https_only

When specifiediewrite is performed oly for matching connection
type, HTTP or HTTPS. Can be used to rewrite from HTTP to HTT]
and viceversa, without causing a rewrite loop. Alternatively, you ¢
usematch_http_only or match_https_onlypatternlevel settings (se¢
above).

conn_close

When pecified, client connection is closed after serving of match
requests . Use it to reduce number of open connections when you
know you serve "onéimer" requestsDefault: unless Connection:
close is specified in request, connection issed in KeefAlive
fashion (more requests/response are allowed to be served over s
connections).

retry_min_resp_size
retry_max_resp_size

When specified, responses to matching patterns are checked to
response size is less than min or larger than max sdfting. ,
aiCache will retry the request up to 3 times trying to obtain a prep
sized response. Should all 3 attempts fail, the failing response is
returned ass, unless a previous , stale, cached response is availa
in which case the stale resys® in served insteaBefault:no size
checks are enforced on response bo@ee."Forcing Retries" sectio
later in this document for more information on this feature.
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no_retry_min_resp_size
no_retry_max_resp_size

When specified, responses to matghpatterns are checked to see
response size is less than min or larger than max setting. If it is , {
failing response is returned-&s without retries, unless a previous ,
stale, cached response is availabfewhich case the stale response
saved insteadDefault:no size checks are enforced on response
bodies.See "Forcing Retries" section later in this document for ma
information on this feature.

ignore_case

When set, aiCache makes signatures of matching cached respon
caseinsensitive, converting them to lower cas®efault:cache
signatures are case sensitive

max_os_resp_time 4

When specified, responses from origin servers, matching this req
pattern, must complete within set amountsettonds. Overrides
globaland websitesdting of the same namBefault: 10.

max_url_length NNN

When set, requests with URL length exceeding this limit are decli
(with 414 or silently dropped isilent_400s set)Default:no limit is
emposed

no_retry

When set, aiCache doesn't attemaptetry failed requestfefault:
total of 3 attempts are made to obtain a good response, unless re|
is of POST type. POST requests are not retried by default.

sig_ignore_body

When set, aiCache doesn't append cacheable POST request's bg
the maching request's signature.

sig_language

When set, aiCache adds value of HTTP request's At@muage
header to the signature of cached response. This can be used to
and serve different responses, for the same URL, based on user's
language prefence. You can also set it at website leizedfault:
AcceptLanguage header is not used in cached response's signat

sig_cookie cookie_name

When set, aiCache adds value of matching HTTP request's cooki
the signature of cached response. This camsbd to cache and servg
different responses, for the same URL, based on a cookie Yalue.
can also set this at webste level, but pattevel setting takes
precedence. Multiple sig_cookie could be specifiedfault: cookies
are not used in cachedsponse's signature.

post_block

When specified, POST requests that match this pattern are bloc
(with 403 response or silently and instantly dropped when silent_4
is set).Default: POST requests are not blocked. Make sure to enal
the pattern foPOST matching vieequest_type both

post drop

When specified, POST requests that match this pattern are silen
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and instantly droppeDefault: POST requests are not dropped. Mak
sure to enable the pattern for POST matchingagaest_type both

cache_4xx

When specified, 4xx (except 400) responses are cached in
accordance with TTL of matching request patt€raetault: 4xx
responses are not cached. Overrides welesrtd setting of same
name.

bad_response

When specified, responses to matchieguests are reported as "ba
- which fact is reported via Web, CLI and SNMP interfaces. It can
be alerted orDefault: not set

error_stat_ignore

When specified, 400+ and 500+ code responses to matching req
are not added up to bad responsgisics. Use to preclude known bg
requests from skewing up error statistics (such as requests for mi
favicon adding up to 404 error courlfefault: not set

dump_req_resp

When specified, matching request (up to 32KB of) and response
to 128KBof) are written out to /tmp directory, under
/tmp/pattern_req.dump.PID.CONN filename where PP is aiCache
process ID and CONN is connection number. Use connection nur
to reference the request and response to entries in aiCache log fi
Useful it for delngging.Default: not set

send_200 resp

When specified, matching requests will be replied to with an emp
status200 response. This is useable for pattemeed alerting,
described later in this document.

ua_url_rewrite .....

When specified, you canweite the request's URL based on the val
of therewritten UA string. Available only in mobileenabled version,
explained in detail later in this Guide. See pattern setting
elsewhere in this Guide, for a different method of redirecting requ
based a the value of theriginal UA value.

geo_url _rewrite (Whenspecified, you can rewrite the request's URL based geo
targeting. See Geo Targeting section for more information
disable gzip Disable compression for this pattern.

header_pattern name patten TTL

You can override patternds re
a value of a response headeefault: not set
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Listen Ports.

Within theglobal sectionmay belocated one or more @fptionallisten directives. These specify over what
IP addreses and ports aiCache accepts incoming connectidinsn nolistendirectives are provided, aiCache
attempts to accept connections on any local IP address, pattté&8tandard HTTP server port.

An arbitrary number of listen ports/IP addresses can beifsgd. If you specify an IP address different
from "*", the specified IP address must be configured on aiCache seryer example, as an interface's
primary or an alias IP address.

Here's an example configuration specifying 4 listening HTTP ports, &@to 83:

listen http * 80
listen http * 81
listen http * 82
listen http * 83

Normally, you'd configure aiCache with one or more of websites to accelerate. aiCache matches incom
requests to a configured website by comparing requblstd headerto configured website hostnames.
Alternatively, you can tell aiCache to shortcut such matching logic by specifying a website rightistethe
directive. aiCache must be able to resolve each of thusly specified websites to a valid configured website. F
example:

listen http * 80 www.acme.com
listen http * 81 images.acme.com
listen http * 82 news.acme.com

Instead of using a wildcard IP address of * (asterisk), you can specify particular IP addresses. For exam
let's say you have configured 4 differentdB®dresses on an aiCache server: 1.1.1.1, 1.1.1.2, 1.1.1.3, 1.1.1.4
Exact method to configure a number of different IP addresses on a Linux server is outside of scope of t
guide, but you can usdiasesor simply have a number of different network ifdees. Now you may specify
the following:

listen http 1.1.1.1 80 www.acme.com
listen http 1.1.1.2 80 images.acme.com
listen http 1.1.1.3 80 news.acme.com
listen http 1.1.1.4 80 news.acme.com

To configure aiCache for HTTPS, there's a tad more work toWl®.go into details of HTTPS
configuration later in this guide, in "Configuring HTTPS" chapter. However, as faitslisten directive is
concerned, it looks much like tihegular http listendirective, but it requires a few extra settings:

- Requiredcerificate file name
- Requiredhost's private key file name

- Optionallist of ciphers you want to enable
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For example, we configure aiCache for 2 HTTPS listen ports, specifying websites right liate¢he
directive:

listen https 1.1.1.1 443 acme.cert acme.key AES256- SHA:RC4 MD5 login.acme.com
listen https 1.1.1.2 443 check.cert check.key ALL checkout.acme.com

Alternatively:

listen https * 443 acme.cert acme.key AES256- SHA:RC4- MD5 ‘

When you specify nestandard ports for either HTTP or HTTPS listening endpoyis,must have some
means of directing traffic to such ngstandard ports without inconveniencing the end u¥ers.cannot expect
them to go to your site as http://acme.corB@0Or https://logic.acme.com:44&me form of load balancing
HW or SW solutionn front of aiCache, can be used for such purpose.

aiCache is capable of serving a very large number of different websites off a singlelM&déress and
listen porttuple Situation is different with HTTPS, as aiCache ties a website certificate andaéeptey to
each HTTPS listen porgo if you must serve multiple HTTPS websites via a single aiCache instance, you wil
require a number of IP addresses, one per HTTPS wehAkgematively, you might use wildcard certificates to
alleviate some of thesestrictions. See dedicated HTTPS chapter for more information.

You can also specify a specadmin listen port type. For example:

listen admin * 5001
listen admin 192.1.1.1 1234

The admin type ports only respond to special type requests (describeth l#tes Guide)i such as
webstats peer requests and such. Admin ports do not match to any defined websites and can do not se
Airegul aro webpages/traffic. They exi st only to
occasions when you whato create suchpeciallisten ports that areeparatérom regular ports.

Network performance and scalability considerations.

As you might already know, TCP/Bpecificationlimits number of open network connection for any given
endpoint (an IP:portuple) to about 64,000 connections. Should you ever require more than this man)
simultaneously operonnections, you must enable additiotiaten end points- specifying a different IP
address or port number (usual caveat emptor applies if you wantamosstandard port number).

On a busy server you might also be required to modify the followinte@ settings:
- Increase systeswide number of max file descriptors

- Reduce TIME_WAIT interval
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- Increase number of p@rocess open file descriptors

Due to aCache's multiplexed IO architecture, it won't have difficulties maintaining very high numbers of
open connectionsassuming you have proper amount of RAM in your serardsproperly configure the OS to
support large number of open connectioBse expement with clientkeepalive settings to have manageable
number of open connections while delivering maximum benefits to your clehave more to say about
keepalive connections later in this Guide.

Likewise, should you find that you'fally saturaing a single networking interface with HTTP or HTTPS
traffic, you might need to enable an additional network interface. Of course, you'd only find yourself in thi
situation when you have very large egress capacity to the IrderRet example, if your disting setup has 5
Gbps of Internet BW available, having 2 aiCache servers, each with a single gigabit interface, you won't
able to fully use up (saturate) your uplink pipes and might need to add additional network interfaces to yc
aiCache serversr buy additional aiCache servefdternatively, you might opt to go with 10Gbps interfaces on
your aiCache servers, some form of bonbiéd teamingetc.

CLI Server.

aiCacheprovides a buiin Command Line Interface (CLBerver.You can simplytelnetto the CLI port
and issue a number of CLI commanBy. default, CLI connectionare accepted over any local interfagd®
address)but youcanspecify a particular IP addregs force aiCacheto accept connections ontyer certain
interfacesvhen morehan one is enabledypically you wauld specify internal and/or trusteld® addressegor
this serviceo listen on. You can also bir@lLI servicetotheii | oopbacko | P ,sodhdtCLEcars :
only be reached from th&iCachés hostserver iself.

It is prudent to make sure Admin CLI can only be reached from trusted syisteaving it open to the
whole Internet isprobablynot avery good ideaHowever, tances are your existing network setup is such that
thisrestriction isenforcedby dedault.

For more information on CLI please sésdicated CLI sectiolater in this document.
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aiCache handling of requests and responses, enforcing timeouts.

ai Cache does itbs besnvedros pamd etche boitthe &sh ev iosii
protection is enforcement of assorted timeouts. Specifically, aiCache expects visitors to provide a valid HT
request in reasonable ( and configurable) amount of time. This way an attacker wdiddabtd to just open a
large number of idle HTTP connections to aiCache.

Likewise, aiCache expects origin servers to deliver a valid HTTP response within reasonable (al
configurable) amount of time. This way, should origin server fail, aiCache canthetrsequest against a
different origin server or possibly serve a previgassion of cached response etc. Otherwise, both aiCache and
most importantly, the visitor would just keep waiting on a bad origin server. Outside of inconveniencing th
visitor, sut buildup of connections would normally have a detrimental impact on overall site infrastructure.

In the way of specifics, when it comes down to client requests, aiCache expects a valid request heade
arrive within 5 seconds (configurable wiaax_client_header_timeglobally and/or at website level). Next,
aiCache expects request body (iecamplete request}o arrive within 60 seconds (configurable via
max_client_body_timeglobally and/or at website level). Both values are overly generous and youw shoul
consider reducing them. However, if your site allows clients to upload large files, consider increasir
max_client_body_timeto better suit your needs.

When dealing with responses from origin servers, aiCache expects a complete and valid respomsge to al
within 20 seconds (configurable viaax_os resp_time, globally, at website or pattetavel). This value
should work for most sites, but you might consider increasing it in case of slower origin servers. Likewis
when you know that no response slibialke longer than 2 seconds, you might consider decreasing the value.

aiCache and large requests and/or response.

ai Cache do dmprovetparfermanoe sftyour sie by offloading connection handling from your
origin servers. One of the ways itegabout it is by completely consuming entire requests before forwarding
them to origin servers. Likewise, it completely consumes (buffers in RAM) entire response before forwarding
to clients.

You can see that such RAM buffering might become ineffeativiase of oversized requests or responses.
Most regular web sites have nothing to worry about, but if you allow large uploads or download, say in exce
of 20MB per, you should consider delegating these away from aiCache and onto dedicated subdgmains,
ul.acme.com.You also should explore deploying some form of BW management for such upload or downloa
domains.
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Origin Servers.

Configuring Origin Servers.

aiCacheacts asan intermediarybetween usefgisitors on the Interneind youractual a.k.aorigin, web
serves. It isthe origin serves thataiCacheuses to obtaimesponse$rom. It is easy to see thaiCachehas to
know how to get to therigin serversfor each configured welis.

Origin servers can be specified via number IP addressesN&r mames. We highly recommend using
numeric IPs instead of DNS names. This way you can have more control of just where the origin traffic is se
eliminate a possible point of failure and remgassible DNSatency.You will also have more control over
configuration, for example, changing origin serve
changes to propagate.

When origin servers are configured via DNS names, you must assure aiCache server is properly configu
for DNS resolution.Usually it means setting up /etc/resolv.conf file with one or more of valid DNS
serverglesolvers.

In our example main configuration filerigin servers areonfigured as follows:

origin 127.0.0.1 8888

origin 127.0.0.1 8889
origin 127.0.0.1 8890
origin or  igin.acme.com 80

At least oneorigin server needs to be specified for each accelerated weS8amgeorigin server can be
used indifferent websiteg using same nami® and port number or different onelk some cases, you might
choose to specify sameigin server more than once even for a given website, if you want to have aiCache
drive proportionally more requests te tbut consider usingieightedoad balancing metric instead.

When more than onarigin sener is specified for a web site andless onfigured otherwiseaiCacheuses
theseorigin servers in aoundrobin fashion where each healthy server gets equal share of traffithe
example abovewith 3 origin servers configure@ach origin server receis@ne third of traffic.Other load
balancing (distribution) metrics are available, includingast connectionand weighted distribution- we
describethemin the next sectiolP| ease note that wkeastdonnestionandeeagbteme n
distributionwith origin servers that are spified byDNS name.

You can see the number of requests that each origin server has regeiveither important origin server
statsvia Web, CLI or SNMP interfacedf so configuredaiCache can alsmonitor health (status) adrigin web
serves.
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Load Balancing Metrics: round-robin, least connections and weighted.

Round-Robin.

As you know by now, simpleound-robin is the default load balancing metric used by aiCache. When so
configured, each origin server gets share of trgffaportional to numbeof times it is specified as OS for a
given websiteWhen each OS is only specified once, each OS gets equal share of traffic (1/3 of it, with 3 O
specified as in example above).

This is the metric we suggest you use when all of the origin seffeera given website) are of about
same capacity and configuration and can cope with traffic on equal ters@ne cases, you might choose to
specify same origin server more than once for a given website, if you want to have aiCache drive proportiong
morerequests to i butyou may consideusingweightedoad balancing metric instead.

Please note that aiCactees not suppo®S tags when configured for least connections or weighted load
balancing metrics. TemployOS tagging, you must use default, rduobin load balancing metric.

Least-Connections.

Instead ofdefault roundrobin load balancing metric,ou can configure aiCache fégast connections
metric, where next request is sent to origin server that is processing the fewest number of réqhests, a
moment of decision making. This metric has potential to automatically load balance requests in a fair fashi
when origin servers are of different capacity, build and configuration. To configure a given website for lea
connection load balancingetric, specify

leastconn ‘

in the respective website's sectiowhen configured for least connections, number of outstanding
connections to each origin server are shown via Web interface and reported via SNMP.

Pl ease note that wleastdoonedidnsandveemldech chsribidiowitls arigingservers
that are specified by name.

Weighted.

And lastly, you can configure aiCache foeighted rouneobin, whenyou manually specify the weight for
each origin servefThe weight is specified as lastmaric parameter in therigin configuration line- after
server port and server tagoth server port (even if it is default port of 80) and server tag (even if you want to
have default tag of 0) must be specified, if you want to provide weight vakmtherwise aiCache won't know
which value is port, which is tag and which is weight.

Let'ssayyou specify3 origin servers, with weights of 10,20 and 30. It means that out of every 60 request
(10+20+30), first server will get 10 of them, second 20 aird 80. Please note how in the example below we
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have specified both the port numbers and the OS Tag of '0' for all three Origin SeBatihsserver port (even

if it is default port of 80) and server tag (even if you want to have default tag of @pmgpecified, if you
want to provide weight valueas otherwise aiCache won't know which value is port, which is tag and which is
weight.

Pl ease note that wleastadanmeéionandveemldech cisribwdiomwitls arigingservers
that ae specified bypNS name.

origin 127.0.0.1 8888 0 10
origin 127.0.0.1 8889 0 20
origin 127.0.0.1 8890 0 30

aiCache doesn't enforce any limit on the value of weight, but we suggest to keep it reasonable. aiCa
does its best to smooth out the flow of resfis to weighted origin servers, but gproachas its limits when
significantly different weights are assigned to origin servers.

To reiterate, to setupreightedload balancing, all you need to do is dpecify weights for each origin
server, there'so separate directive you need to provide outside of providing weights.

aiCache complains loudly and exits when a website is configured for both least connection and weight
load balancing, as it is a fairly nonsensical configuration.

Please note that@achedoes not suppo®S tags when configured for least connections or weighted load
balancing metrics. TemployOS tagging, you must use default, rotrodin load balancing metric.

aiCache processing of origin servers specified via DNS names.

aiCache hs a special thread dedicated to-oldband DNS resolution of DN8efined origin servers. The
thread runs in the background apdriodically resolves OS DNS names to numeric IPs via regular DNS
resolution.lt is done so that aiCache is not burned withrbgad of DNS resolution when it needs to access
origin servers such resolutiomccursout-of-band

You configure how frequently aiCache runs such DNS resolution, atvgiesite basis, vians_interval
setting. Specified in seconds, the default valu®&seconds (2 minutes).

Consider the following example:

website

hostname www.acme.com
dns_interval 600

é

origin origin.acme.com 80

Upon startup, aiCache resolves all and any Béfined origin servers. Assumimgigin.acme.comhas 5
DNS fegodds defined, 5 OS will be definatsed and reported.
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Every 600 seconds (10 minutes) aiCacheures DNS resolutiorior this website attempting to resolve
origin.acme.comt o a | i st of DNS AAO0 r ec ecardd are retdrsed, theranage na s
changedo OS configuration that was established during the startup

If an additional record is returned, it is added as an additional Q@8xeracme.comlt is also reflected in
the aiGche error log file.

Whena previouslyd ef i ned AAO0 record dis-dppalbredoi and si gr
capacity (no traffic is sent to it). However, the record of that OS is kept by aiCachgou can see its statistics
etc. It is als reflected in the aiCache error log file.

Whena previouslyd i sabl ed naApp eraercso,r di tr ei-e n analr kcea arsd AIDd
receive its share of traffidt is also reflected in the aiCache error log file.

aiCache also reports when a witd has any DN8efined OS. Time of last DNS resolution is also logged
and reported. All DNS&lefined OS are reported likewise.

To assist in initial DNS setup, aiCache offers glatetbug dnsflag setting. When set, copious amounts
of DNS debug informatio are written out to aiCache error log file.

Clearly, for aiCache to be able to perform DNS lookups, DNS resolution must be propeidyi@ahbn
the server (at the operating system level). While explaining such setup is outside of scope of thismahual,
of the time all you need to do is to modigtc/resolv.confo point to one or more of DNS servers.

Monitoring Health of origin Servers.

When configured scaiCacheperiodically triesto retrieve ahealthcheck URL from eachorigin server.
Upon sucess the content of tmesponséody, if any,is optionallymatched againgtealthcheck matcistring.
Please note thaimplepartial stringmatchis performe¢notthe regular expression matchingOnly whenboth
steps retrieval of theresponsein s& amount of timeand contentmatch, are successful, is tbegin server
declared healthy to serve content.

If either action fails, therigin server is declared unfib serve content and not used byaiCacheuntil it
passes #ollowing health checkOrigin serverfailing a health checlandpassingit after a failure are logged in
error log file, complete with time stamp aodgins er ver 6 s | P Youan gso contfiguraeiCanlee r .
to alert via email whenever an origin server failsealth chek - see "Alerting" section for more information.

Each website cabe configured with & own health checkJRL and match stringby placing health check
directive under the respective hostname directive. For example:

website
hostname www.acmenews.com
healthcheck | servertest.aspx good 30 10

In this exampleaiCacheis configured to retrieve/servertest.aspxURL from eachorigin server defined
for www.acmenewgsom every30 seconds. The returned contgima t ¢ h e d gaod) Diigm servergiare



http://www.acme.com/

aiCachey 6.291 e Get your life bt
74 E

UserGuide ,
www.aiCache.com 2 e@3aiCache, Inc .

allowed a fairly generoud.0 seconds to respond to the queBjouldan origin server fail to returnrmatching
content in the allowed amount of time,istdeclareddown - which fact is logged in therror log file. 30
seconds later, the same sequence okssepttemptedhgain. Shouldh failedorigin server pass the check this
time, itis declared healthwhich fact is logged in therror log file) and put back into originesver "rotation”
and is allowed to serv@ntentagain.

The URL you specify for hdi check and the match string are important. Ideally, you'd choose a URL that
executes some logic thaststhat all of the components in the chain: tregin web serverthe gplication
serve(s), if any,and thebackend @atabases and similar), if argre operational and healthy. The UBduld be
an actual production, publidRL that isnormally accessed by visitors or custom coded ladgclicated to
health checking onlyFor examplesuch health check logic coutnnectto a DB serverexecutea query and
produce output containing "good” when all loétsteps complete successfully.

The whole responséodyis matched to see if it contairise specified stringnywhere within it If you
don't want to match the response body to any string, spdwfyntatch string as "HTTP" or "NULL" and
aiCache won't perform any matchinghis is a poor choice howevandit is much better to have a more
meaningfultesting andmatchingas described above.

Whenexecutinga health check requestiCachegeneratea HTTP/1.1 request complete withHostheader
set to website's hostname. It means that origin serwast be ableonfiguredto resolve that hosthame to a
valid configured website.

aiCache reports the number of health checks that each origin serverskad pad failed, via all 3
interfaces: Web, CLI and SNMHRReview this statistic as it might reveal misconfigured and/or underperforming
servers these willnormallyexhibit higher failed health check counts.

By default, health checking is disabled, bu¢ strongly recommend enabling this featufidis way,
aiCache detects origin server failures and attempts to shield client requests from adverse effects caused by f
servers.

For examplel e tmagine an origin server that is not responding and im¢raut requests. When aiCache
knows abousuch malfunctioning origin server as a result of it failing a health ¢liteakoids sending requests
to it andcan do one of the followinigstead

1 send client requests to surviving origin servers
1 send requegb origin server of last resort
1 serve stale cached content

On the other hand, if aiCache has OS health checks disabled and cannot detect OS failure, it may s
client requests to a dead server and then have to enforce timeout on the response time aftel salgh
timeout, takea corrective action.rl the ensuing seconds of waiting for response, the client just might abandor
the request and go to a different website.

You might encounter a situation when you teggedOS and discover that thhegularhealth check URL
doesndt wao rfokexdmple, resutirg $nel04 responses and such. To rectify, you can modify the HC
match string to something that is always present
checking for tagged OS vidisable _os_tag_hevebsitelevel setting. It is a flag and requires no value.
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Monitoring Health of aiCache Servers.

If you need to monitoaiCacheservers themselvefor purposes of alerting or you need to configure health
checks to "ping'aiCacheserves from load balancers and such, you must make sure the health check reques
thataiCachereceives from these probing agentsda valid Host HTTP header, matching one of the websites
thataiCachds configured to accelerate.

In generalaiCachemight beconfigured to accelerate a number of websites: say a.com, b.com and c.con
At any given point in timeaiCachemight be unable to serve some of these sites, due to failure of all origin
servers, while continuing to serve other sites just fine. This isitMsyimportant to make sure any external
health checks againatCachecarry a proper Host headeto discern what sites are still available and what are
not

In addition to such HTTP probing of aiCache servers, we also advise to use additional ngom&ihiads
to periodically probe the usual set of @Sel tests: CPU utilization, disk space, swapping etc.

aiCache exposes an extremely rich set of statistics via SNMP and we most strongly advise to collect sc
of the aiCache SNMP counters as well. ai@&ENMP integration is described later in this Guide.

Cacheable vs. non-cacheable content, why very large TTLs are not always a
good thing and auxiliary content versioning.

As far asaiCacheis concerned, antent canbe divided irto 2 broad categories:cacheableand non-
cacheablé. It also helps to think ofacheablecontentas one that can Isharedandnon-cacheablecontent as
one thashould never be sharext offers no merits when cach&d

Certain content on your web siteight changefrequently, asoften as oncesvery 5 second or once
minute. Other content does not change that frequently. Some changes once every hour, some change
every day and so forth.

We must configur@iCachet 0 obey our Adocument fr eséaofeashing r |
i mproving overal/l performance including perfor ma
infrastructure and, ultimately, allowing for reduction of footprint and significant monetary savings .

In ourwww.acmenewscomexanple most content on the site is cacheable and we can reasonably expect t
have cache hit ratios as high as 95%epending on the traffic pattern

®We also call it @TTL content (zereT TL).

® With some clever tricks you can configure fuser caching, but doing so will have rather limited benefits.
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For example, if LORPScome in for the home page and we cache it for 20 seconds, we will serve 20*100
1= 1999 requests out of cache and only 1 from ari§s a resultve would have reduced the traffic to the
origin server by ... drum roll ... nearly 2000 times, for this particular URhe! resultingcache hit ratiois, for
all practical purpose00l100%. Of course, if we only get 1BPSfor that URL, then reduction wifionlyo be
a factor of 200but still the samanear100%. And we do have customers with caching ratios in excess of 99%.
Clearly, if most content can be cachadsimilar fashionwe can reducehe load on originnfrastructure close
to zeroRP3

As aiCache, by default, encouraglEsvnstreantaching for the same amount of time as the TTL value, it
helps to extend caching of Content Style Sheets (®&pe and JavaScriptlS) files to may befew hoursor
even daysso as users visit your site, their browsers don't have to refresh auxiliary content every time they
to a different page.

Yet as we go about configuring the caching rules, it is important not to be carriedAsway can see,
caching frequently requested URfor only 20 seconds already delivarost of thebenefits- instantaneous
response to users andarlycomplete elimination of load on your web, DB and App servers.

But if you allow caching for say 1 dayou loseability to have the content refresh itself within reasonable
amount of timeSo if and wheryou need to modifysome cachedontent on the origin servers, it will take up to
24 hrs for it to get refreshed Wysitor bronsers, evemfter you expire it oraiCache serverClearly situation
to be avoided if you do make frequent changes to your auxiliary content! While you can always force expirati
of content inaiCachevia CLI, there's no such easy yw# do so at visitor browsersstopping short of
publishing a giantMit CTRL-F5 NOW!!!" banneron your home pagelearlynot a very good idea.

Another reasomot to jack up TTls for cacheable content is less obvious, but equally important. Imagine
that due a mistake or malfunction somewhere within osgiver infrastructure, a brokeniaralid content is
delivered to, and cached bhyCacheand visitor browsers. Again, if TTL is set too high, it will take a long time
for thaterroneous documeid be purged and refreshed.

So the moral of the story:iglon't go overboard with TTLs, set thesu that you retaimbility to make
changes to your contenfhe TTLs configured in 30m range will allow a typical visitor to enjoy the benefits of
his/her browser caching content locally for the duration of theit to your site, while still preserving your
ability to modify such content within reasonable amount of time.

One can argue that images are a different story and will be partially right. Images that never ever char
can in fact be cached for an exteddgeriod of time (1 week+). Examples include tmenmon1x1.gif and
things of that nature.Yet photographsare different and the same caveats apply: if you need to have ability to
recall/change/expire an image within reasonable amount of time, do sataelesTTLs.Of course there're
ways to make unwelcome images to disappear from your site's content by simply editing them out of HTM
but we hope you still get our point.

And as a side adviceabout the only way to guarantee whatever changes you mdkeaond CSS do take
immediate effect is toersionthem. In other world, you'd need to make sure the SRC location changes witf
every release. You can add a YYMMDD suffix to the names of your JS and CSS files or resort to a differe
form of versioned andomsistent naming convention.
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It just keeps getting better: aiCache benefits with non-cacheable content.

The non-cacheable requestsare always forwardederbatimto theorigin servers and obtained responses
are fed back to the requesting cliemsrbatm’, without being cachedr sharedEven in this situation, with no
benefits of caching possible, useasCacheoffers avery importantadvantageit offloads the ask of dealing
with the clientnetwork connectichaway from thewveb serves, where each foclient connections requires a
dedicated process that lives the duration of connectiomg aiCachei which uses extremely efficient, zero
overhead processing of requésisponses Do not underestimate this benéfit can be very significant!

To illustrate, let's imagine a client consuming larger respoinses a web siteover a slower/congested
connection WithoutaiCacheront-ending such requestesponsesnost existingveb serves have to dedicate a
whole separate process/thread to sendingoarréteiving of this data to such slower client, even when the
actual generation or peptocessing of theesponse is very fasSuch dedicated process will need to be
maintained for the duration of such connection, which could be 10 and more seconds.

Imaginemore than a hundred respongi&e that being fed to the clientat the same time and you can
probably see how most web farms would have a problem in such a sitvdtanif you havea few tens of
thousand®f connected usersthe situation only gts worse ! And chances are that ttade that generatele
responses also maintains gopkcation server and a DB connection for the duration of the response, only
further compounding the problem and propaga¢iwgn mordoad to yourapplication anddatabase Servers.

Now, with aiCachefront-ending the traffic, the situation is very different.is theaiCachethat obtails a
complete request from a client, malsaire itis a valid request and only then, virtually instantaneously sfeeed
to anorigin server.

Similarly, when ororigin server is ready with a responsgCacheconsums it virtually instantaneously,
not tying up theorigin server for much longer time like r@gularclient would. After obtaining a complete
response fronorigin server,aiCachethen feed the responsdo the requestinglients, using its extremely
efficient, zereoverheachetwork logic

In addition to this offloading benefigiCache also offers industry’'s most comprehensive set of DOS
protection countermeasures, see acddDOS chapter elsewhere in this manual.

The list doesn't stop theredditional benefits thaaiCacheoffers for noncacheable requesiaclude
optional onthe-fly compression and expanded reportingantl alerting on,wide rangeof additional statists,
all in real time including number of connections, request/seesponse processing tinmesc.

To summarize: even if your web site serves significant amount etaoheableontent aiCache still has
so much to offet

"aiCache might perform somequeest/response header modifications if so configured.
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aiCache processing of cacheable content.

Of courseyou obtain the most benefits when allowai@achecachecacheablecontent(try saying that 3
times in a row fast!)L e tdiScsiss the most important phases that aiCache goes through when processing st
cacheable requests.

First-Fill.

The cacheable conterg obtained from one of theonfiguredorigin servers the first time eesponséas
requested by visitor and it is preserved iaiCaché sn-memoryc ache f or the so call
period of time. During this pexd of time theresponsas considered to be fresh and, upon future requests, is
served directly from thaiCaché RAM-basedcache without having to retrieve it again from dngin servers.

And when the response comes directly frai@aché response cae it completely eliminates all and any
load that yourweb sitecomponentssuch as web, application and database serwansld be subjected to
otherwise.

Since aiCache's response cache is RAM based, serving of cached response generates no dig& D, outs
access log (and even that can be suppressed or decimated).

Refresh.

Whena previously cacheresponse becomasaleandaiCachereceives a request for & fresh copy of the
content isobtainedfrom theorigin web serves and again, is stored ihgaiCaché s c ks then used to
satsfy user requests for another TTL intervalThis cycle repeats for as long as ta&acheserver is
operational.

The normal behavior when discovering a stale cached response is as follows: the first regsestdo ali
stale response, requests a fresh response from an origin server. Subsequent requests that discover the
response are put in Awaiting |lined of sorts, awa

When refresh takeswhile to complete, the queue of waiting requests can grow large and each request
that queue will have to wait the entire time till the refresh response is obtained from an origin server.

You can override this behavior by setting_wait_refresh settingat website level. With this setting in
effect, it is only the first Aunluckyo request t
it for i1t to complete. The s ubs & wghich behavislyougmigatdinds a
acceptable for your situation. When the fresh response data does finally come, the response cache is refre
with it.

Lets say you cache some URL for 10 seconds and it takes a 2 seconds to refresh it. Assuming 100 RP¢
this URL (1000 oer span of 10 seconds), normal behavior results in 800 requests satisfied instantaneously w
cached response da00 requestsvill have to wait 2 seconds to obtain the new dafi@aen stale response is
detected
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With no_wait_refresh set, 800 requestse satisfied instantaneously with fresh cached response data, 20(
requests are satisfied instantaneously wsitllecached response ddt#p to 2 seconds stale) and only 1 request
would have to wait the entire 2 seconds for its response. If this is aptalle behavior for your particular
setup, consider enabling it to minimize the response time.

ai Cache reports the number of waequendtssesat ii anf i
website statistics sections vi aWeb and CLI interfaces.

Irrespective oho_wait_refresh ,should the request for the fresh copy of cacheable content fail, you can
configure aiCache to serve back previous (stale) version of cached contestead of serving an error
response. By doing so yauill , in effect,shield your visitors from origin server failures.

Handling of non-200 origin server responses to cacheable requests.

Most HTTP responses have "200 OK" response dadthen a nor200 response is obtained in respe to
a cacheable request, aiCadam be cofigured to retry the request and/or serve stale cached content. If all of
the retry attempts fail and no stale content is available, aiCachaltiemone the following depending on
response status:

1 302, 301 redirectgesponse is sent to all requestalignts,response is cached in accordance with TTL
setting

1 401,404,407 response is sent to adquestinglients, but is not cached

1 any other responses 300, > 400: response is overwritten with short version, untegs err_resp
setting is set in wish case no overwriting takes place, and is sent to all pending clemis response
is not cached.

Basically, aiCache does its best to not cache bad responses and to minimize the overhead @irs®nding
responses to clients.

You can configure aiCach#éo only accept 200 response code for cacheable requests by setting
retry_non200. When nor200 response code is received, aiCache will execute completefaléinck
sequence

pat /news.html exact 10
retry_non200

About 401, 407 responses .

We most gsbongly recommend toconfigure your site,aiCacheand origin srvers to not require
authentcation for cacheable requests (ones thatch a pattern with nerero TTL). In other words, do not
make content that requires authentication, cachedleerever a request comes in that has Authorization
HTTP header set, it is assigned TTL of 0 and always forwarded to origin server, even if it matches a caches
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pattern and there's a valid, fresh, cached response available. Any response obtained to a reqUesbfvith
zero, as you know by now, is never cadsbkdred

When a cacheable request comes in, requiring first fill and/or refresh, and origin server replies back witt
401-status or 40-5&tatus response that has W\WAMthenticate HTTP header in it, td®1response iseturned
to the requesting client(s).

When received by clients, presence of W\WWAMhenticate HTTP header results in browsers prompting
the users for username and password and when they are obtained, a request is sent again, this time cat
Authorization header. Presence of that header in request makes that request and its respacbealde
just as you would expeeiCacheto process noewracheable requests and responses

If you want to enable caching of responses that require Authgoticgou can uséttpheader website
configuration setting to add a pceoked Authorization header to all cacheable requests when a first fill or
refresh is requiredthusly"fooling" origin server into thinking that clients are faethenticated, for emple:

httpheader Authorization Basic ZWRtbW12Zm5Ymmzy |

As a result the origin servers will not respond back with 401/407 responses and requests/responses
now be cached. Such setup only works with Basic authentication and doesn't work with Digargication.

You can capture appropriate value to use for Authorizdtitpheader by using an HTTP header capturing
tool, such as HTTPHeaders, Firebug, Fiddler etc.

Best practices to maximize benefits of caching.

Her ebre some s ugthebenefiisadcaching o maxi mi z e

1 Allow for prolonged caching of javascript (.js), content style sheetg.css) images(.png, .jpg, .gif
etc) and other auxiliary content, that is not changed frequently. Fewfdagsixiliary images andew
hoursfor CSSandJSfiles are a good estimate here. RemembaCacheserves cacheable content in a

way that allows it to beroperlyc ached by visitords browsers al
eliminating the eed for onditional requestglf-Modified-Since and HMatch) and 304 responses
altogether.

1 Sometimesgcaching even for few seconds masdremendous differencanagine a URL that receives
100 requests a second. With@i€acheeach and every one of these will head straight tootfgn
servers andanost likdy past thatas well i right to app servers and DB servers. If you enable caching
for just 5 seconds, thasrigin server will only see 1 request evdigecond.That is 506time reduction
of traffic to yourorigin serversand the rest of your infrastrure Could be a difference between a site
thatcannotstay up even witldozens obrigin serves (and matching number of App and/or DB servers)
and a site whose footprint can now be reduced to sag-{8istrigin servers Meaningful results can be
obtainel even with 12 second TTLs for the busier URLs.

1 Normally it will be responses tGET requestshat we configure for cachingdiowever,someof sites
use POST requests for their search and suchaiCacheallows for caching of POST requsst
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although you must be careful with these, to prevent personal data from becoming shared by mistak
we have more to say about it later in this document

1 Consider employing some form of versioning for auxiliary content if want to have full control of
your web pages. For example, if a web page references a Javascript filsodgtieg and you need to
modify that file, you might not be able to guarantee that all of your site visitors will see the new file
content rigih away - as an older, cached versigoript.js might still out there in corporate and ISP
HTTP proxies and in local browser caches. A very simple fix to change the SRC attribute of th
Javascript file toscriptV2.js and rename the file itself to match ghhame. Now the change is
instantaneous and assured right after you publish the HTML page that references this JS file.

It is important to mention that with aiCache, you do not have to modify anything on your origin wet
servers, App or DB server nor glou have to ask your Dev team to write any code to handle freshness contrg
- that crowd always has plenty of projects to work on aslis allowsyouto control freshness of the content
with great ease and minimum overhead, all configuredhedfly, with no user impact, at a single source.
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aiCache handling of conditional HTTP requests.

To maximize benefits of cachipgliminateunnecessary traffic and simplify handling of requests and
responses, aiCache employs certain logic thatshadl explain hee. But let us first provide certain basic
information about conditional requests and responses.

HTTP has a number of optional request and r es
For example, when an HTTP response is delivered from asemler to a requesting client, some or all of the
following headers could be sent back by the responding web server:

T Etag( f or example AEtag: Th9I 34 38a5nF DbCeA CtCrCdigkal h t
fingerprint of sorts .

1 Last-Modified (for examplen L aMotdi f i ed: Jan 1.2001 01:01:0

1 Expires( f or example fiExpires: Jan 1 2001 01: 01

The idea behind these response headers is to associate certain information about the response bodie
can then be used by the requesting client to fiteite conditionalrequests for the URLs when client are in need
of requesting of the URLs again.

For example, clientcansag:i ve me a response for this URL,
certain valueor. give me a response for this URLihE response has been modified since a certain point in
time The web servers can then look at these conditional headers and serve the complete new resgionse
as wherr e s p ocetagi®ireed different from what client has specified intherequest, t h e Lasts p o
Modified time is different from one specified in the request.

Or, if the condition has not changed, a much abbreviated version of HTTP response could be sent be
l nstead of a complete new r eisapso ncshea n gleidtoe rrael sl pyo nas
server assumes that client browser still has a local copy of the response and since response has not chane
the web server, client should just use its local copy. For example, instead of sending back 100EBlesdat
than a 100 bytes are now sent to the client, a-f6ld0decrease in traffic!

So with Etag and Last-Modified headers sent in the responses, client would typically qualify all
subsequent requests for the same URLs with certain matching quali$iefselling web servers send me a
responses to this URL request only if conditions have changed.

The Expires header is a bit more straightforward. Incorporated in the response it simply tells the
requesting client that it can safely reuse (locally eadhe response till the specified date and tileent
doesnodt need to follow up with subsequent Expioeadi t
time as specified in the response.

aiCache takes this optimization ideas one step furth@ess otherwise configured, eliminatesstrips
out both theEtag andLast-Modified conditional response headdos cacheable content. It does so by making
sure these are never propagated from origin servers to the requesting clients. It alscemenatesysuch
headers on its own.
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Additionally, aiCache eliminates/strips oHixpires response header, as sent by origin servers,
cacheable content. In leu of that value, aiCache formulates its own value Expihes header and that is what
is storel and sent to the clients, for cacheable content.

For example, assuming certain URL is declared to be cacheable for a day, aiCache would calcul
properExpiresv a |l u e, upon first caching of the respomse,
the Expires header.

The end result is encouraging of caching and reuse of content by the clients (browsers, intermedi
proxies and caches) without having to burden both the clients and the aiCache server with generation
processing of conditional geests.

Enabling forwarding and processing of Etag validators for cacheable
responses.

Normally, aiCache removes Etag headers from cached responses and does not preMde 304
Modi fied responseNoneMan cheq heatde rsér tolelimfdtf@lecondiBonal i r
requests.

However, if you so require, you can instruct aiCache to store/forward Etag headers for cached respon
and/or process requests witiNbneMatch headers.

To configure aiCache to store and forward to requesiinge nt s t he cacheabl e
setforward_os_etag_headesetting at website level. It is a flag and requires no value.

To configure aiCache to processNbneMatch conditional logic, seprocess_etagflag at website
level. It is a flag andequires no value. When so configured, aiCache will look into incoming requests to see |
i FNoneMat chd conditi onal request header i s present
Etag header, as obtained in the response from an grigim v e r , -Modifi€d 0edponsd\valltbe issued to
the requesting client.

Pl ease test carefully before enabling such pr
impact your site.

When responding with 304 responses, aiCache will atisigbEheader to the response, assuming the
origin server provided the ETag header when serving the original response back to the aiCache.

Overriding pattern TTL based on response header value.

Normally, aiCache obeys caching TTL rule as set by matchatigrp. Sometimes, you might find
yourself configuring a aiCache for a website that requires certain flexibility in assigning TTL based not only c
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therequestURL (these you match vigatterng, but also on whatesponsdooks like. In this particular ez,
TTL might depenan values of certairesponsdieaders.

For example, | et 6s as/somtene IDINNNNr, whére NNINN Id Boime rarmaldnt e
number. These URLsvhen requested, can return HTNIlwhich you would like to cache for 10 secorSSS
that you could cache for 1 day or images which you could cache for 1 Baekou cannot make the
determination of the TTL until you receive the actual respansecan analyze the Contefype header

Enter theresp_header_pattern_ttl setting. It ispattern level setting that requires exactly 3 parameters:
header name, header matching pattern ancthezrideT T L . Herebs how you can |
require in the example above

é

pattern  /content_ID/ simple 10  # default cache of 10 sec s

resp_ header_pattern_ttl Content - Type css 1d # but cache CSS for 1 day

resp_ header_pattern_ttl Content - Type image 1w # and cache images for 1 week
resp_ header_pattern_ttl Content - Type java 1w # cache JS for 1 week

In the example above, we use Cortéppe response header, but you can match on arbitrary response
headeii so that you could have origin servers return some custom header that you could act on.

For such setup to work, the URL pattern must be cacheable. The overriding TTL could be larger
smdler than that of the enclosing pattern but it must be azapa positive number, followed by optional TTL
convenience modifierid o f or day, dAwo for week and so on.

The header matching pattern is a regular expression pattern, so you have full pegexpiere.

aiCache reporteverride TTLs in the output of CLInventoryc o mma n d , but it is t
TTL that is reported in the access log file. The access log file does report actual cache hit or miss, taking i
account the override TTialue.

Please note that a given URL should always return response of a certain -Tgptenbtherwise
unpredictable behavior will take place.

TTL-bending when under heavy load.

Normally, aiCache obeya caching TTLrule as set by matching pattern. Sonmeds, you might find
yourself in a situation when heavy load on your site is driving response time and load to origin servers a
you'd like to temporarily increase the TTLs, to reduce the load and survive the onslaught ofvioaffcan
certainly manuall edit the configuration filemodify (increasgthe defined TTLs and reload the configuration
for these changes to take effect. But then you need to remember to restore the old settings back when the
subsides and clearly, such manual changes regrgsence of an operator.

aiCache comes to the rescue yet again, with a wedbsié setting calledtl_scale_factor. It takes 2
required parametersitegerscale factor and activation response timehat order For example:
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website
hostname news.acm e.com
ttl_scale_factor 5 2000

pattern news.php simple 10

With these settings, shoulaveragedout website response time exceed 2000 msec, the TTLs will be
automaticallyand temporarilyincreased by factor of 350 the pattern ohews.php will be cached fo 50

seconds, instead of 10, should response time exceed 2000 msec (2 seconds). All of the defined cache
patterns will have their TTL increased by the same factor. When response time drops below 2000 msec,

TTL will be atomically restored back tdsi original value of 10 seconds and likewise, all of the defined

cacheable patterns will have their TTL restored back to the original value. All of this magic will happel

automatically, without any operator involvement.

Please that aiCache analyzes resgaimes every few secondk also logs both setting of the scale factor
and resetting of it, in the shared error log file.

Watch-folder, file-driven content expiration.

As you know by now, aiCache offers a number of ways to forcefully expire cacheshtioincluding
CLI, responsalriven expiration and harncrafted, special expiration URLSs. It also provides a simple pagje
for form-driven expiration.

Additionally, aiCacheprovides filedriven expiration functionality. You specify an expiration watch
directory, by setting global setting exp_watch_dir. For example:

exp_watch_dir /usr/local/aicache/exp_watch_folder

admin_email content@operations.acme.com

aiCache then cheskcontent of that folder every 5 seconds. Any files found within that folder a
assumed to contain content expiration instructions, one per line, in the following format:

WEBSITE_NAME REGULAR_EXPIRESSION_PATTERN

For your convenience, aiCache allows and ignores empty and comment lines. For example

# Expire News
www.acme.com NE WS
# Expire Sports
www.acme.com SPORTS
www.acme.com .gif

As aiCache processes these instructions, resulting output is logged to error log file. It can also
emailed, by settingdmin_email global level setting. The expiration email contains timeptadentifies each
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expiration file as it is processed and reports how many entries have been expired per pattern. As usual, aiC.
only spools the outbound email into thkert_dir and it is up to an external script to pick up and dispatch the
email to poper address. An example script, alert.pl, is provided within aiCache distribution file.

It is up to you just how you place expiration files into the expiration watch directory. You can use pus
or pull method of your choosirigFTP, SCP, RCP, RSYNC etc.

Pl ease note that ai Cache instance that has ¢
communicate the content of this file to its aiCache pé&sreuld any be defined)n other words, such fite
based expiration is not peer aware and you teedake sure each aiCache instandedthe same expiration
file, to assure expiration of content throughout aiCache cluster.

aiCache removes each expiration files frexp_watch_dirafter it processes them, one by one. You can
name the files anythingoy like, may be coming up with some kind of naming convention that makes sense t«
you. As usual, please assure aiCache user has full rights to the directory, so it could both read and remove
expiration files.

Preventing caching of responses.

When aiCachefinds no matcing pattern forthe request'dJRL, it declaresthe request/response non
cacheableln other wordsaiCachecan only cache the requests that match caching pattéimaonzero TTLs
non-matching requests are never cached.

Another way toprevent Web documents from being cached is to explicitly assign TTL of 0 to certain
patterns. Typically examples of such URLs would incldgeamic, frequently accessed personalized cowtent
URLSs that might "clash" with cacheable URLs

For example, lés considera URL:

www.acmenews.com/viewmyprofile.jsp?userid=1234

This URL displays customer profiles, which are unique and private to each user. We definitely want tc
avoid thisrespnsefrom being cached for a numbeafrreasons. First of all, it does not make sense to cache this
responsesince it cannot be shared amongst different users and we would not realize any performance gain fr
doing this. Secondly users would not be hamwysay the leastif we wereto share their private inforation
with other users of our wehtes. Therefore if we do not include a pattern that matches this URL in the
configuration file, then this documeistnever cachedhared Another way to accomgh that would be to put a
matching pattern into the configuration file. For example:

pattern  viewmyprofile.jsp simple 0 |



http://www.acmenews.com/viewmyprofile.jsp?userid=1234
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You must always be careful not to allow caching of private user informaths you finetune the
configuration files and make changesTTL of shareable documents, no harm can be done to your users from
the privacy point of view. However if you do not pay attention and somehow allow for sharing of private use
data you might be in trouble with your users. See troubleshooting seatiomife information on how this can
happerand how to avoid from happening in the first place

aiCache has much more to offer in the way of caching controls, we will discuss it later in this Guide.

URL rewriting and rewrite-redirection.

Occasionally younight have a neetbr URL rewriting. For example if you frarrange location of your
site'simages fromimagesto /media/imagesyou might want to catch ar\gtray" requests for anything under
/imagesand change that tonedia/images So if you detect aequest coming in faimages/1x1.gif you want
to change that témedia/images/1x1.gif This kind of orthe-fly rewriting might come handy when you have
references to the relocated content scattered througbooutsite, including static and dynamicatignerated
content and want to make sure you don't break any of these pages .

A different examplesay youdecide tomove all of the auxiliary content fronvwww.acmenews.conto
media.acmenews.com So now, when a request comesme@w.acmenews.com requestig anything under
[css, /js , imagesyou want such requests be redirecteth&alia.acmenews.comwhile keeping (or changing)
the original link. For example a request famww.acmenews.cortimage/1x1.gif might be redirected to
media.acmenews.cofmedia/images/1x1.gif .

Another example dealing with dynamic content. A URL of code that renders forum pages might be
changed fromdisplayforum.php?forum=123 to showtopic.jsp?fid=123. Yet you want to make sure any
bookmarks that your visitors might have made befloeehange continue to work after the switéh.

These are the situations where you might need tdJ&de rewriteand URL rewriteredirect features of
aiCache To configure, specifyewrite setting under matching pattern section. The rewrite directives take
parameters: thi'om pattern and thereplacement string

To accommodate for 1st example:

pattern /images simple 30m
rewrite /images /media/images

In case of such URL rewrite, the new rewritten URL inherits the TTL setting of the matching pattern.

8 Clearly you should not rely on such rewriting to deliver most of your content, but use it instead a temporary patdhdacilitat
seamless transition, temporary support of legacy code/users etc. ©vErasrites is known to cause mudslides, earthquakes and 10
hour long outages.




aiCachey 6.291 Gicmendy Get your life bt
88 E

UserGuide ,
www.aiCache.com 2 e@3aiCache, Inc .

To forcerewrite andredirection as opposed teewrite only, the replacement string must start whtitp://
or https://. To accommodate for second example:

pattern /image simple 30m
rewrite /image http://media.acmenews.com/media/images

In case of redirdcthe TTL seting ceases to have any meaning, yet still must be provided to conform to the
pattern definition syntax.

Normally ai Cache issues a 3020 r adecta8@lflagatthe c
pattern level.

Moving to morecomplexURL rewriting examples use of pattermgroupingin from_patterns and back
referencesn replacemenpatterns. You can group matching symbols inftben_pattern by enclosing a part
of the mathing pattern irparenthesisYou can then refer to élse groups by using a special notation:

\N (backslasimumber)

in thereplacemenpattern.\O stands for the whole matched strikigfor the first defined group and so on.
To accommodate for the third example:

pattern displayforum.php simple
rewrite displ ayforum.php \ ?forum=( \ d+) showtopic.jsp?fid= \1

As with all regexp patternspecial characters must be escaped ifirtime_pattern- this is why we have a
backslash in front of question mairk from_pattern We capture theforum numeric parameter bysing the
(\d+) grouping patternand then refer to that capturegoup in the replacement pattern by usiagback
reference\l. You can have more than one group defined irfritve_ patternand referenced in theplacement
pattern.

Normally, rewrites would hamgm for both HTTPS and HTTP requests. However, you can limit the rewrite
to particular type of requests, HTTP or HTTP, by usawrite_http_only andrewrite_https_only flags:

hostname store.acme.com

pattern secure.jsp exact 0
rewrite secure.jsp https:/ /store.acme.com/secure.jsp
rewrite_http_only

The example above effectively rewrtedirects to secure, HTTHSotected URL. Unless
rewrite_http_only setting is specified, the rewrite might cause infinite rewetdirect loop.Likewise, you
might want tosafeguard certain URLS so that they are only requested over HTTP, using similar technique.

Alternatively, you can usmatch_http_only or match_https_only patternlevel settings .
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The replacement patterns are very flexible and can accomplish much. Bagayet do not overuse the
rewrites to where yausite becomesin example irobfuscationtechniquesuse it only when necessafyvery
now and thendo summon all the stngth you caranddrop older rewrite rules so you don't accumulate too
many of them. Wege seen sites with hundreds of rewrite rules that went bdckears ! None of these were in
use anymore Yyet still they littered the config files. Think twice before using rewrites to catch eetd foor
user FFS (fat fingesyndrome) .

To help with fne-tuning, testing and troubleshooting of rewrite patterns, you can enable rewrite logging b
specifying log_rewrite setting (place it iglobal or websitesections). The original and rewritten URLS will be
logged in theerror log file as rewrites takelace. After arriving at working rewrite patterns, we recommniend
turn the rewrite logging off.

You can also uspattestbinary that comes iniCachealistribution to test pattern match and rewrites

Rewriteredirect (scalpel) featureis different fromplain redirect(sledge hammereature. For any given
match pattern, the latter always redirects to the same location, no matter what was in the original URL, wr
former allows for much more intelligent handling.

After rewriting request's URL, aiCacheabn't attempt to rmatch the new, rewritten URL to the list of
defined patterns. Specifically, if you want to assign certain TTL value to a pattern, assign it tebée to
rewritten pattern.

Please nathat when you enable Udriven URL rewriting and mirection (see below)r useua_pattern
settings, explained later in this documehe UA-driven URL rewriting and redirection happefirst - as in it
takes precedence over "plain” URL rewriting

Decimated rewriting.

You can configured aiCache to reteria controlled portion of the requestas opposed to each and every
one. The patterevel setting is calledewrite _decimate. It requires a single numeric parameter that it uses as
rewrite decimation factor via modulo division. For example, whencsdt every 19 request is rewritten
(10% of requests).

pattern displayforum.php simple
rewrite displayforum.php \ ?forum=( \ d+) showtopic.jsp?fid= \1
rewrite_decimate 20 # rewrite 1/20 or 5% of matching requests

URL escaping.

Certain older browsersnight break URLs by not properly escaping request URLs. For example,
international sites might send URLs withr&rSCI I sy mbol s. Conforming bro
such symbols by replacing them withvaiuegeXX0o notat.i
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In order to deal with nogonforming browsers, you might opt to instruct aiCache to force url escaping on
inbound requests, by settiggcape_urlflag at global level of the aiCache configuration file. The setting is a
flag and requires no value.

By default, the following characters are considered safe and are not escaped in URLS:

[ PHI@%IS& () |

You can provide your own list of safe characters by sedsogpe_url_safe_charglobal level setting, for
example

server
é
escape_url_safe_chars (1 ?[@%!$& ()*+,;=

Sinceescape_url_safe_charss likely to contain a hash mark-#wvhich is normally reserved for stast-
comment in aiCacheno comments are allowed in the same configuration file But.you can provide a
comment line before or aftemnis line, in usual fashion.
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Support for intelligent handling of mobile and desktop
versions of the websites.

Supporting desktop and mobile versions of web sites.

Many businesses have a requirement to supportdexktopand mobile versions of their welsite(s). In
some cases, it done in a fashion where mobile traffi(re¥lirected to adifferent website, for example
m.acme.com, while sending desktop traffic is sent to the usmalacme.com

Some sites would offetsoth mobile and desktop versions of their contentied undersamedomaini for
examplewww.acme.comtailoring output to match device capabilities.

Mobile site would normally render content in a simplified way thabdse suitable for limited screen size
and limited Javascript, HTML and CSS standards support in mobile browsers. Some sites distinguish betw:
different mobile devices, offering more content rich versions of the content for more capable devices wh
offering the simple version to the less capable devices.

Likewise, due to limited screen sizes of mobile devices, sites cannot serve the same number of ads
page, for mobile users, as opposed to much larger number of ads per desktop versions of the siteple
fact canbecomepoint of contention with many a marketing department. Business people would rather serve
desktop page to an end user as opposed to delivering mobile a&rsame due to higher ad revenues.

To support rendering of devisgecific content youneed to havesome kind ofuseragent detection logic
deployed on youweb site(s), analyzing user agents strings in incoming requestsagiodng the output and/or
redirecting user traffic as appropriate. For example, when a rezpragig forw ww . a ¢ mehomeqagéss
detected to be coming from an Android mobile device, a response is sent to redirect the user browsel
m.acme.comAlternatively, no redirect response is sent back and insteathlale version of the page is
rendered right by the www.acme.com.

With two different site serving contergimilar logic can be deployed at m.acme.com and when request is
detected asoming from a desktop browser, the response is sent back that retifieebt®wser to go desktop
version of the site atww.acme.com

There are a number of challenges related to suppatiogduality of content representation to different
device types

Reliable detection of mobile devices.

As simple as it sounds, this is less than trivial issue. Most detetteghodsrely on analysis of the
r egues tAgent heéadeeTwo different techniques could be used: patdnimen UA matching and
dictionarydriven UA-matching. While pattern metas selfexplanatory, thelictionarydriven one relies on
some kind of database that contains, verbatim, {&dteetter, all UA strings that you need to act on.

Once source of such information could the Inteinéth er e dr e a numb e ren sofircec or
projects that have such UA DB available.
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No matter the method, as new devices seem to appear every week, you will need to update your matct
logic to stay currentNot only new devices are released frequently, most devices are released bjea wh
number of vendors, each such device having its own UA string. As browsers and device ROMS get upda
and patched, even more UA strings spring into existence. Be prepared to spend some time keeping your
patterns and dictionaries up-date.

aiCacheof f er s 1 ndust r y 0 s-petfoenrammnce and seanlegs pavicetdetdetsnmg bdthioy h
these methods, 0 t hat vy o wo ithoyoudapplidation level.t o

Deploying device detection logic.

If you were to let the code on origin servesscddi de what version of passnt e
requestsstraight to origin server so that they could make the decision about device gffectively negating
all benefits of content caching. Clearly a rsiarter !

ai Cache of fleading suppordfar figherfjoilinance and seamless device detection so that you
dondédt have to do it at your application | evel

Having a strategy for handling of search bots/spiders.

Mostsitisdon 6t want to all ow s pi dentadigsteadwduldxather grefer
Googles oftheworld indexing their main desktop sites. Again, it boils down in most cases to reverpage
issue we described abolkh en someone runs a search and youk si
to point to desktop version.

So you would probably want to prohilsippidering and indexingf y our mo bi il fe examptee 0 s
by hosting appropriate robots.txt file on your mobile site.

When a request from a spider comes to your main sitenged to make sure to let it through and not
redirect it to the mobile version of the site by mistake.

You can easily configure ai Cache to handl e the
code.Or al ternativel vy, hamlnyof onknown ideviaes o aedvstes dreddieectd are
i ssued by your desktop site and the request AfnAst a

Supporting different URL structure.

Some site have their desktop and mobile versions served from completely different raawisin the
code, the backend databases, the datacentamne or all of theseould be different. But most importantly, the
URL structure is likely to be different too.

For example, desktop version of vaw.acene.@newsdrona | d
The same section is served by mobile site @cmecom/content/node_id=123 . Notice how very different the
t wo URL are. Outside of the home page, which 1is

pointing to assorted seéah fronts, product listings, published stories etc, could be completely different.
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Now imagine a mobile user sharing a linkmiaacmecom/content/node_id=123 with a desktop user. When
opened in a desktop browséhis URL is likely to result in a PNF (40Bage Not Found) error, unless it is
somehow intelligently rewritten t@ww.acme.com/news_front

For exampl e, |l et ds i magine that you provide 1C
m.acme.com/SECTION_NAME, for example m.acme.com/wokevs) m.acme.com/politics
m.acme.com/finance etc.The same section fronts are rendered via completely different looking URLS on
Amai no site.

Youdd need to come up with a way to provide 2
to be ale to catch and redirect both mobile and desktop users in appropriate way. This in itself could be
strong argument for use of unified CMS for both sites, one that uses same URLSs for the same- eonterst
you know aiCache offers support for it too.

a Cache offers industryods -diveralURL rewritingl is@tpegroger vergon s
of an article or a section front is delivered to proper devidesh matter of fact, it is so advancesgyenwhen
you have a number of differentes serving different versions of content (ie m.acme.comaamg.acme.com
you can fold both mobile and desktop sites under one site, while making sure everything works 100% &
proper content is served to proplevices!

Supporting unified mobile/desktop site.

Somesites haveheir desktop and mobile versions served from same content managgsteniCMS) i
unified or folded under the same www sit&uch setup has challenges of its ownagine an iPhone user
requestng home page, for exampleww.acme.com/ Most CMSs would render a simplified version of the
home page, taking into amount limited screen size and limited capabilities of the mobile device (iPhone in ca
but it couldbe an Android device or Windows mobile).

At about the same time, a different user requests the home page, but this time she is using a desl
browser. In response to the request, the CMS would render out completely different looking page from one t
thesame CMS delivered in response to the request made from an iPhone.

Likewise, there could be requests for the home page, coming from assorted searcin lyetgponse to
which you might want to deliver a different version of content.

Now think about thousals of different URLs that your site provi&and needing to tailor output of most
of them to the capabilities of the requesting device.

You might have a sinking feeling in your stomach just about tlunking toyourselfit her ed6s no
could be # handled and cached by aiCache. All of these requests will now have to go straight to my origi
servers and therebds no \‘hanglethmsymuchtrdfft ast ructure can

aiCache offers full support for devitstelligent caching in this scenar with no custom programming
required on your part !
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Letting users have a choice.

So it might be clear to most that a lesser mobile device should be served a simplified mobile version of 1
requested page. Whaiwha beosiorshoulddhis Ame deceoiesadme simdhidtiepage, a
full blown desktop version or something in the midelle

How about 100 Android Tab or ainhese Rilhldkelyzupputt @ltof a k
the latest HTML/CSS/JS and Flash standards @sstgood as their desktop counterparts. In addition to
defaulting users to presentation (mobile vs desktop) of your chodgingaboutetting users deide what site
they want to see?

And you guessed it, aiCache supports that too!

ai Cacheods mepphratds obsupporang device-specific seamless
and transparent content selection, caching and filling .

He r ¢hé Isgic that aiCache uses to deliver on the Holy Grail of desktop/mabdeverythingin-
between intelligent content servinBivide et impea.

Before we can conquer, we must divide. There are about 16000 different user agent strings in existe
today and the number is growing every day. aiCache caf@ dd€érent methods of UA matchingpattern
driven and/odictionarybasedexactUA-matd-driven toficompresé this madness down to more manageable
number of UseAgentderivedtags.

To do so, you can define, at website level, a seriegpbtternsalong with their tags. Likewise, a setting
could be set pointing to a file that matches complestrings to tags.

Again, aiCache could use both pattéased matching and exact UA matching, in that order. When UA
could not matched through neither of the methods

aiCache runs the Ufnatching logiconly when told so, instead doing it for each and every request. While
you might want to run this | ogic f dchoundrédsoiréRLsphatg e
request auxiliary conteritJS, CSS and image filegou configure aiCacheto runthe UA matching logic for
selected requests by setting _tag_procesglag at pattern level.

Note that youmustsetua _tag_procesdglag at pattern level to have aiCache apply UA tagging logic

Again, when request 0w tdg Aatterhor to angxact YA smrgt(defmeddin t o ¢
ua_tag_file),aiCache themagsthe request with the tag name that you provide. When no match could be found
a tag ofdefault assigned to the request. You will see how you can usgetfhelttag later.

To make it esier for the origin servers to decide what version of content to render, aiCache sends the
matched tag to the origin servers ¥aJA-Rewrite header.

For example, you can decide to render your content in 3 different styhmgsle simple tablet and
default desktops t yl e. As desktop styling is most common,
use mobile_simpleandtablet as two othetags




aiCachey 6.291 Cicmendy L Get your life bt
95 E

UserGuide ,
www.aiCache.com 2 e@3aiCache, Inc .

Now, we tell aiCache how to match Ussgent string to each of these tags: 2 explicit tags andlefzailt.

To configure UAto-tag patterns, simplgdefine them, at website levelia ua_tag_pattern For example
(incomplete list)

ua_tag_pattern .*BlackBerry8.* mobile_simple
ua_tag_pattern .*iPhone.* mobile_simple
ua_tag_pattern .*iPad. *  tablet

To configure UAto-tag exacimatching, simply define them in a separate file, where each line contain tag
and complete UA, in that order, separatedingle whitespacelines starting with # are ignored.

To make it easier for the origin ser¢ to decide what version of content to render, aiCache sends the
matched tag to the origin servers ¥dJA-Rewrite header.

You can derive such file from a source of your choosing. It is up to you to secure proper rights and acc
to the UA databask some are free, some require a payment¥aoct might be able to receive a complete list of
known US agents from your analytics provider. Beware that the list undergoes daily chasgesw devices,
browsers and browser patches, ROM versions etc arelutied to the market.

After obtaining a DB containing the User Agent strings, you can process the file using a custom script a
output the file format that aiCache expects. For example, using WURFL or similar device description file, yc
can look at screesize attribute and assign tags based on that value. Possibilities are Erydlessan look for
certain device type, CSS or JS support, support for HTML5, Fléash again it is up to you to produce the
output in the format that aiCache expects andoaswill see, the format is very simple

For example (incomplete ligtith just 2 entriesplace the following into a file calledseragentfileNote in
the example below how the exact UA matching is specific to a particular release of Firefox 13 bvewnsen,
13.0.1 . It is likely there will be dozens of different version of Firefox 13, each requiring its own exact UA
matching string. Likewise, the particular UA string we provide for Ipad, is likely to go through many minor
changes, each requiring a n&li string. It is easier to match for such UA by using UA pattern matching, as

opposed t o-foelxeatctte r O Ineatttcehri ng . But we digress.
# Match firefox 13.01 to Adefaulto tag
default Mozilla/5.0 (Windows NT 6.1; WOW64; rv:13.0) Gecko/20100101 Firef 0x/13.0.1
# match Ipad to fitablet 0 t ag
tablet Mozilla/5.0 (iPad; U; CPU OS 3_2 like Mac OS X; en - us) AppleWebKit/531.21.10
(KHTML, like Gecko) version/4.0.4 Mobile/7B367 Safari/531.21.10

Next we point to that file viaa_tag_filesetting, at website leveFor example

ua_tag_file  useragentfile

Now, you need to tell ai Cache fArun t hatagJgfocasat c
flag at pattern level. This way aiCache runsltife-matching logic only when told so, instead doinfpr each
and every request. Whil e you might want to run

thousands of URLs that request auxiliary conted®, CSS and image files.
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Note that younustsetua_tag_procesdslag at pattern level to havaiCache apply UA tagging logic

With ua_tag_procesdlag set at pattern levehiCache could use both pattdrased matching and exact
UA matching, in that order.

When UA could not mat ched through neit hedrnothef 1
requestYou can then use the Adefaul t o t &aucdnalsoexplicitye |
assign default tag to the request through pattern or exact UA matching.

To make it easier for the origin servers to decide what versiacontent to render, aiCache sends the
matched tag to the origin servers ¥aJA-Rewrite header.

When needingtofillaUA agged request from an o r-Aggnt stringswdlr v e
be forwarded to t he aourltapggsd requese You ean ¢configuneaiCacleinat tp fofivarae
UserAgent header for request s nod haadefault tagat welasibe@repdttera s
level.

aiCache executes the tagging logic, as described above, for both cacrmhblecacheable request, as
long as matching pattern has the tag procesdlag set. Likewise, the tag is forwarded to the origin servers
for both cacheable and foacheable requests alike and could be acted on by the-seleeonde.

However, the UAdg takes on special meaning wioatheablerequests are concernédh that it becomes
a part of requestodéds cache signature, allowing to
UA Tags.

You can go about serving mobile and desktop ursarnumber of different way3he rest of configuration
depends on your setup:

Different sites (www.acme.com and m.acme.com), different URL structure.

Webéd want to catch what we t hsiterakd reaviteedirecbthem toghe r e
mobile site. Likewise, we want to catch what we think are desktop requests at mobile site and rewrite redir
them to the desktop site.

Please be aware that a setup like this might really stretch your sanity tib & disnyou need to catch and
rewrite all of the URLSs of significance that need to be matched across both content management systems.

For exampl e, |l et 6s 1 magine that you provide 1040
m.acme.com/SECTI®_NAME, for example m.acme.com/world_news, m.acme.com/politics
m.acme.com/finance etc.The same section fronts are rendered via completely different looking URLS on
Aimai no site.

Youdd need to come up with a wa two sesof RLs,V yod want2
to be able to catch and redirect both mobile and desktop users in appropriate way. This in itself could b
strong argument for use of unified CMS for both sites, one that uses same URLSs for the same- econterst
you knaw aiCache offers support for it too.

Letbs concentrate on desktop site for now. Fir
mobile devices tanobile tag. You can use both pattern and exact matching methods as described aboy
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Interng has many mobilenatching patterns, ready for usdéut do be warned that they need constant upkeep,
due to new devices, new ROMs, new versions of browsers appearing daily.

As mentioned earlier, it is often tinmeore importanto err on the sie of keepig the requests ofimairno
aka desktopite, as opposed to redirecting a request to mobile site.

Next, in the matching pattern sectjgrou can specify an exagtatch string, that is to be matched against
the UA tag (in our case, these will bebile), alorg with URL rewrite string. For exampleve catch requests
from mobile device$ by matching to the tag ohobile, directed at /news.html and /technews.html on the main
site and rewrite/redirect them to point toatching URLson the mobile site. The setting called
ua_url_rewrite a nd vy o iua mhttetn $eeel:

pattern /news.html simple 30
ua_tag_process

ua_url_rewrite mobile .+ http://m.acme.com/render?id=22

pattern /technews.html simple 30
ua_tag_process

ua_url_rewrite mobile .+ http://m. acme.com/render?id=31

Note that you have full power of regular expressions in the rewrite pattern, so you capture part of tl
original URL and use that in the rewritten URL.

Webre not tagging the requests fr ¢cachea atg) asausudl.e r |

Clearly, youdd want tredirectalt URhs obhsiguificapaé buyd ot rhoye thane wr
that. For example, yow o u | wamtdd apply this processing to the static content etc, as it is not likely to be
ever requestefrom your main site by any of the mobile browsers.

Theua_url_rewrite settingrequires 3 mandatory parameters and accepts up to 3 optional ohas.the
following format:

ua_url_rewrite TAG match_pattern rewr_pattern [TTL] [OS_TAG] [sub_hostname]

As you can see, you can specify(override) TTL, specify OS Tag, so that matching requests could
filled from different origin servers and lastlgpecifya different Host header to be sent to the origin servers
when a response is requested.

All 3 are optiong but you must specify the preceding parameters when you want to specify OS Tag c
sub_hostname, so that aiCache knows which value is which. So in order to specify OS_Tag, you must spe
TTL -even i f matches the patternés TTL.

If you were to specify '_hostname value, you then mapecifyboth the TTL and OS Tafg even
when you simply want to use default OS tag of O.
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Remember that when UA could not matched through neitaetag pattern(s)orua_tag_file a UA tag
of Adefaul t 0o i est &he ;g wdlrodyde setovhaahag proeesglag is set at pattern level.
You can then use the Adefaulto tag to drive URL

Different sites (www.acme.com and m.acme.com), same URL structure.

This scenario is rather unlikely, but configuring it is very easy. We still match mobile requests and tag the
with mobile . The only difference from above is that we
the same URLs on differentes.

Normally ai Cache issues a 3020 r edlirecte8tlflagatihe c
pattern level.

pattern/  world news.html simple 30
ua_tag_process

ua_url_rewrite mobile .+ http://m.acme.com/worldnews.html

pattern /technews.html simple 30
ua_tag_process

ua_url_rewrite mobile .+ http://m.acme.com/technews.html

Same site (www.acme.com), same URL structure, same origin servers.

Again, configuring it is very easy. We still match mobile requests and tag themmwltiie . And that is
it! aiCache will still cache content as per your configuration. To make sure content is cached so that different
tagged ver si on the WAtagis ddded to thedcacher ceukest sigeature.

To make it easier for the origin servers to decide what version of content to render, aiCache sends
matched tag to the origin servers YaJA-Rewrite header. Complete Uségent string is also forarded to
the origin server. It is up yowhat youwant to base youcontentrenderingdecision making on: thtag that
aiCache conveniently forward for you, or the entire tfsgent string.
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Same site (www.acme.com), different URL structure, different origins.

This setup allows you to fo{dnify) what presently are two different websiiethe main and the mobile,
under the same site, even if they are running different CMS and are bostiéterent servers, possibbut of
different datacenters

Please be aware that a setup like this might really stretch your sanity to & disnytou need to catch and
rewrite all of the URLs of significance that need to be matched across both content management systems.
will also reed to decide when to gampleURL rewrite the URLs in the transparentway o t hat URL
change in the browsersod a davritersdiectBoathat URA shanges jmahe e d
browserso6 address bar.

As usual, do your best to matkhown mobile UA tomobile tag. Again, you can have a number of tags
and very evolved matching weo6r e simplifying here.

Next we rewrite the URLs that are different between desktop and mobile URL structure. You can rewri
Abehind t he s c esmesaaware of thdrewrites orvissiseiredieect to the proper URLs instead
it is up you. Possibilities are endless.

We also specify a different OS Tags in the rewrites so that mobile content is filled from different origir
servers

In additiontoove r i di ng the TTL and assigning a differe
name, when a fill is needed from an origin server.

pattern /JUSnews.html simple 30
ua_tag_process

.Ljé_url_rewrite mobile .+ /render?id=123 0 2
# Notice how we override TTL to 0 and OS tag of 2 is specified as last param above

pattern /technews.html simple 30
ua_tag_process

ua_url_rewrite mobile .+ /render?id=223 0 2 m.acme.com
# Notice how TTL is set to O, OS tag of 2 is specified as AND
# we request the hostname to be changed to m.acme.com

# Main sitebés origin, default tag of 0 implied
origin 1.1.1.1
origin 1.1.1.2

# Mobile sit
origin 2.2.2.1 80 2
origin 2.2.2.2 80 2

edbs origin, notice different network and |we
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Same site (www.acme.com), same URL structure, different origins.

Very similar to the setups above. Keep the URLSs intact, while specifying diffeseats.

Overriding TTL, OS Tag and Host header based on UA tag.

In the 3 scenarios above, you might want to override the TTL for certain UA tags, possibly in addition 1
selecting different origin servers. For example, when rendering pages for mobdesdgou might want to
render the ads into the page sersigle and disable caching for such pages, while still caching the same URLSs
for desktop browserssi caso,t hiesien g ehawas ardispti.cl i en

The TTL is optiona™ parameter in thaea_url_rewrite directive. It is to followthe rewrite_to pattern.

The OS_Tag is optional™parameter in thea_url_rewrite directive. It is to follow the TTL value so that
if you were to request an os_tag, make sure to the specify the TTL even if you weeepgoe at t he
default TTL value.

The substitution host name is option&lgarameter in thaa_url_rewrite directive. It is to follow the TTL
and OS tag values so that if you were to specify a sub hostname, make sure to the specify the TTlagind OS
even i f you were to repeat the patternés defaul't

For example:

# Default caching of 30 secs
pattern /USnews.html simple 30
ua_tag_process

ua_url_rewrite mobile .+ /render?id=123 10 0 m.acme.com
# But modify to 10 seconds when serving mobile users, use default os tag of O
# and rewrite the hostname to m.acme.com

Dropping requests based on UA tag.

To drop requests, match UA to special taglaip. Enable processinfpr the URLs where yo want to
apply this drop logic, viaa_tag_processt pattern level.
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Simplify UA tagging with default tag.

You canexplicitly tag requests with special tag @éfault aiCache also implicitly assigns the same tag
when it could not btain a UA match via neithera_tag_patterrs orua_tag_file (matching is attempted in this
exact order).

Letting to specify explicit matching wefaulttag might simplifyand/or speed upou matching logic. For
example, you might want to match known kiep user agents tdefault before continuing to match the
remaining patterns.

While aiCache adds thiag to the cached response signaturand you can observe that by using CLI
inventorycommand, the tag afefaultis skipped so as not to lengthee tength of the cache signature.

Letting users have a choice.

Youcanforceassi gn a tag to a request by using a coo
based on the value of the Usggent string and will use the tag value from the coakstead.

Useua_tag_cookiesetting to specify the cookie name. It is up to you when and how to set this cookie, i
ever. When setting the cookie, we recommend using the session cookie that expires when user closes
browser. Otherwise the user wik Ipegged to a desktop or a mobile site for an extended period of time.

You can provide a |link saying fiChoose main sit
clicked, customserverside or cliertside JavaScript logic could be thdre executedi that sets appropriate
cookie value.

While not obvious, you can delegate setting of the UA tags entirely to your-satgeor clientside code,

if you so desire. Simply set the_tag_cookieto the value of your choosing and provide matchingdiagen
rewriting rules viaua_url_rewrite setting .

Modifying UA tag patterns and file content.

aiCache uses low overhead logic to allow for speedy matching of User Agents to tags. Should you neec
modify the configuration of either the patterns or exact U#ahing, you can do so via usual zelmvntime
CLlI reload. aiCache will purposefully leak some amount of RAM upon each such reload.

You will recover that RAM back when you perform complete restart of the aiCache.
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[Deprecated] UA-driven URL rewriting and rewrite-redirection.

This feature is only available in mob#mabled version of aiCacheis deprecated starting with 6.267, use
UA tagging insteadWhen both features are combined, results will be unpredictable.

Occasionally you might have a need foserAgentspecificURL rewriting. For example when request is
coming from iPhone, fonews.htm] you might want to redirect such requestipmonenews.htm! while
requests coming for the same URL from Blackberries, you want to seretrimews.htmlandso on.This is
where you can use UAriven URL rewrites. These are configured in two steps.

First, you need to configure UA rewrites. We're trying to "compress” hundreds of different mobile use
agent string into a mormanageable anthuch smaller set (seelsewhere in this Guide for more detailed
explanation of this feature). For example:

ua_sig_rewr .*BlackBerry8.* berry
ua_sig_rewr .*iPhone.* iphone
ua_sig_rewr .*Android.* android

When ua_sig_rewr are specified, the rewritten UA stgnbecomes part of response's signatufer
cacheable responses. You can see that by using inventory CLI commands.

Next, in the matching pattesection you can specify a wildcard match string, that is to be matched against
the rewritten UA string (in aucase, these will béerry, iphoneor android and URL rewrite string. For
example:

pattern /news.html simple 30

ua_url_rewrite iphone /news.html /iphonenews.htmi
ua_url_rewrite berry /news.html /berrynews.html
ua_url_rewrite android /news.html /and roidnews.html

You can also configure a rewrite to an absolute URL by configuring the rewrite string so that the rewritte
URL starts withhttp: or https: . In this case, matching requests willriedirectedto the specified location.

Please note that bo URL match and URL rewrite strings are regexp strings, so you have full power of
regular expressions to accomplish complex rewrites, butetwattenrUA match string is a simple wildcard
search string and NOT a regexp striddf.course the UAdriven URL rewrites can only happen when User
Agent is provided in the request header.

As usual, you can use providpdttesttool to test your match and rewrite patterns. To see before and after
URLs, specifylog_rewrite setting in global or website section of tkenfiguration file. Please note that
cacheable response signature is formed from the original request URL, but it is the modified URL that ge
logged in the access log file.
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Please na& that when you enabléoth UA-driven URL rewritingredirection (see délow) and use
ua_pattern settings, explained later in this documehe UAdriven URL rewriting and redirection happens
first - as in it takes precedence over "plain” URL rewriting

Pleasetake care to netedirect, by mistake, assorted search Bots amilas. For example, redirecting
Google search Bot to a mobile version of your site will result in Google sessghsfor your content pointing
to yourmobile servers probably not what you'd want.

As a safety trigger of sorts, you can instruct aiCaolke@eprequests whose Usé&gent headers are shorter
than certain length. To configure this, sat keep_lengthvalue at website level.

Rewriting request’'s Host header.

Occasionally you might have a need to rewrite request's Host HTTP Hesfdez reuest is sent to an
origin serverYou can accomplish it viaub_hostnamewebsite or pattertevel settinglf both are set, pattern
level setting takes precedence.

Let's imagir thatyour site relies om third partysite,api.somewherecom for some kindof functionality.
But you want tosendclient traffic to a different site/domairone under your controlapi.acmenews.com
while applying all of the aiCache benefits ttee request/response trafficaching, real time reporting and
alerting.

There are anumber of uses you might find for this functionaltymostly in case of emergency, for
temporary workarounds, obtaining aiCache benefits with traffic to provider APIs and things of that natur
Please do not abuse this feature for any illicit purposes.

Please note that this is different from CNAME DNS records that sometimes are used for somewhat simil;
but different function. With Host rewrite, thepi.somewhere.com will receive requests with Host header
specified aspi.somewhere.comwhereas with CNMA aliasing, the destination web site receivesdhiginal
Host header. You might be able to request your API provider to setup their servers/application to responc
api.acmenews.com but it might be a time consuming endeavor or something that isippoged.

In general, when a request's specifies a valid hostname, that is matched to a website, through di
hostname match, matching of one defimedameor matches one of definedildcard, it is the request's Host
header that is forwarded to originmger, unlessub_hostnamesetting is set.

Please note thdbr noncacheable reques@iCache forwarslall and any Se€Cookie headers from origin
servers back to the requesting clients. HoweWNeorigin servers respond with domainspecific SetCookie
header(s), these will be ignored by the requesting browsers due to domain name mismatch. In other wo
clients might think they are accessiag.acmenews.comwhile SetCookie response header instructs to create
a cookie forapi.somewhere.com Such SetCookie response headergould be ignored by browsersnd
cookies won't get sediCache doesn't rewrite S€bokie domains for doing so could create a black hole with
most disastrous consequences.
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Host-header-driven URL rewriting .

Occasionally you mighhave a need to rewrite incoming request's URL based on the value of request
header. This feature can be used, for example, to accommodate for vanity URLs that are used frequentl
shortenonger URLSs or to accommodate for special promotions.

For exanple, let's imaging Acme.com running promotions for spring product catalog and Nikey running
shoes. So ads go out, advertizing spring.acme.com and nikey.acme.com.

Yet in reality, when users go to these sites, we want to redirect:
spring.acme.com> storeacme.com/catalog.aspx?collectionid=23423&promoid=232

nikey.acme.com-> sportinggoodscme.com/catalog.aspx?collectionid=57465&promoid=434

aiCache allows to set such vanity sites with ease. Start by creating an aiCache website and specify t

spring.acmeom and nikey.acme.com asamesand specify, viahost_url_rewrite patternlevel settings the
desired redirection:

website

hostname store.acme.com
cname spring.acme.com
chame nikey.acme.com

pattern / simple O # To match all of the URLs

# Below is a single line !
host_url_rewrite spring .+
http://store.acme.com/catalog.aspx?collectionid=23423&promoid=232

# Below is a single line !
host_url_rewrite nikey .+
http://sportinggoods.acme.com/catalog.aspx?collectionid=57465&promoid=434

As you can seehehost_url_rewrite is apatternlevel setting thattakes 3 required parameters:
- a simple (non regexp) match stringp be used to match against request's host header.
- a regular expression that is to be matched against the original URL string.

- anoher regexp a substitution string that will replace the request's URL string.
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In order forredirectionto happen, you must start the rewritten URLSs Witlp:// or https:// . As usual, as
regular expressions are used in match and substitution stringsagchave very elaborate matching, including
regexp grouping and back references.

Normally ai Cache issues a 3020 r edliect8elflagatihe
pattern level.

c




aiCachey 6.291 Gicmendy Get your life bt
E

UserGuide 106 .
www.aiCache.com 2 e@3aiCache, Inc .

Support for Geo-driven processing of requests.

Introduction to basics of Geo-targeting.

Many businesses have a requirement to modify appearance of content they serve based on geogra
location of the requesting user. Some of the typical uses of sueawgge content serving are customizing
pages sahat, for example, US visitors would see one version of content, while those coming from elsewhere
the world would receive international version of content.

Another common use that most of us have been exposed to on the Internet, is serving ot ads tha
appropriate for your | ocation . For exampl e, i f
serving system could deliver the relevant promot
can be performed based such gedargeting.

Geo-locating the requesting user.

The geetargeting systems need to figure out your (geo) location, before aramgeting can take place.
Most of the time, a database of sorts is used, that ties your IP to a location. In ottsgeryeor IP address is the
key into the DB and the result is a record that contains a plethora ehfgeoation, such as Country,
State/Region, City, Postal/ZIP code etc.

The Geo databased today are incredibly accurate. The accuracy is achievedibg 0§ a number of
methods, some of which are obvious and some are quite interesting in their own right. For example, a comn
technique used is so called triangulation. Having a number of set points (servers) with known locations
number of pings aressied to a particular IP and based on ping latencies, quite an accurate determination of tf
| P6s | ocation can be made.

Geo Database.

Theredre a number of vendors that sell Geo DBs
MaxMind Geo DB ywww.maxmind.com Effectively, aiCache contains code that, when so configured, can
guery MaxMind DBi obtaining the geo information (aka geg) about requests. You can then use the said
geotag to perform a wide rang# actionsi in fact, identical to those you can perform with {dAsed request
processing as described in previous section. You can block, redirect and rewrite requests, change TTL an
OS servers and so on, described in length later in this section.

It is your responsibilityas aiCache customeo, contact MaxMinddirectly and secure a right Asurchase
their GeoCity Database and be in compliance with their Liceng@Cache is in no way affiliated with
MaxMind and cannot provide you with a versidrtlee MaxMind Geo DB.

Effectively, all aiCache requires in the end is a .dat file tiyau point to via a simple configuration
directive. You are also advised to periodically refresh the file with a newer version to keep current.

MaxMind providesfredy downloadable fiited versiors of their Geo DB files. Again, it is your
responsibility to be in compliance with terms of use for any of MaxMind products.
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Configuring aiCache Geo-processing.

You must legally obtain and salily place, onto your system, both the MaxMind shared library,
libGeolP.so and a MaxMind DB file As a courtesy to our ct@ners, we provide a pi@mpiled MaxMind
library, as part of aiCache distribution file. You calso compile your own version of the library or obtain one
from MaxMindi in order to upgrade to later version or if fp@mpiled GeolP library is not compatiblathw
your Linux distribution

In order to compile your own library, download tfi€o APl from MaxMind, untar it on a Linux system,
enter the resulting directory and perform the regifaonfigure; make; make install

Thereds a number of gl obal geedat filen.ly must pam t© a vaid w |
MaxMind City .dat file. For example:

server
€
geo_dat file GeoLiteCity.dat

By default, the gedag contains only Country information in it. You can tell aiCache to add up to 3
additional components to the g&g: region/state, city and postal/zip code. You can configure the total number
of components vigeo_partsglobal directive, must be between 1 (country only) and 4 (all four components).

Theunmodifiedgeotag has following format:
COUNTRY;REGION;CITY;POSTAL_CODE
For example

US;NY:New York;10001

Us;;;

US;NY;;

As you can see, you can end up witgraat number of different geags and much like with UAlriven
request processing, you wi ||l most | ikely want to
exampl e, you can decide to tag alleowornlhe asefi WOI

Should lookup of the GeolP database return no results, you can assign a default geo tag by us
geo_default_tagwebsitelevel setting.

To perform such reduction of geéags you need to usgeo_tag_pat(similar to ua_tag _pad. In the
example below we say that whenever the-ggpcontain US, we will reduce it to USA. All other gag
values will get reduced to WORLD.

ai Cache do e-rocéessingdopap incpming eequests, you must configure it at pattern level by
settinggeo_tay_procesdlag.
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server

é

geo_dat _file GeoLiteCity.dat

geo_parts 4

website

hostname news.acme.com

geo_tag pat USUSA  #if full geo tag contains AUSO, rewrite it to USA

geo_tag pat. WORLD # everything else gets reduced to WORLD
geo_default_tag USA # if geo lookup fails, assign this default tag

pattern / exact 120
geo_tag_process

geo_url_rewrite US A .+ http://us.acme.com # When Geo Tag matches USA

geo_url_rewrite WORLD.+ http://w  orld.acme.com # When it matches WORLD

You can then configure aiCache to perform various actions based matching oftaggeda
ncoming

geo_url_rewrite pattern level setting. The example above tells to rewrieed i
when USbased \gitor is detected, thttp://us.acme.com

Thegeo_url_rewrite directive has the following format:

rect

geo_url_rewrite EXACT GEO TAG URL_MATCH URL_REWRITE [TTL] [OS_TAG]

The GEO_TAG must be axactmatch to the detected gémg. The URL_MATCH regex pattern is their
so that you could capture selective portions of the URL and use them in the URL_REWRITE regex pattern.

Should the rewrite pattern start with http or https, aiCache will perform resedteect (302 or 301, you
can configure which way you want it), as opposed to doing an internal URL rewrite.

The TTL and OS Tag are optiorialyou can set either or both. Should you provide OS tag, make sure to

specify the TTL value, even if it is the same one already set at tieerplattel.

Note that we deodpartss e tstpiercg f ysd hehat

remaining 3 fields (region, city and postal code) are blank.

onl

y

reque

aiCache, upon successfully gemtching incoming request, forwards the resultpmssibly reducedec
tag to origin server via a request header. You can configure demaheader_namelobatlevel setting. It

defaults to XGeo Tag.

| t wi | | al so forward the anfull o

configure it viageo_complete_header_namgloballevel setting. It defaults to-XGeoFull-Tag.

ver si

on

ofan t h

Likewise, aiCache issues gecookies back to the requesting user. You can configure it via
geo_cookie_name and geo_complete_cookie _nameglobatlevel seting. Thesedefault togeo tag_cookie
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and geo_full_cookie respectively These are only returned for noacheable responses in order to avoid
caching them.

Both sending of the geo tags via header values to the origin server and returning them to the client,
cookies, only happens for O TTL requests or, for cacheable requests , when geo tag is used as part of the ¢
signatur e. This way both the origin servers and
fashion: only when aiCache is dothat response may vary based on the geo tag, will the geo tag be sen
Otherwise, origin servers may vary output based on the geo tag , which aiCache would then cache with
taking the geo tag itself into account, which would be wrong behavior. Liketeigging clients with such
cookies, could result in same erroneous behavior unless geo tag is used in the signature.

When geo_cookiecookie is set in incoming request, aiCache skips the DB lookup and instead, uses tf
cookie value as getag. This way, yo can affect processing by setting the -tg via server or cliergide
code, by setting this cookie to appropriate value.

You can force ai Cache to i g-ookopeto detbrinise useogdg,ibg a
settinggeo_cookie_overrideglobal level setting.

Overriding TTL and OS Tag based on Geo tag.

You might want to override the TTL for certain Geo tags, possibly in addition to selecting different origir
servers. The TTL is optional™parameter in theeo url_rewrite directive. It is b follow the rewrite to
pattern.

The OS_Tag is optional™parameter in thgeo_url_rewrite directive. It is to follow the TTL value so
that i f you were to request an os _tag, make sure
defadt TTL value.

For example:

# Default caching of 30 secs
pattern /news.html simple 30
geo_tag_process

geo_url_rewrite US A .+/render? content =123105
# Rewrite the URL and set TTL to 10 seconds when serving US users, set os tag of 5

Dropping requests based on Geo tag.

To drop requests, match geo tag to special talyad. Enable processing for the URLs where you want to
apply this drop logic, vigeo_tag_procesat pattern level.
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Modi fying requestods cacthge signature usin

You can set aiGzhe to append the geag as an additional component to the cached response signature b
setting patterdevel flag ofgeo_tag_sig

This way, for example, you can have US version of home page cached separately from the same page
other users. Or you nastore cached NY content differently from the one for FL users. It implies that origin
servers/code would render the same request URL differently based on the valu¢agf lgeader, as forwarded
by aiCache. Exercise common sense when using this feature.

Geo and mobile tag processing order .

Should you configure both geo and mobile tag processing for a given URL (pattern),-tag geacessing
takes precedence and happens first. Shoulgdagprocessing result in rewritedirect, the mobile logic nev
sees the request.

Should geetag processing nact(rewrite-redirectetc on the request, the mobile logic will next have a
crack at processing of the request. You can see that this can lead to some complicated decision makin
exercise common sense when setting.

You can, as an extreme example, have origin servers serve custom conteioliaeadyeoand mobile
tags. So, desktop users in US will have one version of content, different from one served to iPad users in
and so on. Effectively, origin semgewould need to act both on UA and Geo Tags as forwarded by aiCache
while aiCache would modify the signatures of cached responses by inclodihgags into the cache
signatures. Troubleshooting this ki mldhiscdmplexigybased w
on your comfort level.

Testing Geo-processing .

Basically, it boils down tdirickingd aiCache into processing your requests dhal werecomingfrom
different parts of the world/country etmd then observing if the geo rules §miestablishedfunctionto your
liking.

Therdre two basic ways to accomplish that:

1 Useproxiesi thatwould relay your requests to aiCache so that aiCache sees thésdRagldress
instead that of your ow.herdre a number of free proxiesoundaroundthe world, you can look
these up using your favorite search engine

1 Usehdr_clip (described in detail elsewhere in this Guideijting. It allows you to forward client

IP as a request head®Yith this setting in effect, you can then use a tool sucabas wget to
send requests with varying client IPs

Lastly, uselog_rewrite setting to see how aiCache processes your requests.
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Configuring Client-to-Origin Server Persistence.

Please note that OS persistence is not recommended for use with D8Sined origin servers. If you
choose to use it, unpredictable results might ensuélse of origin servers defined by IP addresses is
recommended when you need to use OS persistence.

Some sitesnight have a need to "pin" clients to specific origin servers. For example, a client A might neec
to be pinned to origin server 1, client B to amigerver 2, while client C might be served by any available
origin server.

The reasons for suatequirementmay vary but a common theme to them is a notion of "session" and
"session state". Let's imagine arCBmmerce site where a visitor is in procespapbulating a shopping basket
with assorted items. If such a site is served via a number of origin servers, then there must be a provision the
of the origin servers that such client might access darstgppping visit, know of all the items that golaced
into the shopping basket. Otherwise, as different origin servers are accessed, items with desppeaand
reappear at random, a most frustrating situation for a shopper, as you can imagine.

Let's agree on some tech speale Wtate that sucshopper createssession statas sooras (s)he logs in
and/orwhenfirst item is placed into the basket. Téession statencludes basket items. And as long as shopper
in our example is free to move between different origin serversetbgon state nstibe somehow replicated
between all of thenso it is available on any of themdow, doing it reliablyand quickly is no easy taskwith
significant implications both on site's infrastructusite's cod@ndbottom line °

Fortunately, there's a muchsger way to address this dilemmave simply make sure that after a certain
activity takes place, the userpgnedto an origin server. Another common name used for this technique is
origin server persistencer sticky connectionsNhen used, a givensitor always connects to a single origin
server. Other visitors connect to other origin servers, so in the end the loadegestijidistributed across all
of the origin servers.

To configure such visitor pinning (origin server persistersigply spedfy os_persistsetting inwebsite
section(s) of the configuration fil®lease do not combine this setting wldastconn or any other nowmefault
load-balancing metrics, as it will send most traffic to one of your origin servers !

If the pinnedrfequestd origin servelater becomes w@available- for example it is disabled after failing a
health checkor the request fails when seaind optionallyretried to the requested origin servernew origin

% Sometimes the session state is shared through a database or some other form of centralized persistence mechanism. But n
the time developers would simply use SessiohtA& is available with most common frameworks, Java, PHR eteere the session
is tied to a cookie (JSESSIONID etc) and the session steépisnmemory and iocal to a given server.
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server is selectedtia the regular,simple rounerobin selection process and client is notified of the new
selection

In case of such origin server failure the existing session state isrkgtiring relogin, repopulation of
shopping basket etc. But origin server failure is an infrequent event andlssgiof session state is a small
price to pay for the resulting simplification of the overall setup and not having to replicate session state acrt
origin servers.

ai Cache reports number of such fpi nneoddinterva. dhee s t
report is available via all three main methods: CLI, SNMP and $t&dlstics

Please note that you might see some fairly interesting scenario when you add an origin server and
persistence is enabled. What you're likely to see isethett when one or more of origin servers are added to a
farm that has OS persistence enabled, these new servers don't appear to be getting much fiértréféic a
change takes effect (aiCache is restarfElg. situation will correct itself over time.

You might find yourself ina situation where you want to disable certain URLs from pinning the requestor
to an origin server. To do that, simply create a matching pattern and tag diseltie persistencdlag. For
example:

hostname login.acme.com

patt ern /password_test.aspx simple 0
disable_persistence

Please note that when a request matches a pattermsvithgspecified, theos_tagtakes precedencé&o
better understand this, | et 6s i magi n entmRandssacond ere s i
for /b.html. The request for /a.html is sent (forwarded by aiCache) to an origin server.

With os_persistset, the same origin server would be then chosen to fill the request for /b.html. Howevel
should /b.html have its owss_tagset,that os_tag takes precedence and a new origin server, with a matching
0s_tag, is chosen to fill the request for /b.html.

An alternative way to enable origin server persistence is teasson cookiteature of aiCache, described
elsewhere in this Guide

Please note that when an origin server be chosen due to osetaf users will not be pinned to such
origin server, even ibs_persist is specified for the matching website. In other words, such patterns will
effectively have theidisable persistene flag set by aiCache.

Assuring OS persistence in mixed HTTP/HTTPS setups.

Lets imagine news.acme.com is accessed via both HTTP and HTTPS protocol. You need to have
persistence setup so that after a user is persisted to a an origin server, thagsarsereer is used for both
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HTTP and HTTPS request. For example, after accesbit//news.acme.com/ user is redirected to
https://news.acme.com/loginform.htm] then user's login name and password are posted to
https://news.acme.com/login_verify.php - which upon successful login shall redirect user to
http://news.acme.com/home.phpYou need tensure thaall of theseURLs areobtainedirom the same origin
server(same OS IR)

There're two different ways to assure that and we shall describe them here.

The easiest way to assure that is to have aiCache terminate the HTTPS traffic while forwarding the reque
to origin servers over HTTP. This will assure that session stickiness persists for both HTTP and HTTF
requests.

Another way is to setup 2 differemiccelerated sites in aiCache and use aiCacdishostname,
match_http_only andmatch_https_onlywebsite settings. For example:

listen http * 80
listen https * 443 news.cert news.key AES256- SHA:RC4 MD5

website

HHHHHHHHH . #HEH# "Plain” site
hostname plain_acme

cname news.acme.com

match_http_only

0s_persist

sub_hostname news.acme.com

origin 1.1.1.1 80
origin 1.1.1.2 80
origin 1.1.1.3 80

HHHH R Secure site
hostname secure_acme

cha me news.acme.com

match_https_only

0S_persist

sub_hostname news.acme.com

use_os_https

origin_https 1.1.1.1 443
origin_https 1.1.1.2 443
origin_https 1.1.1.3 443

Notice how we setup two accelerated sites, one configured for HTTP traffic only enathiér one
configured for HTTPS traffic only. We made sure we specify origin servers in the same IP address order.
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Please note that you can also umsatch_http_only and match_https_only settings in pattern sections,
effectively making patterns protocolespfic.

For convenience reasons we also gave these site-lmelikge names oplain_acmeand secure_acme .
This way you can see these two sites as two separate and easy to distinguish entities in aiCache repo
screens and can manage them separatety éach other. To make sure aiCache doesn't send these fake name
as values of Host HTTP header, we have configured aiCache to replace the Host header with news.acme.cc

With this simple technique we have assured that OS persistence will work in tloa thsh we require.

Origin Server tagging - selecting origin servers based on request's URL.

You might have a need to be able to select origin servers based on requestoiHBmple, you might
need to make sure that requestsitaininglogin.jsp are only sent to origin servers 1.1.1.1, 2.2.2.2, 3.3.3.3,
while requestgontainingsearch.jspneed to go to origin servers 4.4.4.4 and 5.5.5.5.

Possible reasons for us of this technique include server partitionindgréakéy mintedsharding - where
different user accounts resideand are served bdifferent origin serverand/or database serve@r you may
need toconfigure all POST requests to go to "write" servers, while read requests are directed against "rec
servers.Another example: gu can sed all users with premium accounts tcoae farm of servers, while
relegating less fortunate visitors to lesser servers and so on.

Different example might include a situation when you're adding new functionality to your site, to be serve
by a new servefiarm (and may be, completely different framework) and you want to make sure that requests a
seamlessly and propentgutedout across your existing and new servers.

To get such requestrivenorigin-serverselection to workaiCacheallows to specifyorigin server tagas
an optional pattern attributeYou can alsotag your origin servers wittorigin servertags Now, when request
matches a pattern and that patterns specifies an origin servai@aghemake sure request are only sent to
origin serves that have matching tags.

You configure pattern's origin server tag g tagdirective in pattern section of the configuration file.
Each pattern can hawe singleorigin server tag defined. For example, we define a simple, O TTL pattern
containing .AAA and request that matching patterns are sent to origin servers that are tagged with 5:

pattern .AAA simple 0
0os_tag 5

You configure origin server's os tag by adding the tag number as last parameter, following origin server's
address and port numbé&ior example, here we define 3 different origin servers, all tagged with 5:

origin 1.1.1.1 80 5
origin 1.1.1.2 805
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origin 1.1.1.3 805 |

You can also configure aiCache to send only a fraction of matching traffic to tagged OS servers, using
decimate_os_taglirective. When specified, matching requests are to be filled, in decimated fashion, only
from origin servers that have matching origin server tag. Think of it as a way to bleed a small, controlled
portion of traffic to the matching OS.

pattern .AAA simple O
os_tag 5
decimate_os_tag 10 # Send only 10% of traffic to the tagged OS.

For example, when set to 10, every tenth request (10%) will be filled from an OS with matching OS Tag, all
ot her matching requests wil/ be filled from fAreg

Pleag note that in order to tag origin servers, you must provide origin server port number, even if it is tt
defaultHTTP port number of 80. If you don't, then the tag numdmrbe mistaken for pomumber and your
setup will failto work. Tag value must bender 254.

The patterns can specify any TTL, including O . In other words the responses don't have to be cachea
Again, you have full power of patterns, baimple andegexp at your disposal so you're only limited by your
imagination.

Please note #t os_tag of 100 has a special meaniitgs used to mark an OS server or servers as servers
of "lastresort” . See next section for more information on this feature.

Additionally, should an origin server be chosen due to uss dhg users will not b pinned to such origin
server, even ibs_persist is specified for the matching website. In other words, such patterns will effectively
have theidisable persistencdlag set by aiCache.

Origin Server of last-resort.

Some site resort to having'disager-recovery"readonly version of their sites maintaingtbr example,
somesitesuse periodiccontrolled,web-crawling of main sites) so that in case of a catastrophic failure with
their main hosting infrastructure, user traffic could be served off santent replica.

To configure such origins of last res@@SLR), simply create one or more of origin servers with os_tag of
100 When aiCache fails to fith request from regular origin servers amtcase of cacheable request, stale
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version of cahed content is available on aiCache servers, it will attempt a fill again an origin server of las
resort.

Please note that when website health checks are configured, aiCache will perform regular health che
against such origin servers of lassort, ® they must be able to properly respond to the health checks,
otherwise aicache will fail these origin servers just as it would any regular origin server failinghahecit

Detecting a failed LR OS in timely fashion is beneficad it allows aiCach® deal with this condition in
proper fashion, as opposed to trying to direct requests at a bad server.

Origin servers defined with os_tag of 100 are only used as OS of last resort and are not used to deliver
traffic under normal operating conditions.

When configuring ai Cache with OSLR, ma kifeyouonlyr e
define OSLR, without defining any regular OS, aiCache will start and/or restart normally, but the behavior wi
be unpredictable.

Cookie-driven Caching Control.

Quite often, a Web p agwhéhercookiaidpeesetisetin sveb aefjuest. dHise d
mostly happens whemregistereduser logs in into aveb site Now content of a wb page might be different for
suchloggednuser, a® pposed t o ot Wisitars Forfexamplea persanal greeting can be shown
on top, some other content might be affected by
the same for all the anonymous users, it migbk different for those who log in.

With Cookiedriven freshnessontrolaiCacheallows you tohaveyour cake an@atit too. You can cache a
page formostvisitors (such as anonymous users in the example abovejgrve itfrom origin serversevery
time for othe visitors (such as registerddggedin ones in the example above), all based on whether a cookie
is present in the request.

Configure a matching pattern as usual, specifying adi L patternfor someURLs. The only difference
is specifying an addibnal parameter in the pattern sectiftit_cookie (that's a number '0'When this cookie
matches a cookie setdfientrequest, the TTL for the docuntemill be set (overridden) to 0. For example:

| ottl_cookie userid |

For anonymousisers, thatare ndto gge d i n a n dhattctokieset, the pagetwill heacached
with all the regular benefits of cachin@lease note that you can specify multipé_cookie settings, presence
of any of them in request will result in matching pattern's TTLdeaset to O.

For example on a blog site, most users are anonymous browsers of blogs. They will enjoy fast respo
times and origin servers will certainly appreciate corresponding reduction of traffic. Yet, as soon as blogger Ic
in, certain URLs can bmade norcacheable, so that the blogger will see "EDIT", "POST" links and such. All
we need to configure such setup is to figure what cookie gets set when a user logs in and configure that co
as a0ttl_cookie for certain patterns.
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| n s ome c bke ®dopk ngt dou & abrtain, static cookie name but for a certain pattern in the
requestos Cookie header . Jaodom sess@mcpokienames,rsatpatybu cannag
useOttl_cookie setting. But if you know that all of the cookiemes or values match certain pattern, you can
then configure ai Cache to | ook f or 6tthaoobkie patdetting.r ns
For example:

| Ottl_cookie_pat SESS.+= # Match any cookie name that starts with SESS ‘

The oppositef Ottl_cookie is cache_cookiepatternlevel setting. When set, it indicates that request is to
be considered cacheable only when the specified cookie is present. For example:

| cache_cookie jscapable |

Here's how you could use this feature. A large nundfemobile devices (cell phones, PDAs etc) are
capable of Javascript, but have it disabled at the factory. So even when you know requesting device type, i
and model, you can never be quite sure if the requesting device is enabled for Javascript.

Yet whether or not a device supports Javascript is frequently the difference between being able to cac
content and not being able to do that. For examplend®led devices can render the ads chad, so you
don't have to run the ad rendering logic seside. As a result, thpagecontent for such J8nabledcanbe
cached.

In order to find out if a device is truly ¥habled, you can imbed a small JS scriplet in your responses. The
scriplet can create a cookidet's call it Jsenabled. Now each and eary request from J8nabled devices will
carry jsenabled cookie in it. When such cookie is present, you can return cached content, while when th
cookie is absent, the request is declared-camheable and regular noacheable request processing logic
takes place.

In server side code, you can tailor the content output so that the code delivers cacheablmoheuririe
versions of content, by relying on aicaditgpheader header (remember theswe theheaderghatare always
sent to origin servers wheaiCache is requesting cacheable response).

Such use otache_cookias not limited to accommodating of mobile devices, feel free to use it for any
other purpose you can think of.

Content-driven Caching Control.

You might have a need to control whethen@ a web page is cacheable, based on pégsponse)
content. For exampleyww.acmenews.com/breakingnews.aspweb page is nhormally cached for 10 seconds,
unless editorial team decides to publish a survey (poll) on that page, in which case you acmndhe page
for as long as the poll is active. As soon as poll is removed from the page, you can restore the caching bac
10 second.
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aiCache offers support for this kind of scenarios via so called "Content Driven Caching" or CDC for shotr
Here's howt works.

First, you define a cacheable pattern, just as usual. Then you add one or ntwrepattern patternlevel
settings under the matching pattern, specifying regular expression match strings. With these specified, aiCe
will analyze response b, looking to match the response body to a defiaed pattern.

Should a match be found, aiCache temporarily overrides TTL for the matching response and sets it tc
Effectively, the matching web page is declared-nacheable. Periodically, aiCachelvattempt to match the
page's content again and should no match be found, the page will have its TTL restored back to the
specified by the pattern. You can control how frequently sachecking is done by settirgdc_interval
pattern level settingt defaults to 5 seconds.

website www.acmenews.com

pattern breakingnews simple 10
cdc_pattern acme\ spoll
cdc_pattern acme  \ ssurvey

In the example above, we match response's body (content) to see if contains "acme poll" or "acme surv
in it. Should amatch be found, aiCache will declare the pagecamheable and no longer seitveut of cache.
Sometimes, you might find it easier to match for auxiliary content URLSs instead. For example, you might knc
that every time a poll is published on a pabe, poll's Javascrips included into the pagso you can look for
that Javascript URL instead. For example:

cdc_pattern userpoll.js
cdc_pattern usercomment.js

Matching for such JS "includes" migbe less resource intensive, as they are often locattt atery
beginning of the page's HTML, so aiCache can find the match faster.

As long as you know the likely location of thdc pattern in the response body, you can give aiCache
another hint, viacdc_bytessetting (specified under the same pattern). Whgecified, aiCache will only
analyze firstcdc_bytes bytes of response, as opposed to the whole response body, for possible match t
cdc_pattern. This can save significant amount of overhead, especially when response bodies are fairly large.

Let's consideranother situation. Acmenews's editorial team might decide to publish polls or enable
comments, in any of the following pagesnews.jsp, worlnews.jsp, marketnews.aspndcenews.aspAs you
can see, all of these URLs have a common "news.jsp" compondeigso you can create a single pattern to
cover all of them:

website www.acmenews.com

pattern news.jsp simple 10
cdc_pattern userpoll.js
cdc_pattern usercomment.js
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Now all of the mentioned pages will have their content analyzed for-G@@@ides, ndependently of each
other. In other wordgysnews.jspmight end up in CD&verride state, whilevorldnews.jspis still served from
cache.

The handling of page with the CB&verridden TTL is no different from the way OTTL requests are
normally handled byieache. Specifically, all of the cookies are sent both to OS and back to the requestin
client.

When page is in "regular”, cacheable state, aiCache only attempts to match the response body agains
CDC patterns when the page is refreshed, so we recothgmnkeep TTL for such pages low enough, so
aiCache can detect the change in the page's content quickly eaughentioned earlier, when in "CBC
override" state, the matches are performed esgey interval seconds every 5 seconds by default.

When aiGache needs to perform content matching for CDC patterns, it requests the response in plain, ni
compressed form. This way no CPU cycles need to be spemidny serverso compress the response and by
aiCache to witompress it, before matching could berfprmed.After such analysis and before being sent to
the requesting client(si¢ response will be compressed by aiCache, in accordance wvitib-fyycompression
settings and client browser indicating support for compression.

When dealing with largeolumes of traffic, enablingdc_pattern processing might increase system load.
We suggest increasing number of workers to better utilize all of the available CPU cores. For example, havin
CPU cores and only 2 workers, the aiCache might be constraieeid dmw number of workers, so you might
consider increasing it to match number of available cores.

Content-driven request fallback or retry control.

You might have a need to safeguard against intermittent origin server failures where a bad respasse boc
occasionally sent in response to a cacheable request. The only indication of bad body is something in the L
itself (as opposed to connection errarong response sizer a bad response cotdleaiCache guards against
those via different mechanisms sdabed elsewhere in this Guide).

In this case you may ustb_pattern setting. One or more of thesegular expression matgatterns can
be specified per pattern. Upon obtaining of a response, aiCache will match response body to each defi
fb_pattern and should a match be found, aiCache will attempt to fallback to previous, stale copy of cache
response, assuming such stale cached response is available.

As long as you know the likely location of the pattern in the response body, you can give ai@ach
another hint, vidb_bytessetting (specified under the same pattern). When specified, aiCache will only analyz:
first fb_bytesbytesof response, as opposed to the whole response body, for possible nfatghatéern. This
can save significant amount@verhead, especially when response bodies are fairly large.

When aiCache needs to perform content matching for FB patterns, it requests the response in-plain, r
compressed form. This way no CPU cycles need to be spent by origin servers to compesgmtise and by
aiCache to witompress it, before matching could be performed. After such analysis and before being sent
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the requesting client(s), the response will be compressed by aiCache, in accordancehgifty @ompression
settings and cliertirowser indicating support for compression.

When dealing with large volumes of traffic, enabliibg pattern processing might increase system load.
We suggest increasing number of workers to better utilize all of the available CPU cores. For exampl&, havin
CPU cores and only 2 workers, the aiCache might be constrained due to low number of workers, so you mi
consider increasing it to match number of available cores.

Please note that the same basic mechanism of matching of response bodiefBgaitetns can be used
to determine when aon-cacheableresponse is bad and request #rye The only change would be declaring
theURL pattern as O TTL.
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URL-triggered Cache Freshness Control.

Sometimes, you won't be able to use coakigen cache freshngegontrol. It can happen when a session
cookie is established even before user logssn usingsuchsession cookie as cache busting indicator is not
possible.

Yet another scenario could involve ait@nmmerce site where a user can place an item iatshopping
basket, without logging in first. Again, you might not be able to use a presence of a cookie in the request
cache busting indicator.

aiCache allows to account for these scenarios withRh-triggered cache busting setup. You effectively
tell aiCache: after a user visits certain URLS, | want to disable caching for some of otherwise cacheable UR
For example, aftdpasketAdd.jspis visited, you want to disallow caching for product pageswProduct.jsp,
as these will now have display of cent of shopping basket in them.

You can configure one or more of such cabhstingtriggering URLs viaOttl_url settings at website
level. The setting takes a single parameter, ihasedto perform partial matching against request URL. For
example:

Ot tl_url basketAdd.jsp
ottl_url login .jsp

Now, when any of these links are visited, aiCache sbadk a cookieaicacheOttlcookie set toyes You
can change the cookie's name to a different name if you like, by@slingrl _cookie setting, at websiteelvel.

After aiCache sends the cache busting cookie back to the client, the processing logic is similar to regt
cookiedriven freshness controf.ou configure a matching pattern as usual, specifying aOnbhL pattern for
some URLs. The only differends an specifying an additional parameter in the pattern sedttncookie
(that's a number '0"). When this cookie matches a cookie set in client request, the TTL for the document \
be set (overridden) to Go this is what you'd add under relafettern, assuming you have not changed the
default cookie name @ficacheOttlcookie

pattern showProduct.jsp simple 120
Ottl_cookie aicacheOttlcookie

Now for those users that have not visited any of the triggeringWRhsd t hus dondt hay
the page arecachedUsess that have visited any of the triggering URLSs, will hagaching disabled for any of
the patterns that have matchiditj _cookie setting specified.

Allowing Cookie pass-through for cacheable responses.

By default,aiCachedoesrt allow any SetCookie headers to b&oredin cachedresponsesn order to
safeguard from potential sharing of private d&@awhen a cacheable response, coming from origin servers,
contains one or more S€obokie HTTP headers, these are always fitteyat and it is the "sanitized" response
header that is cachedgain, it is done on purpose as cookies are frequently used to "personalize” response
might act agpointers to HTTIES) session information and/or directly store private user data.
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However, f a particularsetup requires some cookiesbeallowed to pass fromrigin server and into the
cachedresponseyou can enable it vipass_cookiesetting, under proper URL matching patteYiou configure
a matching pattern as usual, specifying a-QoRTL pattern for some URLSThen you providean additional
parameter in the pattern sectipass cookie

pass_cookie lastvisit |

Now, for cacheable responses, the matching cqBlastvisit' in this exampleill be allowed to pass into
the cached responddultiple pass_cookialirectives can be specifieger pattern.

Please note that OTL responses (nenacheableesponsegsalways pass all of the cookiés any are set)
from origin serves back to the requesting browseo pass_cookiedirective isonly applicable tocacheable
responses.

If you have touse thissetting please make sure not to enable caching of private user data by mistake. Fc
example, allowing cachingnd forwarding/sharingf session ID or user ID cookias a very bad idea.

Signatures of cached responses.

By default, aiCache uses hostname and URL of request, possidified by removing some parameters
or discardingthe complete query string, and one"p0","p1","g0","g1" suffixes as a signaturéor cached
responsesHowever, in addition to these 3 basic parts of any cached responses signature, more option
components could be addedhcludinga Cookie 6ig_cookig, UserAgent string §ig_ug or a rewritten User
Agentstring v al ue of an ar big_headajrand last, geques's Accefsainghageshdader. (

To reiterate- every cached response has a signafline. signature will always have at least 3 parts,to it
separatd by a single white space:

- hostname

- URL : path+ optional ( possibly modified) query

- "p0" or "p1"for plain, noncompressed responses ag@™or "gl" for gzip-compressedesponses.

You can see theached responssgnatures in clear, enclosed within angle brackeigynature<), when
you run any of CLI "inventory" commands. In order to effeached responses (for example, expire them), you
need to specify either amxact signatur@f a cached response omaatching pattern You can obtain exact
signature by copying and pasting the string within the angle brackets, as output by anlof itheentory
commands.

For example,/home.html, when cached in necompressed form, for an accelerated domain of
aaa.bbb.com, could have a complete signatufasadisplayed byCLI inventory command)

>aaa.bbb.com /home.html pi< |

As you can see, aiClhe's default behavior is to store separate versions of cached responses for HTTP1
and HTTP1.0 requests (the pl vs pO and g1 vs g0 signature components). However, in some scenarios
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might know for a fact that there are no differences in responses drgim servers, across both HTTP
versions.In such case you might find it beneficial to tell aiCache to store unified cached responses, where sa
cached response, plain or cached, is used for both HTTP1.1 and HTTP1.0 request. To accomplish this, pls
setunified_cacheat global level of the aiCache config file. The setting is a flag and requires no value.

unified_cache. |

Doing so can significantly decrease size of RAM used by cached responses (as we don't have to sto
versions of same content), heticiease cache hit ratio (as both request types are now fed the same respon:
and decrease traffic to origin servers.

By default, the hostname part of the signature comes Wweirsite setting value, so that no matter the
host name val ue tdhéadet, asdong as it matclses websitebettisg value or any of possible
cnamevalues, the cached responses will all have the same signature, for the same URL and thusly only «
copy of the shared response exists.

For example, with the following coigluration:

website  www.acme.com
chame a.acme.com
cname b.acme.com

requests fowww.acme.com/1x1.gifaacme.com/1x1.giind b.acme.com/1x1.giwill be all cached as a
single cached response. This is the defaul't beh
websites.

If you instead desire these 3 URLs to be stored as 3 disimttseparate entries, you can specify
sig_req_hostsetting at website level. It is a flag and requires no value. Note that such setup will result in high
memory consumption.

Unifying cached content for different websites.

You might have a setup whea number of different sites are cached via aiCache, for example a.com
b.com and c¢c.com. Yet some of the content on thes
copy of it, effectively sharing it across different sites.

Forexample | et 6s assume that you want to share URL
this, we simply tell aiCache to use a different signature piefixn st ead of matching w
configure a different prefix via pattetavel sig_hostnamesetting. For example:

website a.com

pattern /css simple 1d
sig_hostname css_content

website b.com

pattern /css simple 1d
sig_hostname css_content



http://www.acme.com/
http://www.acme.com/1x1.gif
http://www.acme.com/1x1.gif
http://www.acme.com/1x1.gif
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website c.com

pattern /css simple 1d
sig_hostname css_content

Now, when a request is made farcom/css/main.css, b.com/css/main.css or c.com/css/main.css, sar
cached response will be returned, saving the overhead of having to maintain 3 different copies of the se
content.

As usual, make sure that the URLs are cacheable and are not wsebsifie in any way.

Adding a Cookie value to signature of cacheable responses.

By default, aiCache uses hostname and URL of request, possidified by removing some parameters
or discarding the complete query string, and a "p0","pl1","g0","gl" , asgreture of (pointer to) cached
responseddowever, some sites might serve differeatheableontent in response tequests forsame URE,
depending on a value of a cookie present in the request.

For example, if a cookie calle@dnnection_typé is set, different responsesight be sent in response to
request for home page (such as index.html) when cookie is skigtd',""medium" or "low". Or a cookie
called 'language might be set toén", "fr" etc. To enable cachingnd sharingpf suchresponss aiCache
allows you to use this cookie and its value as part of cache sign&tomely specify,in properwebsite or
patternsection following setting:

sig_cookie connection_type \

Now, for cacheableessponses, the matching cookmrinection_typein this example) and its valuare
added to the response’'s signature and proper version of cached rdaspsesed in response to requesith
different value of the cookie set.

When a response to such requests must be obtafiret f{ll or refreshof sale cached responjsdahe
appropriate cookie and its valaee passed t@rigin server. This is in contrast to normal handlingatheable
requests, when no cookies are allowed to pass from usemsgin servers Such blocking of cookies for
cacheableesponseds done on purposas cookies are frequently used to "personalize" responses, might act a
pointers to HTTP session information and/or directly store private user data.

Multiple sig_cookiecan be configured per pattean website You can alsocombinesig_ua (see next
section) sig_languageand sig_cookie settings- in which caseboth the selected cookie va(gg Accept
Language antdserAgentheadersre used as part of signature.

Please note that as usual, patienel setting okig_cookieoverrides gupersedgswebsitelevel setting of
the same name, if both are s@fhen sig_cookieis not detected in cacheable request, the request cache
signature will look as if ngig_cookiewas specified.

When using this featurglease make sure nad e£nable caching of private user data by mistake. For
example, allowing caching of session ID or user ID cooksesvery bad idea
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Adding User-Agent request header to signature of cacheable responses.

By default,aiCacheuses hostname and URL ofjuest, possibly sanitized by removing some parameters
or discarding the complete query striragd a p0","p1",'g0","gl" , as a signature of (pointer to) cached
responses. However, some sites might serve different cacheable content in response sdaoemase URLS,
depending on a value of a User Agent HTTP header present in the request. As you most likely know alrea
User Agent HTTP header identifies browser's make and model.

For example, a site serving mobile clients might serve responses fohosgting (content)depends on
exact mobile device/browser. To accommodate for such clients, while allowing for caching of responses, !
must use UseAgent information as part of cached response signature. So when a URL named "news.html"
accessed by d8ifferent mobile devices, we shall have 3 different responses cadassch containing mobile
device's User Agent string.

To enable such behavior, please spesify ua setting in website section of the configuration file. All of
the cacheable requestdl now have User Agent information appended to their signatdsessing this feature
has potential to significantly increase the size of response cdaketdmultiple versions of same URLs
gettingcached), use it only when necessary.

You can also cotrine sig_ua and sig_cookie (see previous sectiorgettings- in which caseboth the
selected cookie valuendUser Agent string are used as part of signataréhis case it is the User Agent string
that becomes the signature's suffix.

Adding reduced/rewritten User-Agent request header to signature of
cacheable responses.

This feature is only aviable in nobile-enabled edition chiCache

It is most desirable to accommodate for different mobile devices in a fashion that doesn't require chang
the URLs - so that no matter what mobile device is being used, news page is always accéssed.htm|,
sports section is alwaysports.html and so on. An alternative solution where URLs change, say by prefixing
every URL with a device type, to accommodatetf device type is clearly less elegant.

Related to the previolysdiscussedeature, this one allows you to rewrite/reduce tsgent strings to a
smaller subset and use the rewritten/reduced values as part of cacheable response signature.

The problenthis feature addresses has to do with a great variety of mobile devices currently availabl
Every firmware revision, ifferent nobile providers/carriers/marlssall result in a different Usehgent strings
sent by mobile device, making it a challengeataommodate for all of these devices. Yet at the same time the
great variety of mobile devices on the market can be redudedstdhara dozen of distinctly different devices
(device families). So Blackberries can be grouped into may be 2 differenArdteid devices into its own set
and so on, based on capabilities, support@G&S,Javascript and available screen sizes.
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aiCacheallows you to accomplish just that. You specify rewrite rules for 48g@nt string. The
rewrittenreducedJserAgent stings arethen used as part of signature of cached responses.

The samé'compressed” Usehgent stringis also forwarded ax-UA-Rewrite header in requests sent to
origin servers. The origin servers (serg@te code) can theorogrammatically access andt@n this header
value, with a goal of modifying responses to accommodate for mobile device differefaregxample
resorting to Javascriftee versions of content for devices that don't support Javagsesyzing the images to
accommodate for diffent screen sizes and so on. Of course the ssidlercode can also tailor the responses
based on the actual value of Ug#agent string &iCachenever modifies it, it is forwarded verbatim from
requesting device to the origin serverdjut then theserve-side code has to accommodate for a much larger
variety of devices.

Reducing the large number of different Ugerent strings to a much smaller subset also has a positive
impact oncachingof responses allowing to achieve much higher cache hit ratiod smproportionally reduce
the traffic and demands on origin server infrastructure (Web Servers, DB servers etc). It also allows to gree
simplify the logic required to handle the variety of mobile devices available on the market today.

To configure theUserAgent rewrite/reduction, usea_sig_rewr setting(s) in website section of the
configuration file.Each of these must have two parameters: the matching pattern and the rewrite string, ve
similar to how we rewrite the URLs themselves (see elsewhdéhnésimanual).For example:

ua_sig_rewr *BlackBerry8.* berry8 ‘

reduces all UA strings that contaBlackBerry8in it to berry8 - reducing many different possible UA
strings to just oneYou can reduce other UA strings in similar fashion by addingenad ua_sig_rewr
directives.

The ua_sig_rewr takes optional third parametedttl ua. Requests with matching Usé&gent headers
have their TTLreset to 0, when request's URL match patterns that haveGitime flag set.

The use and purpose of this i@& are best explained with an example. Let's imagine you have a web site
for mobile clients. On that website you have a pagews.html. The page shows breaking news and also
serves some ads. When requesting browser (mobile device) is Javascript, gqmableant thelevice to obtain
and render the ads via devisigle (client-side)Javascript. ¥t if mobile browser isncapable of Javascript, you
need to render the page sersite and then it cannot be cached.

To accomplishthis, we create a number ofa_sig_rewr settings, matching the multitude of devices we
intend to deal with. We assume that all of iPhone and Blackberries are capable of Javascript:

ua_sig_rewr *BlackBerry8.* berry8
ua_sig_rewr * iPhone .* iphone

Next we declare thany other devices amot Javascript capable, so we want to disable cachinglifor
otherdevice typs. We accomplish this by addiigtl_ua to the end of thea_sig_rewrstring like so:
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ua_sig_rewr + non_js Ottl_ua |

Now we define a simple pattefor /news.html page and provide Ottl_ua setting under that pattern's
definition:

pattern/  news.html 60
ottl_ua

Now Blackberry and iPhone customers are served cached version of the pagall wthikr mobileclients
are not allowed toeceivecachel verson ofthe very saménews.html page. Instead, these two are forwarded
to the origin servers and have their ads rendered by ssdeercode. Of course, the example implies that
/news.htmlis rendered by the servside code in a fashion that makes it fllesfor clientside Javascripads
renderingfor Iphone andRIM Blackberry devices, while rendering the ads sesige fordlesset devices that
do not support Javascript.

A bit more on UseAgent matching patternsigase note that you must use""'for white spaces if you
want to match anwhite spacesn the match string. The replacement string can use-teekences to match
groups in the match string, usihgl", " \2" syntax to reference first, second matched groups and so on.

To assist with patirn testing,aiCachedistribution comes withpattest command line tool Here's an
example opattestin action:

pattest - p ".*Blackberry \'s7.* -s'aaaBlackberry 7xxx' - r ‘berry7’
[Success]: Rewrote original string:
>aaaBlackberry 7xxx<
To new string:
>berry7<
Using pattern:
> *Blackberry  \s7.*<
And replacement string:
>berry7<

When using pattest, we recommendknclosingall three of the parameters in single quotes, to prevent
possible expansion/interpretation of the special symbols, if any, by shell.

You can also request all of UA rewrites/reductions to be logged into error log filegvieewrite global
setting. Clearly, it is not recommended to enable such logging on a-traffig/production site, use it to fine
tune the rewriting and then turnoif.

Whenua_sig_rewr settings are configured for a websié@Cacheuses theewrittenUser Agent string as
part of cached response signatug@u will be able to see it clearly and in plain view when running any of the
CLI inventory commandsg,(sit, gr, sif, sis).

Forwarding User-Agent header to origin servers, for cacheable requests.

By defaul t, ai Cache st r+Agest (Ud)umthen doavartire such mqueasts tpu
origin servers (for firstill or refresh). The cacheable responbtewdd not depend on the value of UA header,
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plus stripping it out saves valuable bandwidth and relieves OS from having to process this header. Should
response depend on the UA, please see the previous chapters on how to configure use of (pods#ly rewri
UA in cache signatures.

| f you desire to stildl forward c ac foavarth baeflagrae q u
website level of the configuration file.

Adding  Accept-Language request header to signature of cacheable
responses.

By default, aiCache uses hostname and URL of request, possddified by removing some parameters
or discarding the complete query string, and a "p0","pl1","g0","gl" , as a signature of (pointer to) cache
responsesHowever, some sites migimeed toservedifferent cacheable content in response to requests for
same URLs, depending on a value of a Acdgpiguage HTTP header present in the requistept
LanguageHTTP header identifies browsepseference for language/locale in which it would prefesde the
response.

Most multi-lingual sites have different sutbomains or URL naming schemes to serve their content in
different languages. For example, www.acme.com might have-we&acme.com, wwvgpa.acme.com sub
domains to serve its content in Frenckl &panish languages. Or, it might have URL naming convention where
all of the French content lives under www.acme.com/french/ URthat is how your site is setup, you don't
need to use the feature we're about to describe.

Yet some sites might use browseAccepiLanguage header as an indication of user's preference for
language. So when Accepanguage header is set to: “eig,en” , the site is served in English,-Togfre” is
served in French and so ewhile preserving the same URL scheme. In otherds, English speakers will see
index.htmlcome back in English, while French speakers will see the samecbiiRé back in FrenclClearly,
if we were to cache such responses, we must be able to discriminate them based on value-baAgeagée
header.In other words, "index.html" response in English should be different from the same "index.html'
response in French. aiCache accomplished that by allowing you to add the value ofLaocgaige header to
the signatureof cachedesponses

You set it up byspecifyingsig_languagean website or pattern section of the configuration flliee setting
is a flag and doesn't require any parameters. With this setting in effect, you can observe, via CLI inventc
commands, that the response signatures, in fagt, the value of Accedtanguage header embedded in them.

Please note that depending on the user's browser and their locale settings, there might be some variatic
the values of Accegianguage header, leading to multiplication of cached responsesduadion of cache hit
ratios, so use this setting only when necessary.
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Adding value of arbitrary request header to signature of cacheable
responses.

You can configure aiCache to add a value of an arbitrary request header to the cache signature.
configure, sesig_headerat website or pattern level. The setting requires a single value: the name of the head
whose value you wish to use in the signature. For example:

sig_header custom - header ‘

As us ual sig_headéentalae; whénsset, overrides tratwebsite. With this setting in effect, you
can observe, via CLI inventory commands, that the response signatures, in fact, have the value of speci
header embedded in them. Only one such value is alldwelden multiple are set, only the last vaka&es
effect.

When detected in inbound requesiCache forwards this header and its value to the origin servers, when
refreshing or obtaining first fill for cacheable requests.

As you may have noticed, there appears some overlap between this sigatingeamdsig_ua and
sig_language But use of thesig_headerallows additional signature component, even wheig_ua and/or
sig_languageare set.

Response-driven Cache Invalidation. [ cluster/peer enabled]

This feature i s besssagywyphawe messade bbaypebesiieahaerp yoe cache e t
both discussion threadsnd forum frontsYet at the same time, when a new message is adagethtead, you
want tohave aiCache expirdhe cachedcontent ofrespective discussion threaight-away, not waiting for
cached content to expire when its TTL runs out. This thaynewly addethessagés seen by visitorassoon
as possibland the postsrarenot confused when the message Weyustp o st ed doesndt sho
right away,asthey certainly expect it to

aiCacheonce again comes to the restiyeallowingyou haveyour cake aneatit too. All you have todo
is to send a header calledtexpireURL in the responsto a post, identifyinga URL patternfor aiCache to
expire For kample assuming an eline forum that uses a popular forum software

X- expireURL : /acme - bb/ forumdisplay.php?f= 123 |

would expire particular forum page, while

X- expireURL : /acme - bb/ showthread.php?t= 123456 ‘

would expire a particular thread page . You sand multiple headers with that name to expire multiple
cached responses. Resorting back to the message board example, you might want to expirsuidtrihe
page and particular threadt is up to you.
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Do not specify host name or "http://" prefix X-expireURL header, follow thdormat inthe example
above

Java, PHP et abll have APIs to easily insert such headers into responses. However, in case of Java y
might discover that you cannot have multiple header values withattmename (in casgou want to expire
more than one URIpatterr). In this case a little cheating gets the job done: call these heaaeysir LURL,
X-expir2URL and so on replacing the "e" after "r" with a number.

Please note that the provided value (the string XftexpireURL : ) is treated as a patterli you need to
make sure you only expire a single response, please terminate the patternswghaae) which is always
present after the URL, before thel"p"gl", "p0" and "g0"portion of the signature. In gerarbeing able to
specify an expiration pattern, as opposed to exact URL, allows you to expire content with mordoease
example you can expire all of the pages (in a case of paginated URL) with a single pattern.

If you have anypeersdefined, aiCachecommunicates with each of them, resending the same expire
patterncommands). This way if you have more than oagacheserver acceleratintpis web site, all of them
expire this content simultaneously. For more information pleasthisesection

You can disable responsdriven content expiration at website or pattern level by specifying
ignore_resp_expiresetting at website or pattern level respectivéhen this flag is set, aiCache ignores the
X-expireURL header in responses.

Session-driven content caching. [ cluster/peer enabled]

Againwe providean exampl e to best explain applicabilit
news website- www.acmetimes.com. The site requires users tosteigand sigiin to view its content. The
users that are not loggédcan only view the home page.

aiCache allows you to cache such site's content in a fashion that enforces the registration/login policy
described above: the logged in users will beedbl see content from cache, while those users that are not
loggedin, will not be allowed to view cached content and instead, will be subject to your site's handling of suc
users (normally it means the users are asked to register and sign in to vieentdne- but again, exact
mechanism isompletely ugo you, aiCache simply forwards requests to origin servers).

Here's how to configure such cachirgrst, you need to find out what cookie is set when users are
successfully logged in. For example, ttomkie could be nameskssionidor jsessionid You also need to know
what URL(s) set these cookies. Normally, it would be the URL that lets users to login in. Let's assume the UR
is login.php.

To identify the session cookie that is used session_coold websitelevel setting:

session_cookie j sessionid |

Your setup might be such that session cooi&i e
embedded into the requestds URL. To tell ai Clsc he
you can set websHievel flag settingsession_cookie_urlWhen set, aiCache still tries to obtain the cookie
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val ue f
t

om requestodéds Cookie header and only when
reques S

r
0 URL.

To specify URIs that are allowed to set session cookies, sets_session_cookigatternlevel flagin a
matching patternFor example:

pattern /login.php exact O
request_type both
sets_session_cookie

Likewise, you may specify URLs that expire session cookies, by gelipires session_cookigattern
level flag in a matching pattern. This way, when one of such URLs are visited, aiCache will forcefully expir
the session cookie by modifying origin server response. A dummy valued session cookie is inserted, se
expirewell in the past. For example:

pattern / logout.php exact 0
request_type both
expires _session_cookie

Next, you need to define set of patterns, allowing caching for site's cefmging$pecifying that in order for
content to becached anderved by aiCaah a valid session cookie is present. To accomplish this, setup the
patterns in usual fashion, while providisgssion_cookie_requireghatternlevel flag.

For example, if you site's content, that requires users to be logged in, has a pr&fontint/ you can
configure the following:

pattern/  paid content/ simple 1m
session_cookie_required

You're specifying that any URL that matchpaidcontent/ is cached for 1 minute, but is to be served to
users only when their requests carry a valid session cdbkie.valid session cookie is detected in requests,
aiCache simply forwards such requests to origin servers, verbatim, where regular processing takashlace.
processing normally prompts users to register with the site etc, in order to view the toeyemte interested
in.

Alternatively, you can allow caching in both cases:
1 When request carries a valid session cookie (i.e for locggaders)
T When request doesndét have a session cookie (

by specifyingcache _anonymoust the resective pattern level like so:

pattern/  paid content/ simple 1m
session_cookie_required
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cache_anonymous |

With such configuration in effect, aiCache will store 2 different versions of cached responses for the sar
URL T one for for loggedn users and the ogh one for anonymous users. To make sure the cached response
donot collide, signature of the former I's modi f
signatures via CLI inventory commands.

aiCache actively monitors responses that maétL marked assets_session_cookiahen a session
cookie (SeiCookie) header is detectedsnch matchingesponse, aiCache memorizesits RAM, that session
cookie's value. It also communicates it to all of its peers, so that all aiCache servesamehduster are made
aware of the new session cookie.

Now, for requestso URLs that match patterns wigession_cookie_requiredlag, aiCache checks to see
if a valid session cookie is present. If and when it is present, aiCache allows caching ofesesptaise place,
following regular "cacheable request” logic.

If a valid session cookie is not present, the request's TTL is set tesdlting in aiCache bypassing the
cache and sending the request directly to an origin sdrvether word, the ragar "noncacheable request”
logic takes placeCode on origin servers can then prompt users to login or register to gain access to tt
protected content.

aiCache reports number of entries in its session tracking table via Web, CLI and SNMP interface
Peiodically, special cleaner logic is executed, removing expired or inactive session entries. Session |
considered to be inactive when there were no references to it Withaur. aiCache reports the number of
sessions that were removed from session @nliemg previougleanerun via CLI and SNMP interfaceEach
aiCache server in a cluster expires its session cookies independently.

To configure session duration, seission_durationglobal settingo desired session duration in seconds. It
defaults ta3600 seconds (1 hour).

Since session state is tracked in via RAM structures and is not persisted to more permanent storz
aiCache loses the session information whelt-restarted Consider usingpnthefly reloads instead see
elsewhere in this Guidef more information.

aiCache can also be configured to always forward client requests to the same origin server that origine
set the session cookie, by settgagsion_cookie persistebsitelevel setting. It is a flagequires no value and
is turnedoff by default. You'd normally use this setting when your origin servers don't have session sta
replication mechanism in pla@nd you want to pin the client to the same origin server that has created and |
maintaining the serveside client state infonation

Please noteghat since we are caching the responses with session cookie set, the responses must
cacheable. Specifically, they should not be tailored/personalized for particular logged in user. Instead, any s
personalization should be movexdientside Javascript logic, as described in Appendix to this manual.

As an extreme case, you can opt to cache content-aispetevel by usingsig_cookiesetting. Set it to
the same value agssion_cookie
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aiCache's support for session cookieolust and vigorousit actively monitors session cookie values as
returned by particular URLs on origin servers and matches all inbound cookie value to the ones that were sel
by origin servers.

If your requiremergare moraelaxed- to where you jusivant to make sure a cookmth a certain names
present in a request, no matter the value, for the request to be declared cacheable, youache usmokie
setting instead.
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Handling and storing of compressed (gzipped) and plain responses.

Plain (non-compressedand gzip'd (compressedcacheable sameRL responses are stored as separate
entities. In other words, each is a considered to be a separate cached response, with its own refresh
expiration time. For example a gzipped response to a hogeerpguest could be obtained at a different time
thana plain response for the same URL. Both do, however, share the same TTL.

Additionally, HTTP/1.1 and HTTP/1.0 are also stored separatege dedicated section on treatment of
HTTP/1.0 requests for m@information.

aiCache obtains both in a "lazy", -demand fashion, separately from each other. When a request for &
gzip'd version comes in, it is forwarded to an origin seraaesponsés obtained and cached. No attempt is
made to uncompress the gdipersion, just in case a plain version is needed soon. Instead, when a plain versic
is requested, a new request is made to the origin servers and returned plain respohes iseparately from
the gzippd version of the response that was obtainedipusly.

Sometimes you might see responses for the same URL stored in both plain and gzip'd format. St
situation is normally indicative of scripted, rbrowser requests being received for such URBmne AJAX
application mighalsoprefer to receive nenompressed responses.

You can see what responses, plain and compressed, you have in the cache by using inventory
commands - see CLI section for more informatiomhe cached responses would hap&""or "gl" added
following the URL, to indicate plaior compresse®TTP/1.1responses, respectivelReplace "1" with "0" for
signatures of HTTP/1.0 responses.

You can disable compression at pattern level by specifgisgble gzip setting (it is a flag, no value
required). aiCache will not request resporisesompressed form and will not compress responsékesity.

On-the-fly Response Compression.

aiCachehasability to compress Web conteai-the-fly. While it wasrare to have this capability inaeb
server8-9 years ago, nowadays masgeb serves sypportit out of the box. So it is up you to decidbereyou
want to compress the respon$esght on the origin servers or byaiCache If you feel thatorigin servers are
already taxed out and could use a breakai€achehandle it.Otherwisewe reconmend compressing it at
origin serveri this wayaiCachecan cache (fit) more responses in the same amount of RAM, due to muct
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smaller response siZe Also, with responses coming compressed from origin seraéschewon't have to
spend CPltycles compresng responses on the fly.

If you decide to leniCachedo the compression, yailo not have to modify yoarigin of web serves in
any way or install any softwar@&nyweb servecan havats content compressed, agiCachds notaweb server

plugin.

In order to enable othefly compression iraiCache you have tesetmin_gzip_sizefor a website where
you want to enable this feature:

min_gzip_size 2000 ‘

and aiCachewill then compres®n-thefly responses that kka ConteniLength (response size minus the
header size) of M0 bytesand more and have Contefype: of text/html, text/css and appliction/x-
javascript. No othe content types are compresdey default. Compression of HTML, CS&nd Javascript
responses is known to work across all of the browgerst without any issueS.ompressing smaller responses
(less than 2000 bytes in size) is likely to be counterproductive, as it increases load on the aiCache server witl
providing any significant reduction in size of responses.

You can also configure a#che to compress Json and XML respon€gsnpression of these response
types isdisabled by default and can be enabled by providomgpress_jsonandcompress_xmldirectives in
website or global sections of the configuration fildter enabling compressip please test carefully, as
compressing these response types can cause problems with some browsers

The responses are only comprekssdien triggering requeshdicates support for gzip compressivia
AcceptEncoding: gziprequest header

Please note thanthefly compression happens withimorker thread, as opposed to getting delegated to
another threadaiCache uses special logic to assure fairness to all connected clients: if a large response b
needs to be compressed, aiCache will compress apattit, process data for other outstanding clients, return
back and compress some more and so on. This way a large response, requiring compression, doesn't un
stall other clients.

You can disable compression at pattern level by specifgisgble _gip setting (it is a flag, no value
required). aiCache will not request responses in compressed form and will not compress resgbagls on

Compression and IE6 (Internet Explorer v6).

aiCache never compresses JS, CSS, JSON or XML responses whargrephgquests from IE 6 and IE 5
browsers as there are known issues with how these browser types handle compressed responses of ce
types. Only HTML responses are comggedor these browser types.

10 gignificantly large texbased responses, such as HTML, C$S, JSON, XML might compress 5:1 and better, a very
significant benefit indeed. Your BW utilization drops, you save money and thasens, on slower connections, will see responses
coming much faster. And the whole Internet, too, is a better plade & please do compress your content !
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Here's how this logic works. Upon obtaining thguest, if URLcontains.css, .jsor .xml and browser
type is IE 6 or IE 5, compression is disabded everything is saféf that's how your website is setup, you don't
have anything to worry about, aiCache has you covered and you can skip the iestuddglction.

However,sometimeghe response content typannot be easily deduced from the URL asdot known
till the actual response is obtaindeébr example, a request for URLnode12345can return a CSS or JS
responsgalthough there is nothgnin the URL indicating possibility of such outcome

Upon obtaining the response, aiCacehi# be executelE6 safeguard logi@again and if response content
type is anything but HTML and the requesting brows#E 6 or IE5, compression is disablas well

You can opt to turmff all and anycompression for IE 6 and IE 5 browsers by settiigable gzip_ie56
global option The setting is a flag and requires no value.

When you know that a particular pattern is safe for IE5 and IE6 compression, you can Se
enable gzip_ie56 setting at pattern level. The setting is a flag and requires no véauwewill obtain most
reliable setup by settindjsable_gzip _ie56global option and then qualifying particular patterns as safe for IE5
and IE6 compression by usirepable gzip ie56 setting at pattern level. It does require a bit of work, but
might offer significant benefits in case of large HTML responghsse are best when sent in compressed form
(both getting to the clients faster and lowering your bandwidt) bil

As a result of aiCache IE6 safety logic, you mighe (via CLI inventory commandsfached responses
whose signature includes "ie56" component and be interastedwhere this signature component has come
from. Don't be alarmed, this is expecteddadbr.

Tell-tale signs of IEGelated contertompression problems are IE6 users reporting seeing gibberish in
their browser windows , seeing content download popup windelen simply browsing an affected site
content formatting issuédue to corrupt CS) or Javascriperrors(due to corrupt JS)

There shall a worldwide celebration when last of IE6 browsers leaves this planet, but for nov
unfortunately we still must support these outdated and quirky browser types. aiCache is there, to assist yo
thisless than pleasant endeavor.

You can disable compression at pattern level by specifgisgble gzip setting (it is a flag, no value
required). aiCache will not request responses in compressed form and will not compress resgbagls on
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Forwarding cache control headers as received from origin servers.

Normally, aiCache overrides and overwrites all and any HTTP cache control headers, as received fri
origin servers, with its own. Some of such headers are "@achg&ol", "Pragma”, "Expires". If yodesire to
instead have aiCache not do that &mvard these headers verbatim, as received from origin servers, please
useforward_os_cache_headerssetting, at website level. For example:

website
hostname news.acme.com
forward_os cache_ headers

Handling of certain response headers with body-less responses.

When a response, as received from origin server, has no body, aiCache strips bothTypetemtd
ContentEncoding headers from such responses, if any are present, before responses areiesgn(lioiscis
done to avoid confusing certain clients that might expect a response body upon seeing such head
Additionally, not sending these headers under such conditions also saves precious bandwidth.

Normally, when a bodyess response is to be delied to clients, aiCache doesn't ing&ohtent-Length:
0 header, as responses without such header are assumed to tesbdijymost clients. Alternatively, you can
configure aiCache to explicitly inseontent-Length: 0 header into bodyess responseby specifying
send_0_cflag (requires no value) at website level.

Handling of POST requests with Expect header.

You might see POST requests that carry "Expect:cidflinue” header. Such header normally is used by
client to see if a server is willing taccept a large POST body. Only upon seeing "HTTP/1.1 100 Continue"
response will client continue with the request and send the actual POST body.

Upon seeing such "Expect: 1@0ntinue" header, aiCache will respond back with "HTTP/1.1 100
Continue” respose. It will then collect complete response and forward it to an origin server. aiCache doesr
not forward the "Expect: 10€ontinue" header to origin servers, freeing them from having to deal with this
extra logic.

aiCache also logs and reports the numiferequests with "Expect" header, at both global and website
levels, via CLI, Web and SNMP reporting.
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De-chunking of request and response bodies.

In order to safeguard origin servers from bogus/malformed requests, aiCache will alveaymkieequest
bodes, when TransfeEncoding: Chunked is specified in incoming requests. Only when request body can b
properly dechunked, request is processed. Should request require a trip to an origin server, aiCache v
forward dechunked request body, sparingd®nking cycles on origin servers.

Likewise, aiCache always d#unks chunkedesponsebodies - verifying their validity before forwarding
the responses to clients. It is theaheinked response bodies that get sent back to clients.

Cache size management via cache cleaner process.

As aiCache stores all cached responses in server RAM, it is important to optimize the RAM usage so t
more responses can be stored and overall memory management overhead could be reduced. We will
describe the techniques ddey aiCache to accomplish this goal.

Cache size management via cache cleaner process.

In order to keep size of responsacke under controlaiCacheimplementscachecleanerlogic of 2
different typessoft cache cleaneandhard cache cleanerBoth run periodicallylooking for cachedresponsg
that have not been accessed in a while. These documents are typically ones that were requested at some p
while backbut were not requested since thegain. Remember that aiCache useslemand cache refresiy
algorithm anddoes notry to refresh a stale cached document unless a new request comes in for this particul
document.

Soft cleaneremovesresponse databut it preserves an entry in the response cactw later on, you can
still see those responsache entrieand associated statistics.

Hard cleaneremoves response data and the corresponding entry in the response smaclieand any
statistics about such responses is IBsinpared to soft cleaning out of cached response, hard cleanemdr@es u
bit more memory.

Cleaning out suchunwanted"cached responses releases memory and allows for caching of more conten
It is only beneficial for the sites with lots and lots of cacheable contdmte it can loweraiCaché smemory
footprint, properlysizing the amount of RAM in yowiCacheserver is stilthe best way to go. Toiterate the
stateof-the-art in that area: as of 20008 you can have up to 64GB of RAM in better servers and that
number has grown all the way to 256GB in 2009. Sometimexs they sayt her eds no rep
displacement so do size up the RAM in your servers properly to allow for most optimal caching of content

To adjust theperiodicity of soft cleaner runsetcache_cleaner_intervalto desired interval, in seconds.
aiCacheuses a reasonable defau#tp you don't have to set it. Experiment with different settings if you detect
memory overutilization .
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To adjust the periodicity of hard cleaner runs Isatd _cache_cleaner_intervalto desired interval, in
seconds. By efault, hard cleaner is set to run once per hour. To disable hard cleaner, set this setting to O.

Normally, CC cleans out cached responses irrespectively of whether or not the cached responses are
fresh. If you want to disable cleaning out of cachredh responses , set_obey ttlflag at website level.

By default, CC cleans out responses that have not been accesaetiencleaner_intervakeconds. You
can change that by settimg_inactivity_interval setting at website level. The cache cleanettinoaes to run
everycache_cleaner_intervabeconds.

Occasionally you might want to disable cache cleaner altogether, for a given website. Do accomplish th
setcc_disablesetting at website level.

Here's how to decide between cache cleaner types: glwegs want to enable soft cleaner. Depending on
how active your site is, reasonable settingsciwhe_cleaner_intervalmight vary from 1m (60) for incredibly
busy sites with wide range of cacheable URLs to may be 1hr (3600) and above if the URL setcsniioed.

You don't have to use hard cleamatessyour URL set is stressingour memory footprint. Otherwisef
you have a large number of cacheable “tineer" URLs- that get cached but are rarely accessed again and the
cache size keep growingyfbing a stress on the system, you can enable hard cache cleaner.

Cache size management via Cache-by-Path Feature.

Let's say your web siteis fairly large and has significant number of variascheableURLs. After
deployingaiCache most of thecontentfrom yourweb serves will end up in theaiCachés responseacheas
users request from your web siteaiCaches designed to keeguch cacheable responsesmemory (RAM)
and never fes' to save cached documents to secondary storage, such asivesd dr

aiCachau s e s r ER]. aagpoinies t¢a signaturékey of ) cached copy of the Weatnntent Typically
we would want to use as much information as possible in the URtttas suchi s iatgré#d o r erfo this n t
cached object. For example leti'ssume that ouwveb sitehas just published a breaking news article and it is
available under the following URww.acmenews.com/stories.dll?articleid=12344

In order to cache this doment we would need to refer to it by the whole URL stringshamvnabove.
Assuming that we have abouttl@usandactive stories on our Web Site, we would end up with about a
thousandccached Web documentsd| with unique signatures of

www.acmenews.com/stories.dll?articleiddNNNN, representing these news artighaich is absolutely
fine and is just the way th@Cachewas designed to operate.

It might happen on a resourstarved system when OS forcefully pages out an application (aiCache in our case) to secondar
storage to free RAM space for another application. Swapping is to be avoided at allnobgust for aiCache but any other
application as well. This, amongst other reasons, is why it is important to have ample RAM available.
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Now, let's consider different example. tbday's world of Internet it is quite common for omeb siteto
provide alink to content on a different siteLet's assume that a number externalwebsites point to our @b
s teds homepage. I n order f or u sredtaausektom aumWely Site, thbse o
referring sites would normally provide a freferr

For example, theveb sitefiwww.acmebusinesspartner.commight point ¢ia HTTP hrejf to
fiwww.acmenews.com/breakingnews.htrl via the following link:
Awww. acmenews. c 0m/ lparteeadepanrggriee ws . ht ml ?

T h epartherid par amet er does not affect appaeanawan lise (
provided simply to endip in the log fileor to be analyzed by clieside Javascript codeo that at the end of
day we know how many users were referred toveely siteby our partner siteg?

Normally, we would use the whole string above,
www.acmenews.com/breakingnews.html?partnerid=partnerl

as a signature for the cached copyakingnews.html Letds assume that t he
there that point to our Web Site. This would lead to hundreds of different URLs pointhmg $ame document
and would force us to populate cache of a@acheserver with hundreds of copies of the same \Wsiponsge
polluting the cache unnecessanyth exact bitfor-bit copies of the same contentclearly rather wasteful
situation in respddo utilization of RAM

The examplemight get even more extrema certain other cases. For example, soned sites append
random strings of characters as a parameter to stabicpages or JavaScript files, as a way to obtain certain
functionality>. However this parameter does not have any impact owétedocument itself and is essentially
ignored by theveb serves). Once again, if we use thempleteURL string as a signature for the cached copy
of theweb documents, we would pollutesponseachewith possibly thousands of copies of the same response
andadversely affegberformance.

Imagine aweb sitewith a hundred thousand subscribers that appends subscriber ID as a parameter ftc
static HTML or JavaSript filé? If we follow our regular routin@nd store each resulting Web document as a
separate entry in theiCaché s cache (even though al/l of these
simply run out of RAM space on our servdret alone that caching responses under signatures cogtaunth
a random string would effectively make such responsesacheable.

12 This information can be used to reward our partners for driving visitors to our site or for other purposesdhttide the
scope of this guide.

BColorfully -masneidng i ciaxc hene such functionality. Another
files -diodedcdrieemdssing, to be used by JavaScript.

14 S0 that it becomes available JavaScript, for example.
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aiCacheaddresses this probleai cached content explosianith a feature that allows designatingrtain
URLs as capatheabye. iby ot her wor dsentirehgaesyepartttippedsto w i
obtain signature that point to resulting (cached) Web document. For example

www.acmenews.com/breakingnews.html?partnerid=partnerl

becomes www.acmenews.com/breakingaws.htmlwhich then would be used as signaturetfe cached
copy of this pageNo matter how many sisgefer to us in this fashion, we only store a single cophisfweb
document in our cache. We save significant amount of RAM space, yet we retagytired functionality, as
the referrer information stitan be processed cliesile andends up in thaiCachdog files should serveside
log crunching be required

Resulting resource preservation can be quite significant. Just as explained abmvghtvbe able to cut
the number of objects we have to store (and manage tagjaché s cache by many or de

Configure this functionality bgpecifyingignore_query for particular pattem

pattern html simple 10m ignore_query |

Ignoringthe URL's query string only affects the cached resposggiatureand has no effect on anything
else. Specificallyywwhen a response needs to be obtained, the whole, coroptgteal URL, as received from
the requesting browseincluding query stringis sent to origin servers

Cache size management via query parameter busting.

Similar to the feature described above, you can also keep some of the parameters in the query portion of
URL, while removing othersSuch modification only affect the cacheesponse'signatureand have no effect
on anything elseSpecifically, when a response needs to be obtained, the whole, complete ibigRiding
guery string with all of the parameters, as received from user browser , is sent to origin servers.

Again, we remove parameters from query stringofiimize performance and reduce waste that would
occur otherwise. Let's consider this URL:

www.acmenews.com/showstory.asp?storyid=1234&partnerid=partnerl

We must use query string in addition to the URL path talide to cache proper responsa® we can not
use the cachby-path feature, as it ignas¢he query string entirely. Yet once again we have a parameter added
to the query string that doesn't affect the response.

aiCacheo the rescue ! We cagnorethe partnerid parameter, while keeping tlséoryid in the signature.
To accomplish that, create a pattern that matches this url (somethisgdstory.aspmight be all you need)
and specify:

ignoreparam par  t nerid |

in the parameter section. Noamcoming reagiest for:



http://www.acmenews.com/breakingnews.html

aiCachey 6.291 Gicmendy Get your life bt
E

UserGuide 149 .
www.aiCache.com 2 e@3aiCache, Inc .

www.acmenews.com/showstory.asp?storyid=1234&partnerid=partnerl
hasits signaturetransformed to
www.acmenews.com/showstory.asp?storyid=1234

and that is whaits used as cached responssignature The complete original request string still
forwarded to the origin servers when we need to perform a first fill or a refresh, so it doesn't break any logic
origin servers as that logic most likely cares about each and every parameter in the request string, even th
we might want to discarddm the signature

You can ignore one parameterfeav or all of them, although ignoring all of them is best accomplished via
cacheby-path feature.

Quite frequently web sites use a technique called "ehaok&ng” . It mostlyboils down to adding a
paramegr whose value is a random string. It is aimed at making®udd TP caches between a visitor and the
target web site can cache contentWhen such cachbusting parameters are used URLs of cacheable
responsesy o u 6 r e toacahfigureaikCachet to remove such cacheusting parameter from URL signature.
Figure out what the cache busting parameter name is and addnbesparam setting under the proper URL
patterns.

Normally, aiCacheuses exact matching when matching parameteignoreparam. However you can
configure it to do partial matching vgaram_partial_match setting under matching pattern. It has potential to
speed up lookup and removal afnoreparams. You can also use this technique to remove parameters that
have semrandom names, butith a common suistring to them. For example, to get ridafstXXX, bustYYY
and other parameters that contaibust in them, you can specify one ignoreparamust and set
param_partial_match under the matching pattern.

Cache size management via ignore case feature.
Normally cached response signatures are case sensitive. So when you cache responses to 2 requests:
acmenews.com/search.jsp?query=Vacatioand
acmenews.com/search.jsp?query=vacation

the responses are stored as 2 different responses, eugh tthe actual response bodies are most likely
identical. If that's the case, you can @iCacheto ignore cae, websitavide or per pattern, viggnore _case
setting When configured s@iCachestores only one response for both of these requBstacomplish that,
aiCacheconverts signatures to lower casgu can see that by executing CLI inventory command.

If you cachesearch results, you most likely would benefit from enabling this feature. Another example
might include caching responsesfivandal stock quote requestsas users might enter a stock symbol in
upper or lower case. With responses to both inputs being the same, you'd want to employ this feature to rec
memory utilization.
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Caching of responses to POST requests.

aiCache allows tocache POST requests just the same way as GETSs, although you must be extra careful
to allow caching of private information.

When caching GET requests, the response’s signature is formed from original reailestsd query
strings.However, with POSTequests, query string might not be present in request's header. For some POS
requests it is instead embedded into the body of requasth requests have POST bodies that are-URL
encoded (hav€ontent-Type: application/x-www-form-urlencoded header secified) . Other POST requests
might have portion of the query in the URL and some of it in the body, -Kivthatted bodies, plain text
bodies, serialized Java POJO bodies and so on .

As cached response signatures are used as pointers into cachemegpgsiterating such pointers takes
more time as signatures grow larger. As POST bodies can grow very large, aiCache imposes a limit to the r
body size that can be used as a signature. The limit is configurall@xigost_sig_sizglobal parameter and
is set by default to 256 bytes.

You would not encounter any problems as long as POST body simply contains a fewEndéded
variables. But if you're trying to cache responses to SOAP requests and things of that nature, you might war
enforce the sizarit as explained above. And of course you need to make sure that whatever part of the POS

body is used for cache signature, is large enough to make sure that such signatures are unique for diffe
requests.

For a POST request to be cacheable, thewang criteria must be satisfied:
Request's URL must match a pattern thatrbgaest_type set topostor both
The matching pattern's TTL must be raaro

The POST's body, if any, must be undexx_post_sig_sizdimit

Cachebusting Cookie, if any areoafigured, must not be present in the request

= =2 =4 =4 -4

Authorization header must be absent

Similar to handling of cacheable GET requests, cacheablediiRbded POST requests can have one or
more of their parameters removed from their cache signatureymnaie param directive. You'd use such
parameter busting in order to control the size of response cacheC&gee"size management via CadRg-
Path Feature" antCache size management via query parameter bustf@i. cannot request removal of
parameters from meURL-encoded POST requests, as there's no parameters to discern.

When response's signature includes CR (carriage return) and/or LF (line feed) characters, you might h
difficulties specifying such signatures at CLI prompt for the purpostunfp command To diagnose such
responses, aiCache lets you use {@kentory command when asingleresponse is matched to the provided
hostname and pattern, it is written out to a file, similar to wlnatp command does. So effectively you'd rely
on a partial mah to locate and write out the cached response of interest.

You can also configure aiCache not to use any of the POST request's body in the signature of the cac
response by specifyingsag_ignore_bodysetting at website level or under matching pattern.
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Here's a technique you should be awareewén when request's payload is in the request's body, possibly
XML formatted and/or encrypted, you might still be able to get your Dev team to change the code to where tr
append a meaningful, humasadable sigature for the response right to the URL, as an extra parameter. This
way you can use it a signature for the cached response, w/o having to include potentially very large reqt
body right into the signature (and you accomplish thasigaignore_bodydirective).

Such extra parameter is most likely to be ignored by the server side code, as it doesn't know and/or look
it, yet it can be then used by aiCache as a signature of the response, allowing for faster processing and b
troubleshooting cajmlities.

aiCache response preload (pre-fetch) feature.

A websitemightrely on a number of API calls to other websites/service providers for functionality such as
Ad calls, analytics etc. Such calls might be expensive in terms of amount of time theéy tadecute and as a
result, they might slow down the pages on your website that rely on these calls.

aiCache allows you to configure a set of such slower URLs for preload, where aiCaééiehms and
actively maintain a queue of fresh responses to slosher calls, in anticipation that these responses might be
soon requested. When they are requested, instead of going to the remote site to obtain the response, aiC
virtually instantaneously, serves getched response.

By tailoring prefetch paramers, you carfine tunepreloadso that most of such responses are in fact pre
fetched. To assist with it, aiCache colkahd reports a comprehensive set offeteh statistics.

One must not confuse the fwad functionality with cachingf responseswhile caching is only applicable
to shared, cacheable responses, preload logic ordyoaatorrcacheable responses (we also refer to these as
OTTL throughout this manual).

You may specify one or more girefetch_url settings in the website section(s) o€ache configuration
file. This setting requires 2 mandatory parameters: the URL itself, how many of preloaded responses for t
URL you want aiCache to maintain and optional third parameter, indicating whether you want to request t
preload responses aompressed form.

For example:

prefetch_url /slowGetAdCall?page=home&area=top 100 gzip
prefetch_url /slowGetAdCall?page=home&area= bottom 100 gzip
prefetch_url /slowGetAdCall?page=home&area= rightrail 100 gzip

specifies that you want to preload respongedJRL of /slowGetAdCall?page=home&area=top ask
aiCache to maintain a queue of 100 of such responses and you want aiCache try to obtain gzipped responst
that URL. Total of 3 different preload URLSs are specifiedch requesting 100 responses tptadoaded.

Every second, aiCache analgzke queues for all three URL and if any of the 3 queues contain less thar
100 responses, aiCache regaesbre responsds maintain the queues at 100 responses.
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When a request comes for any of these URLs, ai€aemoves a matching response from appropriate
gueue and sends to the requesting browser. Again, the next second aiCaotguedt a response to top off
the matching queue.

Global, perWebsite Web statistics screens contain information on the effiohqyeload: ratio of
responses served from preload queues to all OTTL responses. You'd want that ratio to be as close to 100¢
possible to maximize the benefits of response preldaxget there, adjust the number of preloaded responses.

If you get th& number too high, it is possible that some preloaded responses might get stale before a clit
has a chance to request it. To deal with this scenario, you can specify the max age of preloaded responses t
allowed to be served to the clients, wex_pref fresh_time parameter in website section, it defaults to 10
minutes.

aiCache reports the queue length statistic for each URL you configured for pveosdeb and CLI
interfaces Preload counters amdso availablevia SNMP. Please note that occasally you might observe
number of preloaded response exceeding the number you specified in the configuration file. It might hapg
when responses are slow to obtain araharmlesscondition

During request processing, when no preloaded response iald&aiiCache requests a response via
regular logi¢c completely seamlessly to the requesting cliBasponses that were served from preload queues
are also indicated as such in the access log files.

You can also specify arbitrary HTTP headers to be atlngueload requests viarefetch_http _header.
Each preload URL can have its own set of HTTP headers (more than one such additional header car
specified for each configured preload URL). Eagtefetch _http header directive takes two required
parametersheader name and header value. Header value follows header name and extends till the end of
line. For example:

prefetch_url /slowGetAdCall?page=home&area=top 100 gzip
prefetch_http_header User - Agent MyCustomUser Agent V.10
prefetch_http_header X- Cust om Header Test Value

prefetch_url /slowGetAdCall?page= sports &area=top 100 gzip
prefetch_http _header User - Agent MyCustomUser Agent V.22
prefetch_http_header X- Custom - Header Another Value

And lastly, you can configure aiCache to close origin server ctipneafter obtaining preload responses
via prefetch_conn_closealirective. This setting overrides whatever origin server keep alive setting you might
have configured in that it closes the connection used to obtain the preload respshdge other OS
conrections might be reused after obtained regular;pretoad responses.

aiCache request retry logic.

By default,aiCachetries to obtain a valid response from origin servers up to 3 timekess a request is a
POST, in which case only one attempt is malds behavior can beverriddenat website or pattern level by
specifyingno_retry setting in respective sectieimn which case only a single attempt is made for all requests
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aiCache can be configured to retry POST requesysspecifyingretry post setting at website or pattern
level. You must understand the consequences of retrying POST requests before enabling thisAtadéure
desirable in some cases, in others it might lead to doubling (and tripling and so on ...) afgunaérs, credit
cardchargesmessage boargbstings etc. So pleas&ercise cautiowith this option.

aiCacheenforces time limit on how long an origin server can take to provide a response, it defaQlts to
seconds. You can set it to a different value at pattern, welbsitelzal level, in that order of precedence (where
pattern's setting overrides website's whichtum override's global setting), by usingnax_os_resp_time
setting (in seconds). Do not set it to 1 second as unpredictable behavior might ensue, itZraestdmels or
more.

If a responseannot be obtained within this amount of timg&achemight retry it up to total of 3 attempts
or fail it right away, depending amo_retry setting (see above).

Be aware that you might encounter problems when certaintflym®®ST requests are configured for
retries. For example, you might end up resending-reggstration request resulting in error response, as
registration took place after the first requéxbod understanding of site's logic is required to prevemgsHike
these from happening. To be safee careful enablingretries for POST requests and increase the
max_o0s_resp_timesetting for the slower requestgiving them more time to comples® that aiCache doesn't
end upgenerating (premature) retries.

In case of requests, aiCache will use "origin server of last resiréihy are provided, after exhausting
retries against "regular" origin servers. Such LR OS are identified by assagmitagof 100.

Forcing retry (refresh) by response header or response size check.

aiCachecan be configured tdorce reties of cacheablerequest against origin servers by returning a
special response head&=NoCache. You can set it to any value, it is ignored. Another way to indicate a bad
response taiCacheand face retry is to configure minimum and maximum acceptable response size via
retry_min_resp_sizeandretry_max_resp_sizalirectives in the pattern configuration section.

Here's a quick example where this feature can be useful: if you have intermittent celgorating
randomly from origin server where a "normallooking” 200 response is returned, yet you can determine if the
response is unacceptable and should be retried based on responsieshgipe that you can obtain a good
response on such subsequertries

Please note existancermd retry _min_resp_sizeandno_retry _max_resp_size when response size fails
these conditions, no attempts are made to retry the request and the obtained response is fed back to the c
but is not cached.

Be aware tht aiCache will compare whatever is the response size as reported by origin server. So wh
response comes back compressed (gzipped), its size might be much smaller, compared to uncompressed ve
of same. So you might need to adjust yaetry min_resp _size and retry_max_resp_size settings
accordingly, to deal with compressed responses.

Alternatively, if limitations of APl/etc force code on origin servers to returnrgéponse code, yet you
want to somehow indicate taiCachethat response should beriett and should not be cached (even if
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matching pattern is configured otherwise). In this case you can programmatically insetNib€ache
response header aaiCachewill re-try the request up to 3 timel.it still fails, aiCachesends the obtained
response back to the requesting clients, complete XviloCacheheader but theresponse isot cached

In other words, you cagffectivelyoverride pattersspecified TTL by returning such response header.

For cacheable responses, should a previously dastate copy of content be available dakback setting
beingsetfor matching websitesuchprevious stale cached responseeturned in response whenNoCache
header is specified or response size limits are violated.

ShouldaiCachebe forced to retrn a response that carrig¥ddNoCacheheaderfrom an origin server, this
header is forwardedybaiCachein its own response , so thgbu can use it in cliergide logicor other
downstream logic/infrastructuréexpires header is alsanserted andset well in the past to indicate to
downstream recipients that the response should not be cached.

Please note that retrying can be turned off by specifymg aetry setting at website or pattern level.

Alternatively, you can force retry by matchimgntentof the response body against a set of patterns. Please
see chapterdtiveprdré@oasental |l back or retry cont

Modification/insertion of HTTP Via header.

Normally, aiCache indicates its presence in the HT&Bpanse path (the fact of aiCache being an
intermediary) by modification or insertion of HTTP Via header. aiCache identifies itself under the name th:
you specify viaserver_nameglobal setting, default value beiaicache6.

You can configure aiCache tomnindicate its presence wvilisable_viawebsitelevel setting.

Additionally, you can configure ai Cache to ind
Via header in the requests sent to origin servers, by setimd) 0s_viavebsitelevel setting.

Adding HTTP response headers.

You can configure aiCache to add custom response headers to responses videpealtt@sp header
parameter. For example:

pattern /blah simple 10
resp_header X - Header Some Header Value
resp_header Another - X- Header A different Header Value




aiCachey 6.291 e Get your life bt
E

UserGuide 148 .
www.aiCache.com 2 e@3aiCache, Inc .

Dealing with malformed 3xx responses from Origin Servers.

Occasionally, you might observe malformed 3xx (such as 302, 301) responses being sent by origin serv
where a nofzero Contentength is indicated in the respggheader, but the actual body is missing. Normally,
such malformed response would thmet in aiCache, as aiCache expects, in vain, to receive the declarec
response body which never comes.

The best way to fix this is to properly configure origin serversdt indicate presence of a response body
when there's none. However, in a pinch, you can tell aiCache to not expect 3xx responses to ever have a |
by settingzero_body 300lag at website level, in the aiCache configuration file.

Likewise, you mightfind yourself in a situation where origin servers are sending a response body in 30:
and 301 responses. Such response bodies are unnecessary, as they are never even seen by users. Additi
you in heavy traffic setups, sending such extra bytes toetigesting browsers is wasteful of bandwidth and
other resources. You can configure aiCache to disregard such bodies, if any, byzeettitgdy 300flag at
website level, in thaiCache configuration file.

Diagnosing request and response cookies.

Let us provide a helpful reminder about HTTP requests and responses as they relate to cookie handli
Responseset cookies via SeCookie response headers. Response can carry multipleo8kie headers in
order to set multiple cookies. Cookies can haveesmland a number of attributesuch as expiration date,

domain they are applicable to and so on. Her eds
Set - Cookie: dLTHID=AD7631B846 DA143B0C92789729E2; Path=/; Domain=. acme.com
Set - Cookie: userid =213452345234 ; Pat h=/; Domain=. acme.com
Set - Cookie:  attribute =account=paid

As you can see, a total of three different cookies are being set via this response. Notice that in the last
Cookie header only a cookie namettiibutei s bei ng set, wiotumtt=lpaidal ud nt
accountis not a name of a cookiebut rather a part ofttributec o o ki e 6 s val ue.

While a single Se€Cookie can, in theory, set multiple cookies, you are not likely to see this arrangement il
practice. Instead, each cookimt is being set, will likely be set via a separate@mikie header.

After a cookie is set via a response, client browsers will carry such cookie and its value, when approprie
in the request header, via Cookie request header. Continuing with thelexabove, the request header might
contain the following:

Cookie: dLTHID=AD7631B846 DA143B0C92789729E2
Cookie: userid =213452345234 ; attribute = =account=paid
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As you can see, all 3 cookies that were set viaCaekie response header, are now sent, by tbeder,
via requestos Cookie header . Notice how first Cc
Cookie header carries 2 different cookies via a single Cookie header. Browsers might combine a whole num
of different cookies in a singlCookie header and it is a fairly common occurrence.

In order to assist you in diagnosing of both request and response cookies, you can set global level flag
debug_request_cookie, debug_response_cookiedebug_cookie When so configured, aiCachelWog out,
to theerror log file names and value of both request and response cookies, as they are being processed.

For examplewhen you specify 8ttl_cookie , aiCache will analyze if an incoming request contains such
cookie, and you will see appropieadiagnostics output. Ditto faig_cookie sets_session_cooktc.
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Diagnosing bad responses.

aiCache logs, in a throttled fashion, information on failed responses. There could be a multitude of reas:
as to why a response could not obtained. aiCask&gns numeric codes to help you diagnose just what went
wrong. The code is written out in entries in betlor andaccesdog files.

Error Code Explanation

1 Generic connection errorai could not connect to selected origin servers, an unexp
conrection close or reset has occured.

2 Timed out waiting for responseorigin server did not serve response back in allotted am
of time.

3 No origin servers were available (for example, all OS have failed the health check)

4 Response size was belowirmor above max allowed resp size (when either limi
configured)

5 Response was marked as chunked, buthdmking has failed.

6 A non-200 or nor301 status response was received for a cacheable request and retry |
flag is set

7 X-nocache headednas been received in response. Such header is an indication of
response

aiCache doesn't write more than 120 entries per minute, to error log file, to prevertaaayun
consumption of disk space.

Disallowing downstream caching of responses.

aiCache can be configuredo disallow downstream caching of responses while still caching them at
aiCacheitself. Reasons for suatonfiguration might vary, but the main idea behind such caching is to make
sure clients always come back asCacheto obtain rgponse possibly a cached response fr@aiCachés
response cache
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For example, if you deploy respordgven content expiration (see a separate chapter later in this
document) so that posting a new message to a discussion thread expires that threadCathés response
cache, you'd want to make sure that after cached response is expired and refresGadhgclient does not
use a locally cached comndinstead,re-requests it fromaiCacheagain For such patterns, specifiegative
TTL.

For examfe, to cache responseaCachefor 10 minutes while disallowing downstream caching, set TTL
to -600 (negative 600).

You'd almost never use negative TTLs for common auxiliary content, such as images, JS and €SS file
these you want to be cached on cligie and intermediate proxies (if any), to speed up loading of pages anc
reduce load oaiCacheservers and your uplink infrastructure (links, routers, firewalls, load balancers etc).

Also, allowing for aggressive downstream caching is likely to hapesitive financial effect through
reduction of bandwidth utilization. And it reduces overall load on the Ingrastfewer bytes need to be
shuffled around.

By default, when responding to requests that match patterns with negative TTLs, aiCacHexpérds
header, set well in the past, to disallow any downstream caching of the responses.

In addition, you can configure aiCache to also addcheControl: no-caché header to such responses,
by setting send_cc_no_cachsetting at website level. By deifla, sending of this header is turned off to reduce
the amount of data that needs to be sent back to the client.

Forwarding Client IP address information to origin servers.

As aiCachefront-ends all of client traffic, therigin servers see all requesteming fromaiCachés IP
address aiCachestill collects and logs (if so configurettpe client IP addresssin the access lofile.

Howeverif your setup requires code arigin servers to hav@rogrammatic access tdrue client IP
information, you carconfigure this on pewebsite basis by providing farward_clip (forward Client IP)
setting. Normally, the client IPs are forwarded XsiCacheCLIP header, but you can change that by
providing a different header name as paifooivard_clip directive.For example this configuration:

hostname www.acmenews.com
forward_clip X - Client -1IP

results inaiCacheforwarding client IP as<-Client-IP: 1.2.3.4 HTTP header. The value can hew
programmatically accessed by sersi&te code and acted on.

Please notéhat by defaultaiCacheattemptso minimize modification of request headers for performance
reasons, so do not use this setting (it is turned off by default) unless you n&spending on your
configuration, your load balancgjiisany) might alreadybe configured to forward true client IPs in the headers.
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Forwarding Origin Server IP and port number to clients.

As aiCachefront-ends all of client traffic, the cliestee all responsess comingbackfrom aiCachés IP
address. In case you need to \wnwhat origin server was used to obtain a particular response, you can
configureaiCacheo forward origin server IP and port number as an HTTP header.

To enable this feature, please srtos headerglobal setting to the desired name. For example this
setting:

x_os_header X- aiCache - OS ‘

results inaiCacheforwarding origin server IP and port numbenasiCacheOS responséHTTP header,
for example:

X- aiCache - OS: 1.2.3.4:80 |

The value can be used for diagnostics purposes and/or accessed programmaticelientside
Javascript code.

Parsing out forwarded Client IP from request header.

In certain network setups, where aiCache receives requests not directly from requesting clients, but thro
some intermediary, such a load balaneeproxyor anothe aiCache, the IP address that requests come from
might be that of thentermediary not of the requesting client.

In this scenario aiCache will log in it&cesdog file the IP address of thatermediary not that of the
client. However, if you wanotrecord the true client IP and can configure yiatermediaryto forward the true
client IP as an HTTP header (aiCache can certainly be configured to do so as described above), you can
aiCache to parse our such forwarded client IP and log it.

To corfigure aiCache for this processing, you need to spécify clip at global scope of the configuration
file, setting to the name of the HTTP header that carries client IP. For example:

hdr_clip X - Forwarded - For |

aiCache will then parse out such forwardedntli® and log it in access log file, egent IPfield. When no
such processing is requested or no client IP is available in request header,-a4 dakigyed instead.

Please note that aiCache must have access to true client IP information for b@measures to work.

Whenmultiple requests come over the same client connection (aKlespconnection), aiCache obtain
the client IP upon first request and rezg®&at value when logging the other requests it receives over the same
client connectionas client IP is most likely to stay unchanged throughout the lifespan of a singléAieep
client connection.
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However, you can force aiCache teaigtain (reparseout) forwarded Client IP for each and every request
by settingrefresh_hdr_clip flag atglobal scope of the configuration filExamples when you need to have this
setting set is when an intermediary can send requests from multiple clients over the same connection to aiC:
(aiCache itself does that when configured for OS K&kge connecton).

Please note you can cheat a bit and use this directive to log an arbitrary request header, in lieu of usir
for its intended purpose, by specifying header's namédraclip - should you have a need to log a request
header.

Forwarding response's TTL value to clients.

To enable this feature, please setttl _header global setting to the desired name. For example this
setting:

x_os_header  X-aiCache - TTL |

results inaiCacheforwardingresponse's TTL (in seconds) »asiCacheTTL responséHTTP heaér, for
example:

X-aiCache - TTL: 600 ‘

Value of O is returned for netacheable responseBhe value can be used for diagnostics purposes
and/or accessed programmatically by ch&ide Javascript cod&he TTL values returned via this headee
statig not the countdown type

The client_linger and os_linger settings.

These have to do with what happens to TCP/IP connections after they are cl@€ddhe When no
SO_LINGER option is set, TCP/IP connection proceeds down regular, fairly lengthydgeltyaoute. This is
the way you want to have it , unless you're running an extremely busy server with very high connection rate.

When running such higbonnection rate websites, you will discover that at any point in time you might
have thousands upon t&ands of connections in TIME_WAIT stadow such connections do not translate to
any extra load oaiCacheyetshouldtheycreate a problem for your setup, you can try reducing number of such
connection by turning odlient_linger andos_lingeroptions.

With these options set, the TCP/IP connection close takes a sharistgad of an orderly termination, a
TCP/IP reset is sent instead and connection is disposed of immediately, without going through TIME_WAI
state. You must test this before enablihgni production setting. Some client browseright not appreciate
gettingsuch TCP/IP resetnone too much.

However, this should be much safer with origin server connectiaady the timaiCachdssues a reset, it
has obtained a complete responsenflorigin servers. In addition, it is not ordyCachethat will showreduced
number of connections in TIME_WAIT state, origin servers will also see similar reduction. Yet again, pleas
test before enabling it in production.
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Alternatively and/or in additio , you can explore settingnux's own TIME_WAIT interval to a lower
value (some heavy traffic sgset thesé to as low as 1 sec):

echo 5 > /proc/sys/net/ipv4/tcp_fin_timeout |

Dealing with empty HTTP Host headers.

As aiCache is capable of accelemgtimultiple websites off a single instance, you can seentitataving
Host header provided in the request, leads to a dilenustiwhich of many websites accelerated by this
instance of aiCache is the request for ?

When request do e spedfiedailkacheean khkesedf tha fellavdng actions:

1 Whendefault_hostg | o b al |l evel setting is set, its va
1 Whenenforce _hostg | o b a l l evel setting is not spoeoci fi
aiCache enforces host headdwhich is the default setting)As a resulta4 09 Awebsi
recogni zedo response is returned to the reqg

an empty request hostname to any of the defined websites.

1 Whenenforce_hostglobal levelsetting issett ooffd the hostname of the first defined website is
assignedtd he r egquest SBubsediientlyt thelregueest wili be matched to the first defined
website.

Dealing with HTTP Host headers that cannot be matched to defined websites.

By default, aiCache tries to match request's HTTP header value to a configalgite It attempts such
mat ch based on thosthameanyofetscramesandoowsldcardeséttings. If no such match
coudbeobai ned, a 409 fAwebsite not recognizedo error

If your setup is such that you want to send all of requests to a certain website, no matter the actual valu
request's Host header, you can configure itigreore _host global setting. In this case, if no match can be
found during regular processing, the request is assumed to be for the first defined website (as configured in
configuration file).You can accomplish similar effect by definingvildcard o f  (periodl) for website that
you want to make fAdefaulto website.

Note that this isomewhatifferent from dealing with requests that have no Host header specified at all
(see previous sectiononhowaa c he deal s with such eadeiseosmodifled.i n t

Rewriting of HTTP/1.0 requests to HTTP/1.1.

You can configuraiCacheto rewrite in situ, HTTPrequest's'minor" version to 1- so that HTTP/1.0
requests are forwarded as HTTP/1.1 requests to origin servers. It is done topspemzbssing of responses, as
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origin servers are more likely not to use connection close as an indication of complete response, in cass
HTTP/1.1 requests. It boils down to sparing an unnecessary system call.

To configurethis behavior, you can skeep httpl0 setting tooff at website level:Be aware thasuch
overwrite much cause problersa test it thoroughly before putting it into production

keep_http_10 off

On dealing with HTTP/1.0 clients and/or proxies.

You might still encounter request®fn HTTP 1.0 clients or proxies. Such requests might differ from much
more common HTTP 1.1 requests in the following ways:

1 HTTP Host header might be absentai Cacheds handling of such re

1 Size ofresponsdodymight be imicated via connection close, as opposed to using much more commor
way of indicating the same via Contdrength or TransfeEncoding: Chunked HTTP headers.

1 Support for compression might be indicated A@ept-Encoding: gzip header, but in reality the eint
(such as a Web browsgorporate or ISP proxy) caot deal with compressedsponses.

1 Support for connection Keeflive might be indicated viaConnection: KeepAlive header, but in
reality the client (such as a Web browser or a corporate or ISP prarppt deal with Keeplive
connections.

Use of connection close by Origin Servers.

To assist you with diagnosing of possible issues related to origin servers using connection close or t
close to indicate size of response in lieu of providing theesam Contentength, a warning is a printed in
error log file every time such request or response is detected. Clearly, as origin servers are likely to be ur
your control, you should configure them not to use this technique.

Compression of HTTP/1.0 responses.

By default, aiCachevill compress responses to HTTP/1.0 requdfstequesting HTTP/1.0 client (browser
or proxy) indicates support for compressiblowever in some situationsigh indication might be misleading.
It might work for some HTTP/0.clients, but not othersso when a cacheable response is ddipp a result of
HTTP/1.0 request that indicates support for gzip, and later is fed to a different HTTP/1.0 request, indicati
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same support for gzip, it might not work either or both timésu can disable compression of responses to all
and any HTTP1.0 requests by settergble _http10_gzipto off, in global section of the configuration file.

enable_http10_gzip off |

Keep-Alive for HTTP/1.0 connections.

By default, aiCache allosvconnectim KeepAlive for HTTP/1.0 connections if requesting HTTP/1.0
client (browser or proxy) indicates support for Kedpve. However, sich indication might be misleading. It
might work for some HTTP/1.0 clients, but not others. So to be safe, aiCache dit@sritt

If you want to override this behavior, you can eeable http10 keepaliveoptionto off at global level of
configuration file.

enable_http10_keepalive off |

Reporting number of HTTP/1.0 requests.

As a helpful hint as to the volume of HTTP/1.Quests seen by aiCache, it is reported at both global and
website level, via Web, CLI and SNMP interfaces.

Storing different versions of cached responses for HTTP/1.1 and HTTP/1.0
clients.

To accommodate for HTTP/1.1 and HTTP/1.0 cliefwt&eb browsers , arporate and ISP proxies etc)
aiCache might store up to 4 different versions of respdosesy given URL

1 Compressed responses for HTTP/1.1 clients. Cache signature of such responses mtiutésase
note that aiCache always-daunks chunked respses from origin servers, so that clients don't have to
do it.

1 Plain (not compressed) responses for HTTP/1.1 clients. Cache signature of such responses inclu
"pl". Please note that aiCache alwayscanks chunked responses from origin servers, sclieats
don't have to do it.

1 Plain (not compressed), responses for HTTP/1.0 clients. Cache signature of such responses inclt
"p0". aiCacheneversolicits chunked response for HTTP/1.0 requests and properly configured origin
servers should nevesendchunked responses in response to HTTP/1.0 requieewise, aiCache
doesn't solicit, by default, compressed responses for HTTP/1.0 requests and properly configured ori
servers should never send compressed responses in response to HTTP/1.0 regloesinthatdicate
support for compression.
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1 Compressed responses for HTTP/1.0 clierdasly when enable_http10_gzip global option is specified
(be warned that enabling it has a potential to cause proble@athe signature of such responses
includes §0". aiCacheneversolicits chunked response for HTTP/1.0 requests and properly configured
origin servers should never sechunked responses in response to HTTP/1.0 request.

Under normal conditions and for most site, you're likely to see mostly "gl" responsiCache
and these also are most likely see the bulk of requests.

Please also note that well behaved origin server should never reply with chunked responses
HTTP1.0 requests.

Should you ever discover origin servers responding incorrectly to HOTeéduests, you can set
aiCache to overwrite HTTP versions to HTTPlylsetting:

keep_http10 off ‘

Configuring additional HTTP headers for HTTP/1.1 and HTTP/1.0 requests.

To accommodate fodifferences inHTTP/1.1 and HTTP/1.0 clients, aiCache allows tmfigure
additional, trailing HTTP headers to be added to cacheable requests destined to origin servers (as you Ir
recall we send such requests for first fill and refresh requests).

These headers are configured per websitéhitheader (for HTTP/1.1 rguests) andhttpheaderO (for
HTTP/1.0 requests) directives in website sections of the configuration file. Multiple directive of both types ce
be provided, each becoming an additional HTTP header.

These settings are optional and it is ugyda to providethese if you want to , for example, affect origin
server responses in a certain way, etc.

Redirecting for 404 and 500+ response codes.

aiCache allows you to redirect to a custom location when 404 (Document Not Found) response is recei\
from an origin srver in response to a client request. The idea is to send users to a mérniendigrpage that
your typical "Not Found" default page. To accomplish such redirection, set 404 _redirect_location in websi
section. For example:

404 _redirect_location htt p://lacmenews.com/404grace.html |

aiCache also allows to redirect to a custom location when 500+ (all kinds of nasty error responses, |i
"internal server error") response is received from an origin server in response to a client request or aiCache
geneated such 500+ error response internally (for example, when no origin servers are available). The idea i
send users to a more ugegendly page that your typical "Internal Server Error" default page. To accomplish
such redirection, set 500 _redirecicdtion in website section. For example:
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500 _redirect_location http://acmenews.com/ 500 grace.html |

Both of these redirects awgebsitewide. If you want to apply more granular control over edwoven
redirection, you can ugsedirect_4xx andredirect_5xx patternlevel settings. For example:

pattern / simple 10
redirect_4xx http://acmenews.com/4xx grace.html
redirect_5xx http://acmenews.com/5xx grace.html

You can use these sett;wgyhen you want to provide redirects ttaat specific to the request URL. Fo
example, youmight know that yourmessage boarslystem can sometimes take a while to post a new message.
As a result, such posting requests can occasionally timeout awaiting response from origin server. So you w
to let users know to be patient and trgtto repost the messagght away insteadcome back and check in a
minute or so. So you migltaft a special page explaining this and specify

pattern messagepost.jsp simple O
request_type both
redirect_5xx http://acmenews.com/bePatientAndDontRepos t .html
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Serving/injecting file system content.

As you already know, aiCache allows for very flexible setuphere you can have an accelerated website
that serves some content from certain origin servers (0s tagging), while optionally going to atdiffein
origin servers for other content . Now you are about to find out that aiCache camjeaisfile system content
into accelerated sise

You can configure aiCache to serve files off a local file system for certain request iRtesad of taking
the regular route of trying to obtain such responses from origin servers. All you need to do is to spec
websitelevel orpatternlevelfile_doc_root setting with patteralevel setting, when set, overriding the website
level setting(please note thajloballevel setting of file_doc_root has a very different meaningdu then set
patternlevelfilesystemflag. For example:

website
hostname www.acme.com
file_doc_root /var/www.acme.com

pattern /static 30m
filesystem

With this configuration ireffect, aiCache will attempt tobtainresponses to matching requedsy serving
matching files in a local directory éfar/www.acme.com For example, an incoming request for :

http://www.acme.com’static/js/main.js
will result in aiCache attempting teturn back content of a file located at

/var/www.acme.com/static/js/main.js

Likewise, request for :
http://www.acme.conistatic/imagegnews.png
will result in aiCache attempting to return back content of a file located at

/var/lwww.acme.com/staticdimageshews.png

As you can see, aiCache simply appends the PRih of the request to the directory specified by
file_doc_root setting and then it attempts to read in the file at that location. Should a file be found at th
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specified path, it's content is retechas result. If a file cannot opened (rexisting file or file with permissions
issues), a 404 "Not Found" response is returned instead.

aiCache will cache the content as per specified pattern TTL. Please note that for aiCache to serve con
off file system, thepattern must specify nerero TTL Requiring caching of filkbased responses is done to
avoid excessive file system 10.

The URL query, if any, is ignored when constructing the file path, but it is still both used as part of
response cache sigona¢ and logged.

aiCache has simple logic to establish Conleye response headdor such file system content. It
understands and sets proper Conligyde for files with the following extensionshitm, .html, .css, .js, .xml,

flv, .gif, .jpg, .png, .tiff.

You can also specify the Contefype value right at the pattern level by settfilg_content_type, for
example:

website
hostname www.acme.com
file_doc_root /var/www.acme.com

pattern /static/blah 30m
filesystem
file_content_type text/blah

aiCache will optionally compress the content of the file, before returning it to the requesting agent, usir
the regular contentompression logic (see dedicated chapter for more information on aiCadhe-fiyn
compression).

The static file injection coulde used for a variety of reasons. For example, you might need to serve certai
content in response to certain URLs, but you don't have access to the origin servers to install the required 1
there. Or simply don't have time or desire to propagate a ewaifliles across a number of origin servers. No
matter the reason, there's an easy way to have aiCache serve these files for you.

Remember that aiCache, when running, assumes identity of-eoobuoser(as specified byisername
globallevel setting) Make sure théile_doc_rootdirectory and all files in it are accessible to the aiCache-user
typically requiring "rx" flags set on all of the directories and-dubctories and "r" flags set on all of the files
you want to serve to users.
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Configuring HTTPS.

Introduction.

You can configuraiCacheto perform HTTPS traffic encryption. When acting in this fashion, aiCache
maintairs HTTPS communications between itself and clients, wapé&onally forwarding requests in clear
(HTTP) to origin servers. Thiway you get tchaveyour cake aneatit too: you protect the information while
in transit, yet you relieve your origin servers from having to deal with HTTPS over@éadurse, you can
also have a more traditional configuration when aiCache accesgissenvers over HTTPS.

With reasonably fast hardware dedicated to aiCache servers, you can expect very high HTTPS ses:
establishment and bulk encryption rates from aiCache. For example , 8 threaded aiCache runoarg me3
Nehalem server, can @mmplish over 15,000 RSA024 key signs/sec, 25,000 key verify/sec. Same
configuration is capable of driving around 1.5Gbps of traffic in 3DES or-2k5Sencryption mode, certainly
more than adequate numbers for even higher volumes of HTTPS traffic.

aiCacle requiresOpenSSisharedibrary (libssl andlibcrypto) to be installed on server. As of late 2009,
the current OpenSSL version is 0.9.8. Chances are these libraries are already installed on your server, as pe
standard Linux installf you don't krow where these residgou can look for them via:

find/ - name 'libssl*.so’ |

Should these libraries be found in mstandard location, you should add that directory to the
LD _LIBRARY_PATH before starting aiCache. Alternatively you can copy these or syiditkese from a
more standard libraries location, suchwes/local/lib .

aiCache doesn't carry within itself or distribute any of OpenSSL source or binary code. However, shol
you need to acquaint yourself with OpenSSL license, it can be found atollosvirig location:
http://www.openssl.org/source/license.html

Please also note that wésooffer a noRHTTPS aiCache binaryyou can use it when you don't require
HTTPS support and don't have OpenSSL libraries available on the aiCache servers.

In this Guide, we use HTTPS and SSL interchangeably, to refer to protected/encrypted conineasions
opposed to HTTP connections, that happen without any encryption applied to the data.
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Obtaining an HTTPS certificate.

While covering just how HTTPS operatesastablishing trusted communications between a client browser
and a Web server, is well outside of scope of this manual, we shall provide a very brief introduction on t
subject.

For a client browser to trust a web site, the site must have applieddf@cguired, a digital ID of sortsa
so called HTTPS certificate. Much like your local government agency can issue you some form of ID that y«
can then presento others to prove your identity, so can a trusted Internet "agency" of sort issue aldigital
certificate to your web site.

To obtain such digital certificate, you need to generate a request and file it veititablishedCertificate
Authority, such as VerisignThawte, GeoTrust, Network Solutiorstc. The request generation can be
accomplishd using your own installation of OpenSSL toolkiit comes with tools necessary for certificate
generation.

A modest fee is normallevied for HTTPS certificate issuance.

Upon receiving of signed certificate from Certificate Authority, you tell aiCadhere to find it and for
what web site to present it to user browsers. All common web browsers come preconfigured with Certifice
Authority information. In other words, when aiCache presents to the web browser, the certificate you'
received from anestalished Certificate Authority, browser will know that certificate is signed by an
establishedand trusted authority and will allow establishment of encrypted HTTPS connection, along with
displaying of propetrusted HTTPS indicatado the user.

As part ofestablishing of HTTPS connection, another piece of information will be requaefile with
your web site'private key. Through some key exchange magicsing your site'grivate key(which you never
disclose or share with anybody) and your site'sietgcertificate (which, within itself, contains your site's
public key) aiCache and browser will choosesecretencryption key that will be then used to encrypt the
actual data, for certain duration of time and certain amount of Bat&dically, browsr and aiCache might
decide to renegotiate a newecretencryptionkey, to make the communication even more secure.

Here's an excellent dime resource explaining how to generate hmilvate keyand acertificate request
http://sial.org/howto/openssHd .

Self-signed HTTPS certificate.

Some sites migHind acceptable to deal with inconvenienceseli-signedcertificate or you might want to
configure one for testing purposes. With swsdif-signed certificates, instead of asking aestablishedand
inherently trusted Certificate Authorityo issue your site an official ID, yassueyour own.

When aiCache (or any other web server) presents suchige#fd certificate to your site's visitors, the
user's browser will immediately alert that the cegéte is not signed by a known certificate authoridydialog
will be presented, letting users to accept your-Sgified certificate and continue the access to your site or to
abandon the connection.
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Most users on the Internet will opt to abandon theneotion, so presenting such sgifined certificate is
not a good idea for a public site. However, for an Intranet site, you might notify your employees that the
should accept the sedigned certificateand you can certainly use such satjned certifiate for testing
purposes

To create a seffigned certificate yst likewith a request for an officiatertificate, you start by creating a
private key. For example, assuming your server has an OpenSSL toolkit installed, run:

| openssl genrsa - out hostke y 1024 |

Now you will have a private key, with key length of 1024, stored in a file chtbstlkeyPlease note that
key length of 1024 is considered to offer adequate protection, but do not use any shorter keys for product
sites.

Next, we generate a $aligned certificate:

| openssl req -new -x509 -nodes -shal -days 365 -key host.key > host.cert ‘

When prompted, provide required information. Should take you about a minute. Should you make
mistake, simply regun theopenss| reqcommand. Similarly, shouldoy corrupt, misplace or remove the private
key file, you can regenerate that as well, usipgnssl genrscommand but then you'd need to regenerate the
selfsigned certificate as well.

That is it, we're done: our private key ishost.keyfile and ourself-signed certificate is iost.certfile.
Now all you need to do is to configure aiCache HTTiBt®n port pointing to both the private key file and the
certificate filg along with a cipher lisWe specify the following, in aiCache configuratioml global section:

| listen https * 443 host.cert host.key AES256- SHA:RC4 MD5 |

Now, when a client browser makes an HTTPS connection to port 443 on any IP on aiCache server, aiCa
will present the sel§igned certificate to the browser. Should user thermcthe certificate through the
certificate dialog, an HTTPS connection will be established.

Making sense of certificate file content.

The content of certificate file is normally not hum@adabledue to being encodedrwo different
encodings are commonl used f or certificate file: PEM (tha
converted to PEM, but we advise getting PENoded certificates).

LookingatPEMe ncoded certificate, 1t is impossi blofe t
sites t hat y ou can use t o decode cont ent of
http://www.sslshopper.com/certificateecoder.html. OpenSSL toolkit can also be used, e@mmand line
interface, todecode a certificate filé google for instructionsYou might need to decipher the certificate if
youbdre not s iuasmwhwlisdhe éedificatenfar, iwldaeCA has issued it, what is the expiration date
etc.



http://www.sslshopper.com/certificate-decoder.html
































































































































































































































































































































































































































































